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CHAPTER 1 = THE ARCHITECTURE OF THE WINDOWS REGISTRY

e SYSTEM

e  DEFAULT

e  USERDIFF (used only for OS upgrades)
Additionally, each user will have their own Registry files:

e Juserprofile%\ntuser.dat

e  Juserprofile%\AppData\Local\Microsoft\Windows\UsrClass.dat

Figure 1-1. The main Windows Registry files

The first of these files, ntuser.dat, contains the user’s general software,
customization, and configuration options. The second, UsrClass.dat, contains
additional settings such as user-specific file associations and COM (Component Object
Model) information.

Note If you are still using Windows XP or Windows Server 2003, please stop! However,
the UsrClass.dat file can be found in the ZUSERPROFILE%\Local Settings\
Application Data\Microsoft\Windows\ folder.
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CHAPTER 1 * THE ARCHITECTURE OF THE WINDOWS REGISTRY

The Registry files themselves are binary format files, and as such are not readable
without interpreter software. This is different from .reg files, which are exportable from
the Windows Registry Editor and are plain text, so as to be viewable and editable by
administrators.

Registry Keys and Values

The Registry, when viewed in its entirety, is split into five main sections, or groups. This
helps organize the different keys and folder in the Registry to make them easily navigable.

When you modify or create items in the Registry you will create both keys and values,
but what are the differences between the two?

Note Registry keys are containers that will contain values for software, hardware or the
Windows OS itself. Keys can be thought of as folders, in which the values are individual files.
You can navigate the keys using a folder-type hierarchy. Values are the nuts and bolts of the
Registry. These are the settings, integers, and strings that provide the data and information
that helps Windows load and effectively work with your hardware and apps.

HKEY_CLASSES_ROOT (HKCR)

This section stores information about registered applications, OLE Object Class IDs, and
file associations. Sometimes you may see it abbreviated to HKCR.

Should a subkey be added that duplicates a key that already exists in
HKEY_CURRENT_USER\Software\Classes, Windows will use the
HKEY_CURRENT_USER\Software\Classes key as its master.

HKEY_CURRENT_USER (HKCU)

This section contains the configuration options for the currently signed-in user’s profile,
including the disk locations for user folders, control panel settings, and specific app
configuration settings.

HKEY_LOCAL_MACHINE (HKLM)

As you might expect, this key contains all the settings specific to the PC on which
Windows is installed. It contains the subkey files SAM, SECURITY, SYSTEM, and SOFTWARE
that I listed earlier. A fifth file, HARDWARE, is created afresh each time the PC starts, and
contains information about currently detected plug-and-play hardware.

This key also contains the files COMPONENTS and BCD, which can be found in the
%systemroot%\System 32\Config\ folder, and which contain information specific to the
PC’s boot configuration data.
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CHAPTER 1 = THE ARCHITECTURE OF THE WINDOWS REGISTRY

A few of the subkeys in the HKEY_LOCAL_MACHINE section are worthy of note, because
this collection of Registry files is most commonly modified and edited by users.

SAM

The Security Accounts Manager keys section will commonly appear empty unless the
viewing user has all appropriate administrative permissions. It contains the security
information for all the domains the PC connects to, including the local domain, which is
also called SAM.

Each SAM database contains the username used to log in to the domain, along with a
UID (Unique Identifier) for the domain, a cryptographic hash of the user’s password, the
location of the user’s Registry Hive, on the server, and various other settings and flags that
may be required by the connection.

SECURITY

This subkey also appears empty for most users unless they have appropriate
administrative permissions. Upon connection to a domain, it is linked to the security
database in the Server Registry Hive, which will contain all security policies applicable to
the current user and their installed apps.

SYSTEM

This subkey contains information about Windows setup, settings, and details for currently
mounted devices, and for drives that contain a file system.

SOFTWARE

This subkey contains settings for the currently installed Windows installation and its
installed software and apps. The keys are organized by software vendor and include

subkeys for file extensions, MIME types, and Object Class and Interface IDs (such as
ActiveX controls).

HKEY_USERS (HKU)

The HKU key contains settings and options for the currently-loaded user profile. You
cannot access settings for any user account other than the currently signed-in user
through these keys.

HKEY_CURRENT_CONFIG (HKCC)

Last, the HKCC keys contain information gathered when the PC starts and Windows loads.
This information is relevant only to the current powered-session and is discarded when
the PC is switched off.
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CHAPTER 1 * THE ARCHITECTURE OF THE WINDOWS REGISTRY

Within each of the Registry sections, the individual keys include many different types,
to allow the greatest flexibility for managing settings and options for the Windows OS
and your apps and hardware.

HKEY_PERFORMANCE_DATA

This section is invisible when using the Windows Registry Editor. It contains runtime and
performance data that is provided by the Windows kernel, drivers, apps, and services. It is
discarded when the PC is switched off and is rebuilt at the next boot.

Registry Value Types

When you create a new Registry value, you will be presented with the following options:
e  REG_BINARY: This key type stores raw binary data.
e  REG_DWORD: A variable-length 32-bit integer.

e DWORDS: Commonly used to define the parameters for settings,
device drivers, and software configuration.

e  REG_SZ: A fixed-length string value.

e REG_EXPAND_SZ: An expandable-length string value, also used to
contain environment variables.

e REG_MULTI_SZ: A multiple string that may contain a list of values,
normally separated by commas or a space.

e  REG_RESOURCE_LIST: Alist of resources in a nested array, used by
device drivers.

e  REG_RESOURCE_REQUIRMENTS_LIST: An array list of hardware
resources, used by device drivers.

e REG_FULL_RESOURCE_DESCRIPTOR: These are nested arrays used to
store the resource lists for physical hardware devices.

e  REG_LINK: A symbolic link (UNICODE) to another Registry key
that specifies both the root key and the path to the target key.

e  REG_NONE: Data that does not have a specific type.
e  REG_QWORD: A variable-length 64-bit integer.
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CHAPTER 1 = THE ARCHITECTURE OF THE WINDOWS REGISTRY

Note There are some differences between 32-bit (x86) and 64-bit (x64) Windows
Registries. The 64-bit QWORDS are not supported by 32-bit versions of the Windows operating
system. Also, the Registry handles 32-bit and 64-bit keys in the same intelligent way that
the file system handles multiple versions of the same DLL files, but maintains a compatibility
folder that you can find in the HKEY_LOCAL_MACHINE\Software\WOW6432Node section of the
Registry.

.reg Files

Earlier in the chapter I made a reference to .reg files, which are different from the
Registry in several important ways. First, while they store Registry keys and values, they
are intended for backup and transport between different PCs and Windows installations
of those values and keys. Also, .reg files are stored in plain ASCII text, unlike the Registry
database files, which are stored in binary.

.reg files will be automatically opened (or at least they should be if the file
associations are set correctly on a PC) by the Windows Registry Editor when double-clicked.
You can also export the entire Registry, or individual Registry keys, to .reg files in the
Registry Editor itself; we will show you how to perform these actions in Chapter 2.

You can manually edit the contents of a . reg file in Windows Notepad, or any other
text file editor (see Figure 1-2). Right-clicking a . reg file in File Explorer (known as
Windows Explorer in Vista and Windows 7) will reveal an Edit option in the context menu
that appears.
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"PaddedBorderWidth"="-6@"
"MinAnimate"="1"

"MessageFont"=hex:f4,ff,ff

"MenuWidth"="-285"
"MinWidth"="54"

"ScrollHeight”="-255"
"SmCaptionFont™

File Edit Format
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“IconTitleWrap"="1"
"CaptionHeight

[HK

In the example seen in Figure 1-2 the key is listed as HKE
Panel\Desktop\WindowMetrics, and I have highlighted it here as it includes an addition

Figure 1-2. Editing the contents of a .reg file in Notepad
to the default configuration.



CHAPTER 1 = THE ARCHITECTURE OF THE WINDOWS REGISTRY

At the end of the key sits a subkey called "MinWidth" that has an integer value of 54.
This key changes the behavior of the Never Combine, Hide Labels option for the Windows
Taskbar (not Vista) so that program icons appear separately when multiple instances of
that program are run, but without their text labels.

We will include many more hints, tips, hacks, and tweaks for the Windows Registry in
Chapter 6.

Summary

Overall, while the Windows Registry is a huge behemoth bloated with many thousands
of complex binary, hexadecimal, and ASCII values and codes, it’s fairly simple and
straightforward to work with. In the next chapter, we’ll look how you can do exactly that,
and what tools and utilities exist to help you.
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CHAPTER 2

Registry Tools and UtiIities/

Because of the complexity of a PC system, with its OS components, software, apps,
hardware, and drivers, the Registry can swell to a significant size. On my own PC, as I sit
and write this, the Registry files are over 225MB combined. If you wanted to open these
files in a text editor, such as Windows Notepad, they would take a long time and be very
complex indeed.

It's a good thing, then, that the Registry is a binary database, rather than a text file, and
that dedicated tools exist to help you open, edit, and work in other ways with the Registry.
In this chapter we’ll show you around the most common and popular tools and utilities.

RegEdit

The most logical place to start is Windows’s built-in Registry Editor, RegEdit (see Figure 2-1).
You can find this by searching for Regedit.exe in the Start menu or at the Start screen;
it will require elevated administrator privileges to run.

11
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CHAPTER 2 * REGISTRY TOOLS AND UTILITIES

File Edit View Favorites Help

4 {8 Computer Name Type Dats
;t ::g—zmﬁ; 28] (Default) REG_SZ (value not set)
S g 34 AppliedDP| REG_DWORD 00000060 (35)
ab REG_SZ -15
i tmmgmm 2] CaptionFont REG_BINARY 1141 11 00,00 00 00 3 00 00 0 00 00 00 00 80 01 0.
bl Conscle 8] CaptionHeight  REG_SZ -330
20l Control Pand ab|CaptionWidth  REG_SZ -330
bl Accessibility #lconFont REG_BINARY 44 £ 00 00 00 00 00 00 00 00 00 00.00 00 90 01 0.
5-J Appearance 28] lcanSpacing REG_SZ 125
o)l Bluetooth abjlconTitleWrsp  REG_SZ 1
|-l Colors 4b)IconVerticalipac... REG_SZ 125
|~ Ji Cursars 2 MenuFent REG_BINARY 1441 11 .00 00 00 00 3 00 00 0 00 00 00 00 80 01 0.
- )\ Desktop 35| Menubeight REG ST 285
b Colors 5] MenuWidth REG_SZ -285
A LanguageConfigy | 3| MessageFont REG_BINARY 14 4 £ 00 00 00 00 00 00 00 O 00 00 00 00 50 01 0.
—d MuiCached 45| MinAnimate REG_SZ 1
U WindowMetrics] || a5 hanWidth REG.SZ 5
|- den'tioad 28] PaddedBorderW... REGSZ -0
b-ii Wnfrared ab|SerollHeight  REG_ST 258
b Input Mathed ] SerollWidth REG.SZ 255
+ 4 Intemational ab|shelllcon Size  REG_ST 2
-\‘t:‘_”"""mnm M SmCaptionFont  REG_BINARY #1144 4 .00 00 00 00 00 00 00 0.0 00.00 00 90 01 L.
. MMCPL 25| SmCaptionHeight REG_SZ 330
. Mouse ab|SmCaptionWidth REG_SZ -330
b-db Personalization ) statusFont REG_BINARY #4141 00.00 00.00 00.00 00 0000 00 00 00 90 01 0.,
o-Ju PowerClg
A Sound
L Usage
). Environment
p-ds EUDC
bl Identities
+- ) Keyboard Layout
4 Metwork
e Printers
e Softwane
- -Ji System
b Volatile Environment
»-Ji HKEY_LOCAL MACHINE
b~ HKEY_USERS
b~ HKEY_CURRENT_CONFIG

Computer\ HKEY_CURRENT_USER\C p

Figure 2-1. The Windows Registry Editor (RegEdit)

The built-in Registry Editor is a fairly basic editing and viewing app for the Registry,
but then it doesn’t have to do much. For the majority of the time all you will need to
do with the Registry is back up and reimport Registry files, and view, create, modify,
and delete individual keys and values. To summarize, the Registry Editor allows you to
perform the following operations:

e Locate a subtree, key, subkey, or value
e Add asubkey or a value

e  Change avalue

e Delete a subkey or a value

e Rename a subkey or a value

12
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

File Menu

There is a standard menu at the top left of the Registry Editor window with File, Edit,
View, Favorites, and Help options. The File Menu (see Figure 2-2) contains the Import
and Export controls and you can use these to back up and restore individual keys, settings
for whole applications or devices, or the entire Registry.

e

File | Edit View Favorites Help

Import... Type Data
Export... 1] REG_SZ (value not set)
R DPI REG_DWORD 0x0D0000060 (96)
Vidth REG_SZ -15
Unload Hive... Font REG_BINARY 1 £ £ 00 00 00 00 00 00 ¢
Connect Network Registry... Height ~ REG_SZ -330
Disconnect Network Registry... Width REG_SZ -330
t REG_BINARY £4 £f ff ££ 00 00 00 00 00 00 ¢
Print... Ctrl+P  cing REG_SZ -1125
Exit =Wrap REG_SZ 1
N—— —rewrererticalSpac... REG_SZ -1125
| 24 MenuFont REG_BINARY £4 £ £ £f 00 00 00 00 00 00 ¢
ab]MenuHeight REG_SZ -285
ab] MenuWidth REG_SZ -285

Figure 2-2. Back up and restore the Registry in the File menu of the Registry Editor

Note Always make a backup copy of the Windows Registry before creating, editing,
or modifying any keys or values, in case an action you perform causes an app, a hardware
device, or Windows itself to become unstable or unresponsive. You can back up the Registry
in the File menu of the Registry Editor by selecting Export. You can also force Windows to
make a backup of the Registry by creating a System Restore point, as described in Chapter 3.

Backups of the Registry are saved with the registration file (. reg) extension, which
are plain text and can be opened with Notepad, as shown in Figure 2-3. This means that it
is always advisable to store your .reg backup files in a secure and encrypted location, as
any plain-text file in the workplace that might be susceptible to theft by an individual or
through the use of malware might reveal sensitive data, such as domain information, that
you would not wish revealed.

13
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

@ SurfacePen.reg - Notepad - D n

File Edit Format View Help
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SurfacePenDriver]

“Type"=dword: 80000001

"Start”=dword: 80000003

"ErrorControl”=dword: 08000001

"ImagePath"=hex(2):5c,00,53,80,79,00,73,00,74,00,65,00,6d,00,52,00,6F,00,6f,00,\
74,00,5c,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,44,00,52,\
@e,49,00,56,00,45,00,52,00,53,00,5c,00,53,00,75,00,72,00,66,00,61,00,63,00,\
65,00,50,00,65,00,6¢,00,44,00,72,00,69,00,76,00,65,00,72,00,2¢,00,73,00,79,\
@e,73,e0,00,00

"DisplayName”="@oem37.inf,%SurfacePenDriver.SVCDESCX; SurfacePenDriver Service”

“Owners"=hex(7):6f,00,65,00,6d,00,33,00,37,00, 2¢,00,69,00,6¢,00,66,00,00,00,00,\
00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SurfacePenDriver\Parameters]

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SurfacePenDriver\Parameters\Wdf]
“WdfMajorVersion"=dword: 00000081

"WdfMinorVersion”=dword: 8060200b

"TimeOfLastSqmLog”=hex(b):1c,b8,47,63,ab,db,d5,01

“KmdfLibraryVersion"="1.11"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SurfacePenDriver\Enum]
"@"="HID\\NTRGe081&Col0@5\\5&63f74d3R1&0004"

"Count”=dword : 886000801

“NextInstance"=dword:00000001

Figure 2-3. Edit or view exported Registry information with Notepad

Typically a . reg file will contain Registry information exported from one Registry.
If this . reg file is then run on another system, the information contained in the . reg file
will be imported directly into the Registry.

Note For a user to work with the Registry Editor or import . reg files directly to the
Registry, they will require elevated administrator privileges.

Also in the File menu are options to load and unload a Hive. This is a file that
contains a portion of the Registry but that may be currently inactive, such as being
applicable for a different user on the machine or not being applicable to the current
Windows session (e.g., if you've booted from a Windows install disc and are editing the
Registry from that).

Load and Unload Hive will permit you to manage these additional Registry files for
viewing and editing. By default in Windows these options are grayed out and unavailable
until you select HKEY_LOCAL_MACHINE (HKLM) or HKEY_USERS (HKU). We will show you how
to edit Registry Hive files, including the files for other users, in Chapter 4.

14
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

The next menu option allows you to connect to a Network Registry. If you
have a computer with Remote Administration enabled that is running the Remote
Registry Service, you can use this function to access Registry files on that PC. Remote
administration will be covered in Chapter 4.

Edit Menu

The Edit menu in RegEdit (see Figure 2-4) provides the commands you need to create
new Registry keys and to edit and delete existing keys and values. All of this functionality
is also available by right-clicking in RegEdit as well.

File | Edit | View Favorites Help
aql New » Ime Type Data
Penmissionss (Default) REG_SZ (value not set)
AppliedDPI REG_DWORD 000000060 (96)
Delete Del  |BorderWidth REG_SZ -15
Rename CaptionFont REG_BINARY f1 £f £ £f 00 00 00 00 00 00 00 (
CaptionHeight REG_SZ -330
Capy Key Name CaptionWidth  REG_SZ 2330
Find... Ctrl+F lconFont REG_BINARY 4 ff £f £f 00 00 00 00 00 00 00 (
Find Next F3  |lconSpacing REG_SZ -1125
b -1J; Bluetooth IconTitleWrap REG_SZ 1
L), Colors 3b]lconVerticalSpac... REG_SZ 1125
-y Cursors E{;]MenuFont REG_BINARY f4 ff £f £f 00 00 00 00 00 00 00 C
TR PO, PO LY P Y oce €7 a0€

Figure 2-4. Manage Registry permissions in RegEdit’s Edit menu

Under the Edit menu you can also set access permissions for the Registry. This can
be useful if you need to manage the Registry files for other users on the PC, but find that
file access is blocked when you do so.

Clicking Permissions in the Edit menu will display a Windows security dialog
containing a list of users and administrators on the PC, along with straightforward Allow
and Deny check boxes, as shown in Figure 2-5. You can modify access permissions here
for the Registry files.

15
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

Secu |

Group or user names:

&) ALL APPLICATION PACKAGES
82 RESTRICTED
2, SYSTEM

‘ Mike Halsey

82 Administrators (Workstation\Administrators)

Figure 2-5. Managing Registry access permissions

Registry keys can be created by choosing the appropriate option in the Edit menu,
or by right-clicking on any Registry key (to edit it) or in a blank space (to create one) as
shown in Figure 2-6.

16
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

a {8 Computer
-u HKEY_CLASSES ROOT
4 - . HKEV_CURRENT_USER
o) Apphvents
-l AppXBackupContentTyp
- CLSID
b Console
4. ) Control Panel
o Ji Accessibility
5 Appeanince
ool Bluetocth
A Colars
[ Cursors
4-Ji Desktop
| | cols
L. LanguageCanfigy
— Ji MuiCached
| Lij 3

HName Type

25 (Default) REG_SZ

T AppliedDPt REG_DWORD
%] BorderWidth REG_SZ

7 CaptienFont REG_BINARY
35| CaptionHeight  REG_SZ

%] CapionWidth  REG_SZ

) lconFont REG_BINARY
#¥]lconSpacing REG_SZ

) jconTitleWrsp  REG_SZ

| |conVerticalSpac.. REG_SZ

1) MenuFont REG_BINARY
%] MenuHeight REG_SZ

5] MenuWidth REG_SZ

33 MessageFont REG_BINARY
25 MinAnimate REG_SZ

oes ey

Data
(vabue not sef)
00000060 (96)
=15

11 #1 # £ 00 00 00 00 00 0000 00 00 00 00 00 90 01 0...

-330
-330

a1 ff ff 90010...

125
1
=125

£ # £ £ 00 00 00 00 00 0O 00 00 0 00 00 00 90 01 0...

-285

f4.4 # £ 00 90 010...

|~k don'tload
b Infrared

System

HKEY_CURRENT_CONFIG

< >

| f Madify
%] SeroliHeigh Maodify Binary Data...
8] SeraliWidth =
5] 5hell lcon
|| #smcaption | Rename

¥ smCapticnHeight REG_SZ
a¥|SmCapticnWidth  REG_SZ
33 StatusFont REG_BINARY

00 009001 0...

=330
-330

009001 0...

| Computer HKEY_CURRENT_USER\C

Figure 2-6. Creating and editing Registry keys

The main tree view of the Registry in the left panel of RegEdit, as shown in Figure 2-7,

also allows you to manage, create, and delete whole key groups. Right-clicking on a

group presents the same options as right-clicking on an individual key, with the addition

of Export and Permissions options. The Export option can be useful for saving just the
keys required for a particular customization, option, app, or hardware device for use on

additional PCs.
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File Edit View Favorites Help
4 {8 Computer Name Type Data
#- HIEY. CLASSES ROOT 28] (Defasht) REG_SZ (vabue ot set)
2 BRI ) AppliedDP1 REG_DWORD 000000060 (96)
b At BorderWidth  REG_SZ 5
e AppXBackupContentTyp :
» ) CLSD 1) CaptienFont REG_BINARY #1414 # 00 00 00 00 00 00 00 00 00 00 60 00 30 01 0.
bl Conscle | CapticnHeight  REG_SZ -330
i Control Panel 2% CaptionWidth  REG_SZ 330
b0 Accessibility ) lconFont REG_BINARY 4 1 444100 00 00 00 00 00.00 00 00 00 00009001 0...
5-Jl Appearance 25 [conSpacing REG_SZ 125
o Bluetocth ¥ jconTitleWrap  REG_SZ 1
4 Colors 5| lconVerticalSpac... REG_SZ N2
) Cursers 18| MenuFant REG_BINARY 14414 # 0 00 00 00 00 00 00 00 0 00 60 00 30.01 0.
a- )l Desktop 5| Menueight REG_SZ -285
L Colors 25| MenuWidth REG_SZ -285
). LanguageConfig | 7 Messagefont  REG_BINARY #4444 00,00 00 00 60 00 00 00 09 00 00 00 90 01 0.
—di MuiCached 5] MinAnimate REG_SZ 1
W REG_SZ ]
b dont|  Expand lans_oeccr S
v-de Infran| MNew d Key
oo nput| g :
b-Ji Interm String Value
Keybo Delete Binary Val
& Ke s 10.00 00 00/00 00 00 00 00/00 00,00 90 01 0...
- Micro Rename DWORD (32-bit) Value
b MMy BV
) Mo Bpon sl
o0l Perso|  Permissions... Multi-String Value 4000 00 00 00 D0 00 00 00 00 00 00 90 01 0...
o I’n«m: § Expandable String Value
& s Copy Key Name ]
L Usage
4. Environment
p-ds EUDC
b Identities
- Keyboard Layout
b Metwork
b-Ju Printers
e Softwane
- -Ji System
- Volatile Environment
5 -4 HKEY_LOCAL MACHINE
»-di HKEY_USERS
b~ HKEY_CURRENT_CONFIG
< >
Computer\ HKEY_CURRENT_USER\C

Figure 2-7. Adding and managing Registry keys

REG.EXE and REGINI.EXE

You can also modify the Windows Registry directly from the Command Prompt (if you are
running the Command Prompt with elevated administrator privileges).

The commands you can use with the Console Registry Tool for Windows (REG. EXE)
are add, compare, copy, delete, export, import, load, query, restore, save and unload. Let’s
look at the syntax for each of these commands.

Note By default, Reg.exe works to match the version of Windows that is installed, be
this 32 bit or 64 bit, To work specifically with other key types you can use REG. EXE with the
/reg:32 and /reg:64 switches.

18
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CHAPTER 2 © REGISTRY TOOLS AND UTILITIES

Add is used to add keys or subkeys to the Registry and is used in the following format
(note that some of the variables and syntax will be uniform across REG. EXE commands
and as such will only be detailed once):

REG ADD <KeyName> [{/v ValueName | /ve}] [/t DataType] [/s Separator]

[/d Data] [/f]

Use Add to add keys or subkeys to the Registry, as shown in Table 2-1.

Table 2-1. Reg.exe command line switches

<KeyName>

/v <ValueName>

/ve

/t <Type>

/s <Separator>

/d <Data>
/f

The key or subkey optionally specifying the \\<ComputerName>\,
where omitting \\<ComputerName>\ causes the command to
default to the local computer.

Use HKLM, HKCU, HKCR, HKU, and HKCC for the main keys or HKCU\
Software\Microsoft\Windows\CurrentVersion to address
subkeys.

The Registry entry to be added to the specified key or subkey:
e.g., /v Midwidth

Used to specify the Registry entry; should have a null value

Specifies the type for the Registry entry; use REG_SZ, REG_MULTI_SZ,
REG_DWORD_BIN_ENDIAN, REG_DWORD, REG_BINARY, REG_DWORD
LITTLE_ENDIAN, REG_LINK, REG_FULL_RESOURCE_DESCRIPTOR,
REG_EXPAND_SZ,

If adding a data type such as REG_MULTI_SZ, specifies the character
used to separate multiple instances of data; the default is /0

Specifies the data to add to the Registry key

Forces the Registry change and skips the prompt for confirmation

Use Compare to view the similarities and/or differences between two Registry keys,
as shown in Table 2-2, using the following format:

REG COMPARE <KeyName> <KEYNAME2> [{/v ValueName | /ve}]
[{/oa | /od | /os | /on}] [/s]
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Table 2-2. Reg.exe switches to compare Registry keys

/v Specifies the value name to compare
/ve Specifies that only entries with null value names should be compared
/oa Displays all the differences and matches

/od Displays only the differences
/os Displays only the matches
/on Does not display results

/s Compares all subkeys and entries in a recursive way

You can make a copy of a Registry key with Copy, as shown in Table 2-3, using
this format:

REG COPY <KeyName> <KeyName2> [/s] [/f]

Table 2-3. The Reg.exe switch to copy subkeys

/s Copies all subkeys and entries under the specified key

Use Delete to discard a Registry key, as shown in Table 2-4, using the following format:

REG DELETE <KeyName> [{/v ValueName | /ve | /va}] [/f]

Table 2-4. The Reg.exe switches to delete keys and entries

/v Deletes a specific key; if not specified all entries and subkeys will be deleted
/ve Only deletes entries with a null value
/va Deletes all entries under the specified key but not subkeys

Use Export and Import to make and restore backup copies of Registry keys
(see Table 2-5):

REG EXPORT <KeyName> <FileName> [/y]
REG IMPORT <FileName>

Table 2-5. The Reg.exe switches to overwrite existing files

<FileName>  The path and name of the .REG file to create

/y Overwrites any existing file without confirmation
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Use Flags to check the virtualization status or to set virtualization for a Key (i.e., to
maintain application compatibility), as shown here and in Table 2-6:

REG FLAGS <KeyName> [QUERY | SET [DONT VIRTUALIZE:STATUS]
[DONT_SILENT FAIL:STATUS] [RECURSE_FLAG:STATUS]] [/reg:32 | /reg:64]

Table 2-6. Reg.exe flags

QUERY Display the current flags for the key
DON'T_VIRTUALIZE  Setthe key to not permit UAC virtualization
DON'T _SILENT FAIL Set the Silent Fail flag for the key

RECURSE_FLAG Sets recursion of flags on all subkeys

:STATUS Specify :SET or :CLEAR

/reg:32 Specifies the key should be accessed using the 32-bit Registry view
/1Teg:64 Specifies the key should be accessed using the 64-bit Registry view

Use Load to write previously saved subkeys into a different subkey in the Registry.
Use Query for operations such as troubleshooting Registry entries; it is intended for use
with temporary files (see Table 2-7).
REG LOAD <KeyName> <FileName>

REG QUERY <KeyName> [{/v ValueName | /ve}] [/s] [/se <Separator>]
[/f <Data>] [{/k | /d}] [/c] [/e] [/t <Type>] [/z]

Table 2-7. Reg.exe search switches

/f <Data> Specified the data or pattern that should be queried; use double quotes ""
if string will contain spaces

/k Search in key names only

/d Search in data only

/c Makes the query case sensitive

/e Only return exact matches

/t <Type> Specifies what specific Registry type to search, REG_SZ, REG_MULTI_SZ,
REG_DWORD_BIN_ENDIAN, REG_DWORD, REG_BINARY,
REG DWORD_LITTLE_ENDIAN,REG LINK,REG_FULL RESOURCE_DESCRIPTOR,
REG_EXPAND_SZ

/z Includes the numeric equivalent of the Registry type in the search results
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Use Restore to write previously saved keys and subkeys back into the Registry:
REG RESTORE <KeyName> <FileName>

Use Save to save a copy of specified subkeys to a file:
REG SAVE <KeyName> <FileName> [/y]

Use Unload to remove a section of the Registry previously added using REG_LOAD:
REG UNLOAD <KeyName>

RegIniis used to modify Registry files using a script contained in one or more text
files. The text file will contain REG. EXE commands (see Table 2-8):

REGINI [-m <\\ComputerNamee> | -h <HiveFile HiveRoot>] [-I n]
[-0 <OutputWidth>] [-b] TextFiles...

Table 2-8. Working with scripts in Reg.exe

-m <\\ComputerName> Specifies the remote computer that is to have its Registry
modified by the command

-h <HiveFile HiveRoot> Specifies the local Registry Hive to modify

-i<n> Specifies the level of indentation to use in the Registry tree
structure; default value is 4

-0 <OutputWidth> Specifies the width in characters of the command output to
appear in a Command window; default is 240 characters

-b Forces compatibility with earlier versions of REGINI.EXE
when working with different Windows versions

TextFiles The name of one or more text files containing the scripts

Modifying the Registry Using PowerShell

As an alternative to working with the Registry using RegEdit or the REG. EXE command,
you can also use PowerShell, which is built into all modern versions of Windows.
PowerShell allows the automation of common tasks such as creating and editing Registry
settings in the PC either directly or via Group Policy Objects.

Many more commands for working with and modifying the Registry are available
in PowerShell, and each has its own specific syntax. When PowerShell was first released
there were just 129 commands; now in Windows 8 there are over 2,000 commands
and functions. Indeed, there are no fewer than 57 PowerShell Registry commands, and
a full list with their syntax and usage can be found on the Microsoft MSDN website at
http://pcs.tv/1x9NW1M.
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PowerShell is a vast topic and anything more than a brief introduction is outside
of the scope of this book. Since most readers will be administrators working with the
Registry, we will assume that you will seek additional knowledge regarding PowerShell
if needed.

One of the first issues many beginners find when learning how to use PowerShell
is that a command (cmdlet) may not work as expected. A very common issue relates to
correctly setting the Set-ExecutionPolicy. To enable tests of your PowerShell scripts
within your virtual-lab test environment, you will need to open a new PowerShell
command console with administrative privileges and type the following within the
PowerShell command window:

Get-ExecutionPolicy

You should see that PowerShell is by default set to restricted—that is, to only allow
scripts that are digitally signed to run. You need to change that policy to unrestricted to
allow our scripts to work in our lab environment. Type the following:

Set-ExecutionPolicy Unrestricted

When the cmdlet runs, you will be given a warning. Type Y to accept the policy
setting. This command modifies a key within the Registry to allow scripts to run on your
PC without requiring that they be signed first. You will see later in this chapter the exact
setting within the Registry that this command changed.

PowerShell can modify settings in the Registry, File System, Certificate Store, and
other areas, which PowerShell classes as Drives. Within PowerShell, type:

Get-PSDrive

You will be presented with the current list of drives that PowerShell has the ability to
interact with.

Noice that PowerShell has access to two Hives within the Registry: HKEY_CURRENT_USER
and HKEY_LOCAL_MACHINE. Just like the file system, you can navigate within the Registry
structure through PowerShell. Try typing the following (don’t forget the colon!):

CD HKCU:
DIR

If you want to view the properties of a Registry key, you can type:

Get-ItemProperty -Path HKLM:\SOFTWARE\Microsoft\PowerShell\1\ShellIds\
Microsoft.PowerShell

You should see the properties of the key and this should correlate with the setting
you configured earlier in this chapter.
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If you wanted to set the value back to Remote Signed, you would type:

Set-ItemProperty -Path HKLM:\SOFTWARE\Microsoft\PowerShell\1\ShellIds\
Microsoft.PowerShell -Name "ExecutionPolicy" -Value "RemoteSigned"

System administrators will also use Group Policy and Group Policy Preferences to
configure PCs within an enterprise. There are several PowerShell commands that can be
used when working with the Group Policy Preferences that set Registry values as shown
in Table 2-9.

Table 2-9. Setting Registry Values

Verb CMDLETS

Get Get-GPPrefRegistryValue
Get-GPRegistryValue

Set Set-GPPrefRegistryValue

Set-GPRegistryValue

Note You cannot use PowerShell to manage Registry settings that affect the security
settings or software installation settings on a PC.

ScanReg

Ifyou are using a “legacy” or older PC, rather than a modern operating system, you

may still need to manage or repair your Registry. The Windows Registry Checker Tool

(Scanreg.exe) was included with Windows 98, ME, and NT. Microsoft provided this tool

for users to be able to fix issues, optimize the Registry, and back up or restore the database.
To access the ScanReg tool, restart the PC in a special startup mode called “Safe

Mode Command Prompt Only.” In Windows 98 a daily backup of the Registry would be

created. Restore the most recent Registry as follows:

e  Type cd\windows\command at the prompt, then press Enter.
e Type Scanreg.exe/restore.

e  Select the required backup of the Registry from the list,
then press Enter.

The PC will restore and then you can restart the PC.
A GUI version of the tool ScanRegw is also available, which can be invoked by
selecting Run from the Start menu and typing scanregw. The result is shown in Figure 2-8.
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g_..:f' Windows Registry Checker

Scanning System Registry....

Figure 2-8. Legacy Registry maintenance with ScanRegw

Note ScanReg has been deprecated and is no longer included in modern versions
of Windows.

Process Monitor

Process Monitor (ProcMon) is one of the most comprehensive and powerful tools that
you should consider using when working with the Registry. Sure, the built-in RegEdit tool
can provide you with basic editing and functionality for occasional use, but the abilities of
the Process Monitor soon make the default tool very amateurish.

Process Monitor is not included in Windows but is a free tool from Microsoft that has
been created by the Sysinternals team and is fully supported by Microsoft. You can either
download and install it, or run it directly from the Sysinternals website, at
http://technet.microsoft.com/sysinternals.

Process Monitor allows you to monitor, record, and save Windows activity in real
time (i.e., dynamically). It looks at all file system, Registry, and process/thread activity
with the ability to log, analyze, and filter the results (see Figure 2-9). We are primarily
interested in its ability to focus on Registry activity. Many forensic and digital investigators
consider the tool the de facto advanced monitoring tool for Windows systems due to its
advanced features, including live filtering and the ability to save session details in Process
Monitor Format (PML), which further allows the data to be loaded into Process Monitor
for subsequent analysis.
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File Edit Event Filter Tools Options Help

@ QABE | ¢A® | 0 &5 [ZBATE
Time of Day ~ Process Name PID Operation Path

19:25:19.359... 5 Explorer EXE 2976 @lRegQueryey HKCR\exefie'\shel\open
19:25:19.359... (5 Explorer EXE 2976 @lRegQueryKey HKCR\exefie'shel\open

19:25:19.359... (5 Explorer EXE 2976 @ RegQueryValue HKCR'exefile'shel\open'\CommandStateHandler

19:25:19.359... 5 Explorer. EXE 2976 @ RegQueryKey  HKCR\exefile'shel\open

G D:\2015 Troubleshooting Books'\Tools'\Sysintemals Suite \ui'\ SwDRM.di
\shell\open

\shel\open
HKCR\exefile \shell\open'\MaxDownloadFile Size
2976 @RegQueryKey HKCR'\exefile'shel\open
2976 @ RegQueryKey HKCR\exefile'shel\open
2976 Renlnenker  HKCLNSoft [asses’ sef I,

Figure 2-9. Process Monitor

Note The two legacy Sysinternals utilities, FileMon (File Monitor) and RegMon (Registry
Monitor), have been combined into the current Process Monitor tool.

You can see in Figure 2-9 that without filters applied, Process Monitor can capture
a staggering amount of data—over one million events were recorded within just 10
minutes. It is very important to understand how to apply filters to drill down and focus on
the data that you need.

One of the most useful features of the tool is the ability to apply and subsequently
save filters for later use. The underlying data is still available regardless of the filters
applied—if you remove the filters, then all of the data will be restored.

Simple filtering can be applied by using the event-class filter toggle buttons, which
are shown in Figure 2-10 on the toolbar above the activity screen.

e A event  Eiter ook B Uptlons B Hce B .

eH | RBE  AS® | | a5 [ZEATE
Time of Day Process Name PID Operation Path

2976 @LRegQueryey HKCR'\exsfie'\shell\open

2976 RegQueryKey  HKCR'exefie'\shel'\open

2976 ‘HagOpeanr HKCU\Software \Classes'\exefie \shel\open

2976 @A RegQueryValue HKCR'\exefie'shel\open'\AppliesTo
2976 @ RegQueryKey  HKCR'\exefie'shel'open

Figure 2-10. Toggling the built-in event-class filtering buttons
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As shown in the column selection dialog (Figure 2-11), Process Monitor can display a
vast array of data, such as the time, date, type, path, username, and whether the process is
running in UAC virtualization mode.

Process Monitor Column Selection

Select columns to appear in the Process Monitor window:

Application Details
[#] Process Name
[]1mage Path
[] command Line
[] company Name

Event Details
[] sequence Number
[CJEvent Class
[] Operation
[[pate &aTime
[+] Time of Day
[Icategory

Process Management
[ Juser Name
[[IsessionID
[] Authentication ID
[ integrity

[ ] Description
[]version
[] Architecture

[¥]Path

[ Detail

[V Result
[[]Rrelative Time
[ Duration

[ Completion

[+ Process ID

[JThread ID
=

_|Parent PID
[ virtualized

Figure 2-11. Process Monitor column selection options

While the built-in filtering may appeal initially, most users will need more advanced
filtering. Process Monitor can filter the results on each of the columns and combine
results using the Boolean operators OR and AND. To build your own filter, type Ctrl+L or
select Filter from the menu bar and then select Filter.... With the Process Monitor Filter
dialog box open, use the drop-down menus to select which column heading to filter and
whether the item is included or excluded. Wild cards are also allowed within the filtering;
for instance, “Operation begins with Reg” will filter activities that affect the Registry, as

shown in Figure 2-12.
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(H Process Monitor Filter

Display entries matching these conditions:

Operation v | | begins with V__Reg v | then |Indude v|

Column Relation Value Action e
begins with
is 4

eProoess Name is Procexp exe Exclude

[V] € Process Name is Autoruns exe Exclude

[V] € Process Name is Procmon64.exe Exclude

°Frooess Name is Procexp64 exe Exclude

[VI€) Process Name  is System Exclude

[v] €3 Operation begins with IRP_MJ_ Exclude

[v] €9 Operation begins with FASTIO_ Exclude v

ey PN Zp AR ghasi s

[oc J[ coma | [ ooy

Figure 2-12. Building Process Monitor filtering

If you create a set of filters that you would like to reuse, you can save the
configuration by using the Save Filter option within the Filter menu.

Note Process Monitor will collect data continuously after you open the tool. Each
subsequent filter applied will filter through an increasing amount of data. Consider clearing
the output by stopping the capture, applying the filter, and then restarting the capture.

Earlier in this chapter you used PowerShell to change the ExecutionPolicy on your
computer. To illustrate the power of Process Monitor, we created a filter to capture only
the Registry activity by the PowerShell.exe process before the Set-ExecutionPolicy
command was run. You can see the results in Figure 2-13. The entry that set the Registry
value is highlighted.
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Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event

Filter Tools

Options

Help

sH | ABE | AS® B A5 |(ABAIE

Process Name

powershell exe
powershell exe
powershell exe
powershell exe
powershell exe
powershell exe

=

<

PID Operation

3792 @ RegOpenKey
3792 @ RegQueryKey
3792 @ RegOpenkey
3792 @ RegQueryKey
3792 @ ReqOpenKey
3792 @ RegQueryKey
3792 @ RegOpenkey

Path

HKLM\SOFTWARE\Microsoft'\Fusion\PublisherPolicy'\Default\policy....

HKLM\SOFTWARE\Microsoft \Fusion\PublisherPolicy\Default

HKLM\SOFTWARE\Microsoft \Fusion\PublisherPolicy'\Default\v4.0_p...

HKLM\SOFTWARE\Microsoft \Fusion\PublisherPolicy'\Defauit

HKLM\SOFTWARE\Microsoft\Fusion\PublisherPolicy'\Default\policy....

HKLM

HKLM\SOFTWARE \Microsoft\PowerShell\1\Shelllds\Microsoft Powe....
3792 ‘Reg@l.lely\fabe HFG.H\SOF[WARE\MGUER\PUWW\“WHS\MWSD& Powe...

3792 HegGoseKey HKI.M\SOFrWARE\Momw&\PowerSheI\ﬂSC‘eIIds\Mcwsoﬂ F‘owe...
3792 @ RegQueryKey HKLM

3792 @ RegOpenKey HKLM\Software'\Policies\Microsoft\Windows\PowerShell

3792 @ RecQueryKey HKCU

3792 @ RegOpenKey HKCU\Software'\Policies\Microsoft \Windows\PowerShell

3792 @{RegQueryKey HKCU

3792 gnegomxey HKCU\SOFTWARE \Microsoft\PowerShell\1\Shelllds\Microsoft Powe...

NAME NOT
SUCCESS
NAME NOT
SUCCESS
NAME NOT
SUCCESS
SUCCESS
NAME NOT

SUCCESS
SUCCESS
NAME NOT
SUCCESS
NAME NOT
SUCCESS

NAME NOT ,

Showing 99 of 629,230 events (0.015%)

Backed by virtual memory

Figure 2-13. Using Process Monitor to identify changes made to the Registry

You can right-click the entry in Process Monitor and select Jump to from the context
menu to open the Registry and view the newly modified entry. If you just want to see
the details of the modification you made, select Properties from the context menu of
the item as shown in Figure 2-14, which clearly shows the successful change of status to

Unrestricted.
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Event | process I Stack

Date: 18/12/2014 17:44:07

Thread: 2320

Class: Registry

Operation: RegSetvalue
SUCCESS
HKLM\SOFTWARE WMICROSOFT\PowerShel\1\Shelllds\Microsoft.F
0.0002418

Eﬂmwm

Figure 2-14. Using Process Monitor to view the properties of a Registry entry

We will revisit the Process Monitor tool in Chapter 3 to troubleshoot common
problems often found within the Registry.

Registry Cleaners

There is some debate about the relative merits or drawbacks of third-party Registry
cleaners and utilities and whether, especially on a fast, modern PC, they provide any
useful functionality at all. For those people who do like to clean their Registry, however,
the most popular tool is the free CCleaner (Figure 2-15), which can be downloaded from
www. piriform.com/ccleaner.
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Piriform CCleaner

CCleaner Free

EEE Registry Cleaner
« Missing Shared DLLs

+ Unused File Extensions 7 Problem Data ~
¥ ActiveX and Class Issues
v Type Libraries ¥ Missing Shared DL C:\Windows ) fLNETY 1.1.4322\mscore
+ Applications v Missing Shared DL C:\Windows\} FLNETY k\v1.0,3705)n
v Fonts v Missing Shared DLL  C:\Windows)| FNETY K\ 1.0.3705\Sy
¥ Application Paths v|  MissingSharedDLL  C:\WindowsY fLNETYF K\v1.0.3705}
) HelpFles v Mssing Shared DL C:\Windows\Microsoft. NET'F: kvl 1.4322Miros
: m software v Missing Shared DL C:\Windows} fLNETIF 1.1.4322\Syster
# Run At Startup ~|  MissingSharedDLL  C:\Windows'} ft.NETF \W1.1.4322\Syster
+ Start Menu Ordering ¥  Mssing SharedDLL  C:\Windows FLNETYF k\v1.1.4322\Syster
4 MUI Cache v  MssingSharedDLL  C:Windows'p fL.NETF K\v1.0.3705\mscorl
+ Sound Events ¥ Missing Shared DL C:\Windows Microsoft.NETF: rk\v1.1.4322\mseorl
+ Windows Services ¥ MissingShared DL C:\WindowsMicrosoft.NETYF: kv 1.1.4322\Syster
Qptions ¥ Missing Shared DL C:\Windows} frNETIF 1.0.3705\5y
v Missing Shared DL C:\Windows'} FLNETY Kiv1.0.3705Sy
v MissingShared DL C:\Windows} FLNETYF K\ 1.0, 3705\Sy
v MssingShared DL C:\WindowsY ft.NETF K\v1.0.3705\diasyn
¥ Missing Shared DL C:\Windows Microsoft.NETYF: kv 1.0.3705 ehost
¥ MssingShared DL C:\Windows\Microsoft.NET 1.0.3705),
.t Alimmionn e P ~ 4 £ T Ay o

<

Figure 2-15. Managing the Registry using CCleaner

CCleaner is a trusted utility that will automatically prompt you to make a backup
copy of your Registry before performing changes to it. It will then search for orphaned
(i.e., unused and unlinked) Registry keys and remove them. Using a Registry cleaner can
reduce the overall size, and therefore load time, of the Registry databases, and prevent
data corruption. Table 2-10 lists a number of popular third-party Registry cleaners.

31

www.EBooksWorld.ir



CHAPTER 2 * REGISTRY TOOLS AND UTILITIES

Table 2-10. Popular Third-Party Registry Cleaners

Tool Cost OS Download URL

AML Free Free  Windows XP/2003/ http://www.amltools.com/

Registry Cleaner Vista/Windows 7/
Windows 8 (32 and 64 bit)

Auslogics Free  Windows XP/Vista/ http://www.auslogics.com/en/

Registry Cleaner Windows 7/Windows 8.1  software/registry-cleaner/

download/

CCleaner Free  Windows 8.1, 8, 7, Vista, http://www.techradar.com/
and XP (32 and 64 bit), downloads/ccleaner
but not RT tablet editions

EasyCleaner Free  Allversions of Windows:  http://personal.inet.fi/
95/98/ME/NT 3.51 business/toniarts/ecleane.htm
(or newer)/2000/XP

JetClean Free  Windows XP/2000/ http://www.bluesprig.com/
Vista/Windows 7/ jetclean.html
Windows 8 (32 and 64 bit)

Offline NT Free  Supports all Windows http://pogostick.net/

Password and from NT3.5 to Win8.1, ~pnh/ntpasswd/

Registry Editor plus Server versions

RegCleaner Free  Windows XP, 2000, http://www.techradar.com/
ME, 98, 95, NT downloads/regcleaner

Wise Registry Free = Windows XP/Vista/ http://www.wisecleaner.com/

Cleaner Windows 7/Windows 8.1  wiseregistrycleanerfree.html

Summary

While RegEdit is the most well known and perhaps widely used utility for editing and
working with the Windows Registry, it's by no means the only one available nor the most
flexible—that prize clearly goes to PowerShell.

However you want to work and whatever you're most comfortable with, there’s a tool
or utility to help you get the job done. Armed with that arsenal, troubleshooting problems
in the Registry becomes a simpler task, and it’s this troubleshooting that we’ll look at in
the next chapter.
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Troubleshooting a Corrupted
Registry

From our short exploration of Process Monitor, you can appreciate that for every piece

of software that is installed or run on and even removed from a PC, the system will write,
query, or delete entries in the Windows Registry. It is therefore vital that you maintain the
Registry carefully and ensure that it is kept in good working order.

Itis not only that Windows depends on the Registry; applications also store settings and
query Registry keys on a regular basis to guide their operational behavior. When corruption
occurs, both system and application failures can often be traced to a rogue or incorrect
Registry item that can result in error messages and sometimes cause a system to crash.

The main causes of Registry corruption on PCs are...

e  Windows Registry corruption
e  Software installation or application failure

e  Hardware or device driver failure

Windows Registry Corruption

The Registry is a complex database that on occasion can become corrupted. This is,
however, quite rare, due to the approach that Microsoft has adopted and refined over the
last 30 years of developing Windows. Let us explain.

The Registry is implemented and managed by an executive subsystem called the
Configuration Manager (CM). The Registry is made up of several independent Hives,
which are then brought together for viewing by the Registry Editor. The CM organizes the
Hives on disk and ensures that whenever an application or operating system component
reads or changes Registry values or keys, the Registry is always in a recoverable
state—even if the PC suffers a crash during Registry modification.

This is achieved by caching parts of the Registry, which allows for very fast search,
write, and commit operations. The Registry has evolved from being stored in a simple, flat
file structure to benefitting from advances in database technology, so that each
in-memory operation is now treated as a transaction and recorded in a special
dual-logging scheme. This approach ensures that the transaction will be rolled back if
the task could not be completed due to a system failure. Only completed transactions are
committed to the Registry.
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In addition to the micro-level transactional processing, modern versions of Windows
offer self-healing capabilities with features and services such as improvements to
New Technology File System (NTFS) and automatic disk check and repair tools, so the
underlying file system on which the Registry files are stored remains safe from corruption,
thus maintaining Registry integrity.

When a PCis booted, at the beginning of the system boot process, prior to the kernel
being loaded (and before the user is presented with the login screen) the Windows
Boot Loader also runs some code to ensure the Registry is in a reliable state. If there
are inconsistencies, the Boot Loader can perform automatic repairs to fix them before
proceeding to load the kernel.

If the system encounters an issue where it needs to invoke a self-heal process, the
user will see a pop-up dialog box stating that there was a system error and that the error is
being repaired. Once this is completed the PC will continue to load normally.

Software Installation or Application Failure

We have already discussed that during its installation and subsequent configuration,
application software writes new Registry keys and updates others with the necessary data
to allow the software to work and for Windows to interoperate with the application.

When you use a tool such as Process Monitor, you can witness many hundreds
of thousands of key entries and configuration changes to the Registry during a typical
installation. Even if you deduct from this number an estimate of the Registry changes
that occur normally, you will still see many thousands of Registry interactions. Despite
advances in how Registry keys are created, modified, and deleted so that no transaction
can be left “orphaned” (i.e., partially complete), this is not the case on older operating
systems, on which the “blue screen of death” was often caused by the system not being
able to read the expected Registry key due to a write error or power outage corrupting part
of the Registry.

On all versions of Windows, the Registry is very susceptible to rogue keys being
written during software installations; very often numerous keys are simply left in place
even after the software has been uninstalled. Much of the time this is due to an element
of laziness by the software author and that during processing, the Registry does not check
the robustness of the transactions the software installer has provided.

Software vendors often use the Registry to store and maintain licensing information
for the software, which is often locked to the specific user account. In some cases the
practice of leaving behind licensing status information in the Registry can be a valid
strategy—for example, most trial versions of software will not allow the user to uninstall
and reinstall the same software on the same PC in order to gain an additional trial period.

You will also see in Chapter 5 how the prevalence of malware infecting a PC during
software installations is entirely preventable, though this is very much dependent upon
the usage of the PC, the user account credentials, and whether UAC is in operation.

In summary, over any period of time, whether this is one year or several years,
the Registry on your PC will often accumulate a great deal of unwanted, often obsolete
information. Unless malware causes other, more serious problems first, the combined
effect of this excess clutter will be a bloated Registry, which can lead to degradation of
system performance, increased frequency of application errors, and more system freezes
and crashes.
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Hardware or Device Driver Failure

Hardware and drivers are typically supplied by the hardware vendor and issued as a CD,
DVD, or download for the user to install when configuring the device.

For most of the lifetime of Windows, Microsoft has implemented a program that
allowed Original Equipment Manufacturers (OEMs), upon payment of a fee, to supply
their drivers to the Microsoft Windows Hardware Quality Lab (WHQL) team. The WHQL
would extensively test and verify the compatibility of the driver against the selected
operating system, and if the driver was functional then Microsoft would digitally sign the
driver, include it in its Upgrade Advisor tool (which replaced the Hardware Compatibility
List [HCL] used in the XP timeframe), and make it available as part of Windows Update.
Hardware vendors could also enroll in Microsoft’s “Compatible with Windows XP”
or “Certified for Windows 7” programs, or later, the Windows Hardware Certification
Program—all of which boosted sales through the reassurance that the device/software
would be compatible.

Over the last five years, especially since Windows 7, hardware drivers have become
much more robust than those found in Windows XP and especially the troublesome
Vista. Windows XP suffered mainly due to the patchwork nature of its own evolution—
remember that XP was launched in 2001, years before innovations such as Bluetooth
and USB 2.0 had taken hold, and XP did not even Release to Manufacturing (RTM) with
a firewall in place. Over its lifespan Windows XP had three major service packs (SPs) as
well as thousands of smaller updates during the period that Microsoft still supported it.
While this may or may not have created an unstable platform on which OEMs had to write
drivers, it did create a headache for the HCL, and OEMs decided not to keep subscribing
over and over again to get drivers validated for each SP.

Over time as XP became widely adopted, OEMs cut back on the driver approval
process to save money. Without the habit or requirement to produce drivers that would
be verified against Microsoft’s strict compatibly testing, this resulted in some drivers
being released that were incompatible and in several cases very suspect in terms of
performance and reliability.

Windows Vista suffered from a number of driver-related issues at the time of release.
After a long period of Windows stagnation (remember, Windows XP was very successful
and users were reluctant to change), Vista arrived without much OEM support.

The lack of adequate driver support was primarily due to Microsoft having changed the
way in which Windows worked—Vista was a complete rework as far as the kernel, driver
support, and security model. Nearly every legacy driver thus would no longer work with
Vista. These legacy drivers would require a complete rewrite—something for which the
OEMs did not have the capacity (or, for a period of time, the skilled developers with the
up-to-date .NET skills to write them). Writing drivers for the new Windows therefore took
some time, both to learn the new skills needed and also to achieve the required driver
availability for the installed device population.

Note Just as with software installation, it is best practice to reboot the PC after each
installation of hardware. This effectively creates a point that is either stable or unstable.
Some issues may not present themselves to the user until after a reboot. Both are valuable
checkpoints if troubleshooting needs to take place subsequent to the installation.
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Resolving Registry Corruption

As we have mentioned, in some cases when the Registry detects inconsistencies in the
Registry because “dirty” data has been written, it will attempt to self-repair during the boot-
up process. However, while poorly written software and drivers may not pollute the Registry
with actual dirty data, they may leave the Registry in an unstable status or with areas of
untidiness, which may create system instabilities whenever these areas are accessed.
Windows provides several tools that administrators can use to restore the Registry
to areliable state, including System File Checker, ChkDsk, System Restore, and Driver
Rollback. You can also use third-party tools that will help repair, clean, or defragment the
Registry.

System File Checker

System File Checker (SFC) is a legacy tool that still works on modern operating systems
using an administrative command prompt. SCF seeks to check the integrity of each
system file that exists within the Windows installation including Internet Explorer.
A corrupted Windows system file can cause system instability and security vulnerabilities,
and can lead to suboptimal performance during normal operations.

To invoke SFC, perform the following actions:

e Insert your Windows DVD install media (but do not launch
setup).

e  Open an administrative command prompt.

e Type:sfc /scannow and press Enter as shown in Figure 3-1.

] Administrator: Command Prompt - olEN

Microsoft Windows [Version 6.3.9600] ~
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Hindows\system32>sfc /scannow
Beginning system scan. This process will take some time.

Beginnin? verification phase of system scan.
Verification 100X complete.

Hindows Resource Protection did not find any integrity violations.
C:\Hindows“system32>

Figure 3-1. Running System File Checker from the command prompt
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SFC is included with all versions of Windows, but if you are attempting to run SFC
on a Windows system that has been updated with one or more service packs, you will
need to provide a DVD (or mounted ISO) of the Windows installation files that include
the applied service patch. This is because SFC will check and use the SP versions of the
system files to replace corrupted files.

Note SFC will take a long time to complete (the screen capture in Figure 3-1 took
one hour). SFC will check each system file for integrity and will repair any damaged system
file that it finds.

SFC is not intended to be a regularly used troubleshooting tool; consider using it only
when you encounter issues that relate to an unstable system.

ChkDsk

Another legacy tool, Check Disk (ChkDsk and ChkNTFS), will scan the computer’s hard
drives for errors and fix them. The tool requires administrative credentials to run since it
operates at a low hardware level and needs to have exclusive access to the disk if fixing issues.

To run ChkDsk, open an administrative command prompt, type the following, and
press Enter, as shown in Figure 3-2.

ChkDsk C: /F
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o Administrator: Command Prompt = = n

C:\Windowsssystem32>chkdsk e: /f
The type of the file system is NIFS.
Uolume label is temp.

Stage 1: Examining basic file system structure ...

256 file records processed.

File verification completed.
@ large file records processed.

@ bad file records processed.

Stage 2: Examining file name linkage ...

324 index entries processed.

Index verification completed.
8 unindexed files scanned.

8 unindexed files recovered.

Stage 3: Examining security descriptors ..
Security descriptor verification completed.

34 data files processed.

Windows has scanned the file system and found no prohlems.
No further action is required.
133166879 KB total disk space.
11388308 KB in 78 files.
44 KB in 36 indexes.
A KB in bad sectors.
70267 KB in use by the system.

65536 KB occupied by the log file.
121787468 KB available on disk.

4896 bytes in each allocation unit.
33291519 total allocation units on disk.
38446865 allocation units available on disk.

C:\Windows\systen32>_

Figure 3-2. Running ChkDsk from the administrative command prompt

Running the ChkDsk tool on the System drive will result in the task being scheduled
to run at the next system restart.

Any hard drive that is starting to fail to read or write data to the disk correctly is very
likely to lead to file corruption on the system. Normally if the PC encounters a corrupted
data file, this will result in some data loss and ultimately require the user to recover their
files from a backup or File History. You should be specifically interested in corrupted
Registry files as these can cause the system to hang or, more likely, crash.

Whenever Windows attempts and fails to read data from a corrupted system file,
page file, or the Registry, Windows will display a Stop error, commonly known as a blue
screen of death. If this happens, you should immediately troubleshoot your system
to establish whether this is an isolated incident or whether the blue screen is an early
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indication of likely drive failure resulting in widespread file corruption and Windows
instability. Drive failure may sound catastrophic, and it is, but normally some time prior
to this a drive will exhibit the aforementioned failures, which are typical symptoms of
bad sectors—areas of a disk that have become unusable. Most bad sectors are caused by
physical disturbances such as voltage surges, physical damage, or manufacturing defects.

Software tools such as ScanDisk and ChkDsk are available for users to try to recover
data. Typically once a bad sector is identified, the system marks it as bad so it will be
hidden from the operating system and never be used again for data.

Windows 8.1 updated the Chkdsk tool so that it will run automatically in the
background and actively monitor the health of NTFS volumes. Should a file system
corruption be detected, NTFS now self-heals most issues when Windows is running,
without requiring the tool to be run from an offline repair tool such as a recovery drive.

Note Under normal operational conditions you will not need to run Chkdsk if you use
Windows 8.1 as the 0S now monitors the file system for corrupted or bad sectors and fixes
the problems as a background task.

CCleaner

Although we have already introduced the popular CCleaner tool from Piriform, it is worth
including it again here in relation to resolving common Registry corruption issues.

As discussed earlier, whenever software applications and hardware drivers are
installed or removed from a PC there will be inevitable issues with leftover or orphaned
fragments and incomplete or obsolete entries.

A Registry cleaner will carry out some or all of the following activities:

e Scan your Registry for unwanted/malicious entries

e Remove unwanted/malicious entries to mitigate against
Registry bloat

e Remove outdated or superseded files

e  Create backups of the Registry

e Remove incorrect file and program associations
e Restore the Registry if any maintenance task fails

e Defragment the Registry to remove any vacant spaces
(empty placeholders left behind in the Registry)

e  Repair or remove system files such as orphaned or shared DLL files,
and locate device drivers no longer required and old ActiveX files

e Schedule scans to ensure that the Registry is scanned and errors
are repaired automatically
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Many third-party Registry cleaners will remove excess bloat and keys that are
no longer relevant to the current system by deleting the unwanted keys and then
defragmenting the Registry files.

System Restore

Turned on by default, System Restore has been a key recovery component of Windows
for many years and can be extremely useful to recover a system that has encountered a
variety of problems. One of the key aspects that we like is that the tool can be used by
users of any ability, and can be initiated from either the Graphical User Interface (GUI)
or, if the GUI is not stable or accessible, then from the Advanced Startup options within
Windows 8.

System Restore is designed to apply a previously working snapshot (or system state)
to your PC from an earlier date (such as yesterday or this morning), before it became
corrupted, infected, or otherwise problematic—such as an infection with malware or
a faulty driver. System Restore can be accessed via System Properties; select System
Protection as shown in Figure 3-3.

G System Protection for Windows (C:)
Restore Settings

By enabling system protection, you can undo undesired changes by
reverting your computer to a previous point in time.

(®) Turn on system protection
() Disable system protection

Disk Space Usage

You can adjust the maximum disk space used for system protection. As
space fills up, older restore points will be deleted to make room for new
ones.

Current Usage: 1.60 GB

Max Usage:
2% (2.06 GB)

Delete all restore points for this drive.

o [ | om

Figure 3-3. System Restore settings
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Note Performing a System Restore does not delete any of your personal files or
settings, but you will lose any apps or installed programs that you have added to your
system after the date of the chosen System Restore point. The installation files may still be
on your PC, but their Registry entries will have been removed.

Windows 7 improved System Restore by allowing users to view a list of applications
that might be affected by using System Restore. For any application other than a simple
self-contained executable (such as Procmon.exe), this can be a big deal. Newly installed
programs will not work after a System Restore recovery because the application entries
within the Registry will not be restored during the restoration process, causing the
software to fail when launched unless they are reinstalled.

Restore points are stored on the local system and managed by Windows
automatically. They will be triggered when the following activities take place:

e Installation of new application
e Installation of device driver

e  User manually creates a restore point within the System
Properties dialog box by clicking Create... (see Figure 3-4)

System Properties
Computer Name ] Hardware | Advanced | System Protection | Remote |

‘ ) Use system protection to undo unwanted system changes.

System Restore

You can undo system changes by reverting
your computer to a previous restore point. System Restore...

Protection Settings
Available Drives Protection
. Windows (C:) (System) On
|, Recovery image Off
Configure restore settings, manage disk space, Confi
and delete restore points. L

Create a restore point right now for the drives that Create.
have system protection tumed on.

Figure 3-4. System Restore protection settings
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To restore a PC that has become unresponsive or keeps crashing, use one of the
following options.

Launch System Restore from Within the GUI

If you are using Vista, Windows 7, or Windows 8, you can launch the System Restore
wizard by performing the following steps:

e  Select System from the Administrative menu (Windows+X in
Windows 8 and 8.1).

e  Select System Protection.
e  Click the System Restore... button.

e  Choose the recommended restore point, or show more restore
points (see Figure 3-5).

System Restore

Restore your computer to the state it was in before the selected event

Ps
7 ) n

Current time zone: GMT Standard Time

Date and Time Description Type

15/12/2014 10:59:30 Installed Adobe Reader 9. 1. Install
10/12/2014 15:28:32 priro sp2 Manual
09/12/2014 23:39:26 Windows Update Critical Update

[¥] Show more restore points

<Back | MNext Cancel

Figure 3-5. Choosing additional System Restore recovery points
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e  Click Next and follow the wizard instructions, allowing the PC
to reboot.

e Once the process is complete, Windows will display the System
Restore notification screen, which will advise if the process was
successful or if the restore point could not be applied.

Note System Restore has always received mixed reviews from IT professionals; some
like the tool, while others have little faith in its abilities. Our experience is that the tool is very
credible and works well, especially on well-maintained systems. It remains a valuable tool in
our troubleshooting toolkit and, being wizard driven, is generally not prone to user error.

Launch System Restore from the Advanced Options Menu
at Startup

On a Windows 7 PC, reboot the system and press F8 during the boot-up phase of startup,
prior the “Starting Windows” logo being displayed. You should then see the Advanced
Boot Options as shown in Figure 3-6. To start the System Restore wizard, select the Repair
Your Computer option.

advanced Boot Options

choose Advanced options for: windows 7
(Use the arrow keys to highlight your choice.)

Repair Your Computer
Safe Mode
safe Mode with Networking

Safe Mode with Command Prompt

Enable Boot Logging
Enable low-resolution video (640x480)

Last Known Good Configuration (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

Sstart windows Normally

Description: Start windows using settings from last successful boot
attempt.

ENTER=Choose ESC=Cancel

Figure 3-6. Windows 7: Advanced Boot Options
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If you are using Windows 8 or later, you can also invoke the Advanced Startup tools
from within the GUL If your PC will not boot into Windows due to startup failure, then
the OS should automatically restart in the Recovery Environment and offer you options to
help troubleshoot your PC.

If your PC does not offer you the recovery environment, insert your Windows 8 or later
DVD or Recovery Disc and follow the “Press any key to boot to the DVD” prompt. Click
Next, and then click Repair your computer. On the Choose an Option page, as shown in
Figure 3-7, select Troubleshoot. (External link: Windows Recovery Environment (Windows
RE) Overview, http://technet.microsoft.com/en-us/library/hh825173.aspx.)

Choose an option

Figure 3-7. Windows 8: Recovery Environment

On the Troubleshoot page, select Advanced options, then select System Restore as
shown in Figure 3-8.
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© Advanced options

Figure 3-8. Windows 8: Recovery Environment—advanced options

On the System Restore screen, choose the operating system that you want to restore
and then click Next. The System Restore wizard will now run, and you will be able to
follow the wizard as it prompts you to select the appropriate restore point and then restart
the PC.

Automatic Startup Repair

Windows 7 and later OSes can now attempt to automatically detect and repair many
common startup problems without the need for user intervention. In nearly all scenarios
where a PC has difficulty booting or starting, you should allow Windows to troubleshoot
and fix the problem before moving on with your recovery plan to a more advanced stage.

In Windows 8 the OS should initiate startup repair if any of the following issues are
present:

e  Windows fails to startup properly twice

e  Windows is restarted unexpectedly twice within two minutes after
the startup

e Anerror is detected during Secure Boot

e ABitLocker-related error is detected during startup on a touch-
only device

If you have moved to Windows 8 from an earlier OS such as Windows XP, Vista, or
Windows 7 and have tried to invoke the Advanced Boot Options by pressing F8, you will
have noticed that this option is no longer available.
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To allow a user to see the Advanced Boot Options, you will need to run the following
command:

BCDEdit /set {bootmgr} displaybootmenu yes

You can then reboot the system and enter the Recovery Environment as shown
previously, or wait for the command-line option, which allows you to press F8 and boot
into the Startup Settings without requiring you to use the Windows DVD, and offers the
tools shown in Figure 3-9. Notice that you can use either the number keys or function
keys F1 to F9 to select an option.

Startup Settings

Press a numbe n the op

Figure 3-9. Windows 8: Advanced Startup Settings

Note By default the system will allow 30 seconds to decide if users wish to enter the
boot recovery options during startup. This setting can be set to a lower number (such as 10)
by changing the setting within the Startup and Recovery setting dialog box found in System
Properties.
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Last Known Good Configuration

Although this feature has been part of Windows for many years, most users either have
not seen the feature or perhaps have misunderstood it.

If the user is unable to sign in to the system for whatever reason, Windows provides
a little-known startup option called “Last Known Good Configuration” as shown in
Figure 3-10, which will replace the current system Registry configuration (HKLM\SYSTEM\
CurrentControlSet) with a saved version of the Registry in which the boot process had
been successful.

advanced Boot Options

choose Advanced options for: windows 7
(Use the arrow keys to highlight your choice.)

Repair Your Computer
Safe Mode
safe Mode with Networking

Safe Mode with Command Prompt

Enable Boot Logging
Enable low-resolution video (640x480)

Last Known Good Configuration (advanced)

Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

Sstart windows Normally

Description: Start windows using settings from last successful boot
attempt.

ENTER=Choose sC=Cancel

Figure 3-10. Windows 7: Selecting the Last Known Good Configuration option

A successful boot relates to the success criteria of each of the following actions:
e  Startup of auto-start services
¢ Load of device drivers
e  User account sign in

Last Known Good Configuration should only use this feature if the problem relates to
the current signed-in session and the user reported no incidents in the previous login.
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The Registry stores information within the HKEY_LOCAL_MACHINE\SYSTEM Hive to
indicate whether the system successfully started at the last startup. This information is
located in the following subkeys:

e \CurrentControlSet (which acts as a pointer to the
ControlSetxxx subkey, where xxx represents a number, such as
001, shown below in the Current value)

e \Select (which contains the following entries: Default, Current,
Failed, and LastKnownGood)

During normal Windows startup, the Windows Boot Loader uses the control set
given in the \Select\Default value, and if no errors are encountered then the values for
the subkeys Default, Current, and LastKnownGood will all contain the same ControlSet
subkey, such as ControlSet001.

If the startup process encounters issues and the user fails to sign in to a user account,
the subkey for the Failed entry is updated to point to the failed configuration definition
so that this is not used again.

In practice most troubleshooting issues relating to the startup process are
attributable to corrupt, faulty, or incorrect drivers or loading service configurations and
their interdependencies.

Note Last Known Good Configuration has been deprecated in Windows 8 and later in
favor of the new Recovery Environment.

Roll Back Driver

If an incompatible or corrupted device driver has been installed on the PC, it is very likely
to be responsible for any stability issues that may arise following the installation.

If you can sign in to Windows, you should be able to use a feature called Roll Back
Driver, which will allow you to replace the updated driver with the previously installed
driver, effectively rolling back the driver. In most cases this will resolve the problem. Roll
Back Driver is an option found on the Properties tab of the device within Device Manager
(see Figure 3-11), and was first introduced with Windows XP.
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Surface Pen Driver Properties n
| General | Dnver | Detais | Events
% Surface Pen Driver

Driver Date: 24/09/2014
Driver Version: 20.1145.0
Digital Signer: Microsoft Windows Hardware Compatibility
Publisher
Driver Details To view details about the driver files.
To update the driver software for this device.
Driver ¥ the device fails after updating the driver, roll
back to the previously installed driver.
 Disable Disables the selected device.
U!‘f_! To uninstall the driver (Advanced).

Are you sure you would like to roll back to the
previously installed driver software?

Rolling back to older driver software may reduce the
functionality or security of your device. If this doesn't resolve
the issues you're having with your device, visit the
manufacturer's web site to determine if updated driver
software is available.

Figure 3-11. Roll Back Driver feature and confirmation screen in Device Manager
If the system is very unstable and will not allow normal booting into Windows, you
can boot using Safe Mode, which is a version of Windows that loads a minimal set of

essential drivers. Once in Safe Mode you should be able to either roll back the driver, or
delete it and reinstall a working driver and then reboot.
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To boot into Safe Mode, use the same process as indicated before to boot to the same
menu that we saw for the Last Known Good Configuration (in Windows 7), then select
to boot the PC in Safe Mode. If you are using Windows 8, boot to the Advanced Startup
Settings shown in Figure 3-8 and select Enable Safe Mode.

Many of these driver issues have been mitigated over recent years for a number of
reasons, including a stable and consistent kernel model introduced with Windows Vista,
and also the increased shift toward 64-bit computing, which requires all drivers to be
digitally signed.

Summary

However you need to troubleshoot problems with the Registry, there are tools and
utilities that help you do it. Even if you're unable to boot to the Windows desktop, you can
still use utilities built into the OS to repair problems.

The methods we’ve detailed so far, though, are primarily aimed at troubleshooting
and repairing problems for a single-user PC. If more than one user is set up on the
system, things can get slightly more complicated, and this is what we’ll deal with in the
next chapter.
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Working with Other Users’
Registry Files/Advanced
Troubleshooting

Working on the Windows Registry shouldn’t ever be an overly difficult or arduous task,
especially if it's your own Registry, you need to make changes or troubleshoot a problem
for the currently signed-in user, or you need to fix a hardware or general Windows issue.
Sometimes, however, you might find that more than one person uses the same PC and
you need to make changes to all of their accounts. You can’t rely on those other people
being around and coming to sign in to the PC when you need them to so you can expedite
your repair work.

It is possible, though, to work on the Registry files of more than one user account
on a PC from within a single administrator-level account, which can save valuable time,
frustration, and the need to save text and configuration files containing all the necessary
changes, let alone transport those files from one account to another.

Working on Other Users’ Registry Files

We have seen how important the Registry is in relation to Windows and how
modifications to the Registry can affect how the PC will operate. Within an enterprise,
administrators will often use Group Policy to configure, deploy, and manage applications,
settings, and user preferences on PCs within the organization.

We will now discuss how to manage Registry settings on other users’ PCs using the
following tools:

e Regedit.exe
e  Remote Registry Service
¢  Windows PowerShell

e  Group Policy Preferences
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RegEdit.exe

RegEdit was introduced in Chapter 2, so we will dive straight into how to use this built-in
Windows tool to connect to another Registry on a different PC.

If you are testing this scenario locally, you can export a copy of your own Registry,
which you can then import to work with. Open Command Prompt (Admin) either by
searching for it in the Start Menu or at the Start Screen, or by pressing Windows+X in
Windows 8 or 8.1, and then type the following:

C:\mkdir c:\Temp
Regedit.exe /e c:\temp\yourname.reg

To load another Registry Hive into the current Hive, follow the steps below:

—_

Log on to your computer as an administrator.
Type RegEdit at the Start Screen and press Enter.
Accept the User Account Control (UAC) warning.
Select the HKEY_LOCAL_MACHINE branch.

From the File menu, select Load Hive.

Locate the Registry file that you want to load and click OK.

N o o &~ 0Dn

Provide a friendly name for the loaded Registry file.

Once you have inspected or amended the Registry settings, you should unload the
Registry file by selecting Unload Hive from the File menu.

If you want to connect to the Registry owned by another user account, you can run
RegEdit.exe as before, but then open the NTuser.dat from the user profile that you
wish to access. The NTuser.dat (or NTuser.man for a mandatory user profile) files are
found within the Documents and Settings folder for Windows Vista or the Users folder in
Windows 7 or later. Essentially you will load another users’ Registry Hive file onto your
own PC and view them within the HKEY_USERS Hive, as shown in Figure 4-1.

1. Logon to your computer as an administrator.
Type RegEdit at the Start Screen and press Enter.
Accept the UAC warning.

Select the HKEY_USERS branch.

From the File menu, select Load Hive.

Browse to the profile directory and select NTuser.dat.

N o a & DN

When prompted for Key Name, input their username as a
reference label.

S

RegEdit will then import the user’s Registry data.

9. Once you have reviewed or made your changes, highlight the
Hive and select the Unload Hive option from the File menu.
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File Edit View Favortes Help
« (B Computer * || Name
4 HKEY_CLASSES ROOT

HKEY_CURRENT _UFSER

i HKEY_LOCAL MACHINE

i HKEY_USERS

. DEFAULT

51518

51519

5-1-%-20

i 51-5-21- HAG9366605- 1006317

5-1-5-21-14993566605- 1006917,

Tomemylee|

b AppEvents

b Conscle

L Control Paned

b Emironment

k DT

) Keybosed Layout
Metwork

Type Deta
5| Default) REG_SI [vabae not set)

Flerreet

). Printers
4 ). Softeare
b AppDatalow
4 Mecrowoh
b Active Setup
b Assmtance
b AuthCookies
|, Command Process
& CTF

r wr. o

< » «
Computer\ HIEY_USERS\TommyLee

Figure 4-1. LoadingNTuser.dat in RegEdit

To load the same Hive directly into RegEdit, type the following command, with
the username of the account you want to load the Hive for, into an elevated Command
Prompt or administrative PowerShell console:

reg.exe load HKLM\TommyLee "c:\users\Tommy Lee\ntuser.dat"

Note You are only able to use RegEdit to access the HKEY_USERS and
HKEY_LOCAL_MACHINE Hives from another user.

The system hides NTuser files by default, so you may need to amend your Folder
Options settings within File Explorer to enable the viewing of hidden system files.

If you do not have third-party tools available and you want to compare two registries
side by side, you can use the following command in an administrative PowerShell console
to open an additional, separate instance of RegEdit:

Regedit.exe -m

If you do not have an existing instance of RegEdit running, you will receive an error.

Once you have two instances of RegEdit running, if you are using Windows 7 or
later you can use the Windows Snap feature to compare the results side by side, as
shown in Figure 4-2.
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Figure 4-2. Multiple RegEdit windows using Windows Snap

If you are not familiar with the Snap feature, you can use the keyboard shortcuts:
Windows-+left arrow to snap the window against the left side or Windows+right arrow to
snap it against the right.

Note The Regedit.exe -m command will work with Windows XP and later 0Ss, and
requires at least one instance of RegEdit already to be running.

Remote Administration

To activate Remote Administration on a PC there are several steps to go through. The first
is to open the Group Policy Editor (search for gpedit.msc in the Start Menu search box or
at the Start Screen) and navigate to Computer Configuration » Administrative Templates
» Network » Network Connections » Firewall, and then either Domain Profile or
Standard Profile depending on how you will connect to and manage the PC.

You will want to enable the Windows Firewall: Allow inbound remote administration
exception. When you do this you will be informed (see Figure 4-3) that this will permit
tools such as the Microsoft Management Console (MMC) and Windows Management
Instrumentation (WMI) to remote-administer the PC.
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You will also be told to open TCP ports 135 and 445 in the firewall. To open the
firewall, either search for Firewall in the Start Menu or at the Start Screen and, when it
opens, click the Advanced Settings link in the left panel, or open the Administrative Tools
from the Control Panel and you will see Windows Firewall with Advanced Security listed.

In the Advanced Firewall, click the Inbound Rules link in the left panel, then the New
Rule... link in the right panel. You can now create a new inbound rule to permit access to
ports 135 and 445 (see Figure 4-4).

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profi Rule that controls connections for a program.
@ Name @® Port
Rule that controls connections for a TCP or UDP port.
() Predefined:

BranchCache - Content Retreval (Uses HTTF) v
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back Next > Cancel

Figure 4-4. Opening a port in the Windows Firewall

Note You can enable or disable the Remote Administration exception in Group Policy
from the Command line by using the command netsh firewall set service
type = remoteadmin mode = [mode] where [mode] is either enable or disable.

The last step is to activate the Remote Registry service on the PC you want to
remotely administer. The Remote Registry Service can be found in the Windows Services
panel, or you can search for services.msc in the Start Menu search box or at the Start
Screen (see Figure 4-5).
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Figure 4-5.

Starting the Remote Registry Service

To activate the service, right-click and select Properties from the context menu that
appears. The service is disabled by default but a dialog will appear where you can enable
and start the service.

Note To enable and start the Remote Registry service from the Command Prompt,
type sc start RemoteRegistry.You can set it to automatically start each time the
computer boots using the command sc config RemoteRegistry start = auto.

Connecting to a Remote Registry

For information to be polled from a target PC you must first ensure that the Remote
Registry Service is enabled and running, as shown in Figure 4-6.
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Figure 4-6. Enabling the Remote Registry Service

With the Remote Registry Service running on both the local and remote PCs, you can
then attempt to connect across the network from within RegEdit:

1. Logon to your computer as an administrator.

2. TypeRegEdit at the Start Screen and press Enter.
3. Accept the UAC warning.

4. Click File and select Connect Network Registry

5

Enter the name of the PC you wish to connect to. You can also
click the Advanced button and then click Find Now to list all
available PCs on the network that you can connect to.

6. Click OK.

7.  Youwill now see the PC listed and two new branches appear
within RegEdit: one for HKLU and one for HKU.

8. Once you have reviewed or made your changes, highlight the
Computer icon and select the Disconnect Network Registry
option from the File menu.

If you prefer to use the command line rather than the GUI tools, you can use the
following commands to enable and start the Remote Registry Service, respectively:

sc config remoteregistry start=demand

net start remoteregistry
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Windows PowerShell

PowerShell does not natively allow the manipulation of the Registry on a remote PC.
This could be achieved through some coding to create a script with the .NET Framework
(using the Microsoft.Win32.Registry and Microsoft.Win32.RegistryKey classes),
but this is outside of the scope of this book.

In Chapter 2 we explored how PowerShell could be used to configure Registry
settings with Group Policy Preferences, which can be directed at remote PCs and users
in an organization.

Using Group Policy Preferences

Enterprise administrators may have to maintain thousands of PCs and servers within
their organization. Manually configuring changes to each PC would be very time
consuming and error prone. Group Policy is a feature of Microsoft’s popular Active
Directory Directory Services (AD DS), which allows resources such as user accounts,
groups, PCs, and servers to be managed centrally.

Group Policy Preferences (GPPs) were introduced with the Windows XP Group
Policy Preference Client Side Extensions. They added the ability for an administrator
to deploy and modify Registry settings to multiple PCs and servers within the
organization easily. Registry settings are only one of the types of settings that GPPs allow
administrators to maintain. This section will provide you with some insight and guidance
for using GPPs to deploy and modify Registry settings in your own environment.

If you are signed into a domain-joined PC and have and account with administrative
credentials, you will be able to use the Remote Server Administration Tools (RSAT) to
manage AD DS from your PC. Alternatively you can open a console connection to the
server (if permitted) using the Remote Desktop Protocol (RDP) and use the AD DS tools
interactively.

Download the version of RSAT that you need from from the Microsoft web site. There
are different versions of RSAT for different versions of Windows, so you should search for
the one you need.

Using your PC or the server, you will now take a look at the GPPs and how they can
be used to manage Registry settings within the enterprise:

1. Using either a PC with RSAT installed or a RDP console to the
server, open the Group Policy Management Console (GPMC).

2. Right-click Group Policy Objects (GPOs) and select New, then
provide the GPO a name such as ModifySoftware.

3. Right-click the ModifySoftware GPO, and select Edit.

4. Expand Computer Configuration » Preferences » Windows
Settings and then double-click the Registry icon.

5. Right-click Registry and select New as shown in Figure 4-7.
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K E— 2|\ Extended A Standard /

|Creates a new item in this container. |

Figure 4-7. Creating new Registry keys with Group Policy Preferences

There are three Registry key options available to choose from, as shown in Table 4-1.

Table 4-1. Options for Creating New Registry Keys with Group Policy Preferences

New Option Description
Registry Item Allows creation of a single Registry item.
Collection Item Creates and organizes Registry Preference items into a folder.
Useful if you need to add a group of Registry items.
Registry Wizard Wizard to use the local Registry as a reference, or connect to a
remote PC. Allows creation of single or multiple entries.
1. Choose the Registry Wizard.
2. Browse to the required location and configure the required
keys and values to import into the GPPs.
3. Click Finish.
4. Expand the Registry entries and review as shown in Figure 4-8.
5. By default the Action is set to Update.
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General ICumm |
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Action: |Cneete ﬂ
Hive: |HKEY_CURRENT_USER (HIU| DEFALLT) =l
Key Path: | Softwarey siorlf| o |
Value name
’7 ™ Default | EnableBalonTips ‘
Value type: |res_oworo =
Valus data: Jdl
Base
€ Hexadecimal
& Decimal

Figure 4-8. Setting the Action condition within Group Policy Preferences
There are four Action options available to choose from, as shown in Table 4-2.

Table 4-2. Action Conditions Available Within Group Policy Preferences

Available Action Description

Create o Creates the Registry item

o Ignored if the item exists

Update (Default) o Ifthe item already exists, it will be updated

« It the item does not exist, it will be created
Replace o Delete the existing item if it already exists and create a new item

Delete ¢ Deletes the item

1. Once you have reviewed the options, click OK.
2. Link the GPO to an Organizational Unit to enable it.
3. Close the GPMC.
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Note When you run Group Policy on your local machine, you are using Local Group Policy,
which does not contain Group Policy Preferences. GPPs can be managed from systems with
the GPP Client Side Extensions. These extensions need to be separately downloaded for
Windows XP and Windows Server 2003, but are available as a built-in feature that you can
enable on client PCs running Windows Vista with Service Pack 1 (or later) with the RSAT or
Windows Server 2008 (or later).

Comparing Registries

We have already mentioned that nearly everything that is installed or configured on a
Windows PC is stored within the Registry. During a typical software installation you will
be surprised by the scale of how much Registry activity occurs. Often tens of thousands of
Registry keys are added or edited during even a relatively small software installation. If we
were able to compare the Registry of a PC before and after one of these events, we would
be able to see the changes made within the Registry.

We can use special utilities to effectively take snapshots of the Registry, before
and after these events, so that we can make a comparison between two exported files.
Another forensic technique is to compare registries from one machine and a different or
reference PC to identify the changes that are in effect between the two PCs. Some Registry
comparison tools are listed in Table 4-3.

Table 4-3. Popular Third-Party Registry Compare Utilities
Tool Download URL

File Compare (fc.exe)  Included in Windows XP

InstallWatch Pro http://installwatch-pro.en.lo4d.com/

Process Monitor http://technet.microsoft.com/sysinternals/bb896645.aspx
(Windows Sysinternals)

Regshot www.aplusfreeware.com/categories/util/registry.html
Tiny Watcher http://kubicle.dcmembers.com/watcher/

Total Commander http://ghisler.com/

What Changed www.majorgeeks.com/files/details/what_changed.html
WinDiff www.grigsoft.com/download-windiff.htm

WinMerge http://winmerge.org
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Advanced Troubleshooting

All of the repair methods for the Windows Registry that we've detailed so far rely on the
OS being in a state in which it will either boot, or the startup options will work. What
should you do, though, if the Registry is so corrupt that neither of these is an option? Do
you need to reinstall the OS from an image backup or can the Registry still be repaired?

The former option is often seen as the quick and simple way for a systems
administrator to fix a problem, but it’s rarely as quick and simple as might first appear.
Yes, you can restore a Windows system image in less than the 30 minutes—normally
deemed “the holy grail” of repair times, especially in a enterprise environment—but most
PCs will very likely then have a huge number of Windows, software, and other updates to
install, not to mention any configuration or user changes that were made after the backup
image was created.

All of these things can add an extra couple of hours to the repair time for a PC, during
which the machine itself, and the person relying on it, is unproductive. Tools do exist to
help you repair the Registry in case of a full-on crisis, however, and some careful planning
and preparation can help get even an unbootable Windows installation working again.

Running RegEdit from Windows Installation Media

One of the ironies about the Windows operating system is that as the OS has become
more stable, reliable, and robust, the amount of tools and utilities available to repair it has
expanded in number and functionality. Your Windows installation media also contains
these tools, such as System Restore, mentioned in Chapter 3.

You can also access RegEdit by booting from your Windows installation media. The
process for doing this will vary slightly depending on the Windows version you are using.

Booting into the Recovery Options in Vista and Windows 7

If you are repairing a Windows Vista or Windows 7 installation, click through the language
choice when starting the PC from your installation media and, at the Install screen, click
the Repair your computer link. This will likely, but not always, launch System Image
Repair and you’ll need to get out of this.

Check the option to Restore your computer using a system image that you created
earlier and click Next. It’s likely that no additional images will be found, but either way at
the next dialog you're presented with Re-image your computer. Click Cancel to access the
Windows Recovery options (see Figure 4-9).
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i3 Re-image your computer
Select a system image backup

This computer will be restored using the system image,
Everything on this computer will be replaced with the
information in the system image.

5 Use the latest avalable system image({recommended)

Location:

Date and time:

Computer: I
M

(% Select a system mage

< Back I Next > I Cancel

Figure 4-9. Accessing the Recovery Options in Windows Vista and Windows 7

When the System Recovery Options appear, open the Command Prompt, and it’s
here that you can type RegEdit.exe to start RegEdit.

Booting into the Recovery Options in Windows 8 and Windows 8.1

Starting a PC from installation media in Windows 8 and Windows 8.1 can be trickier,
because the OS starts so quickly that there’s not time enough in which to press F8 to
display the boot options menu.

You can access the PC’s BIOS/UEFI system and change the boot order if need be,
and how you do this will vary from one PC to another, but it's more likely at this point that
Windows won't start at all, so you should boot fine from the installation media.

At the first options screen click the Troubleshoot option, and then Advanced Options
at the next screen. You will now see a Command Prompt button to click (see Figure 4-10),
and it’s here that you can type RegEdit.exe to start RegEdit.
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© Advanced options

Figure 4-10. Accessing RegEdit from Windows 8 and 8.1 installation media

Using RegEdit from the Recovery Environment

RegEdit, when run from Windows installation media, or indeed from a system recovery
disk or USB recovery drive, won't be connected to the Registry files for Windows on your
hard disk, nor will they be attached to the Registry files for any user account on the PC.
Instead, you will be looking directly at the Registry for the installation media itself, and
yes, it does have one; see Figure 4-11.
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Figure 4-11. Using RegEdit from your installation media

You will thus need to connect RegEdit to the appropriate file or files you want to work
on. This is done in the Administrative Command Prompt before you open RegEdit itself,
and was detailed at the beginning of this chapter.

You will connect to a user’s Registry files using the command reg.exe load HKLM\
TommyLee "c:\users\Tommy Lee\ntuser.dat", butyou may want to change the
name and location of the .dat file to one of the core OS Registry files located in the
%systemroot%\System 32\Config\ folder of the hard disk, as detailed in Chapter 1.

Once connected to the appropriate Registry file, you can make changes in the same
way as if you were using RegEdit on a working PC, including importing a backup copy of
an old Registry file if this is required.

Repairing the Registry using a Portable 0S

Windows Vista introduced a system called Shadow Copy, which allows backups to be
made of core operating system files while they’re still in use. This allows you to add the
core Registry files to your standard regular backup. You do have one, right?

Optionally, when you create a System Image of the OS you may choose to create
backup copies of the Registry manually within RegEdit itself. Bear in mind, however,
that restoring an older copy of a full Registry to a Windows installation that has had OS,
software, and driver updates and changes will inevitably create a situation where some
components will be unstable or nonfunctional.
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Note A quick note on the System Volume Information folder, which System Restore uses
to make periodic backup copies of system files, including the Registry: these files are stored
in a compressed and encrypted *. dat file container and cannot be accessed for reasons
of security and to prevent malware infection.

This brings us back to adding your PC’s Registry files to your regular backup. Armed
with these files you can start your PC from a portable OS such as GNU/Linux, Ubuntu
(as shown in Figure 4-12), or a USB-bootable copy of Windows and restore those Registry
files using the file explorer in the portable OS. This will allow you to display all files,
though bear in mind you will likely need to check the relevant option to show all hidden
files on the hard disk.

d o Fri jun 11, 2:55PM

© © Computer - File Browser

C &8 & 10% @ [conview v Q
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Figure 4-12. Using a portable OS to restore a backed-up Registry

Note You cannot use a Windows To Go USB Flash Drive to access the file system on the
host computer, as it is blocked for security reasons.
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Creating a Portable Windows OS USB Flash Drive

It is possible to create a bootable Windows 7, Windows 8, or Windows 8.1 USB flash drive,
containing all your software without requiring Windows To Go. This can be useful if
you do not have access to an Enterprise edition of Windows 8 or 8.1 (Windows 7 did not
support Windows To Go).
You will need a spare license for the copy of Windows you install on the USB flash drive,
but it has the advantage of being able to let you view all the folders and files on the host PC.
To create a portable Windows installation you will need an install DVD or ISO file.

1.  Open the Command Prompt (Admin) from within Windows
on the desktop.

2. Typediskpart and press Enter.

3. Typelist diskand press Enter. This displays a list of disks in
your PC. Make a note of the number for the USB flash drive
(1,2, etc.).

4. Typeselect disk n, where nrepresents the disk number for
your USB flash drive.

5. Type clean and press Enter to prepare the drive for
formatting.

6. Typecreate partition primary and press Enter.
7. Type format fs=ntfs quick and press Enter.

8. Typeactive and press Enter to make the newly created
partition the active (bootable) partition.

9. Typeassign letter=e and press Enter, to temporarily assign a
drive letter to the flash drive so you can install Windows onto it.

10. Type Exit and press Enter to exit Diskpart.

11.  Now place your Windows installation DVD into your DVD
drive or mount your ISO image as a drive. You can mount
ISO images natively in Windows 8 and Windows 8.1 by
right-clicking them and selecting Mount from the options
that appear. In Windows 7 you will need a third-party utility
such as WinISO.

12.  Backat the Command Prompt type dism /apply-image
/imagefile=f:\sources\install.wim /index:1
/applydir:e:\ where f is the location of your ISO file or
DVD and e is the USB flash drive. This will copy the
Windows installer image to the flash drive and takes
around 8GB of space.

13. Typebcdboot.exe e:\Windows /s e: /f ALL to setthe USB
flash drive as being bootable.
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You can now boot your PC from the flash drive, but note that you may need to
change the boot setting in the BIOS/UEFI for this, and use this portable OS to repair the
host PC. The initial setup process for the flash drive when you first start the PC from it can
take some time, and it’s a good idea to do this on the PC you intend to repair, as moving
the drive between different PCs—especially with different BIOS/UEFI types—can result in
the flash drive not working on some machines or Windows believing the hardware it has
been installed on has changed, and asking for a fresh product key.

Note If you intend to use this flash drive for a one-time repair, Windows 7 presents
a good option, as it offers a 30-day trial of the 0S. You can download a trial of the
current Windows version from the TechNet Evaluation Center at
http://technet.microsoft.com/en-gb/evalcenter.

One last point to note is that you can repair any version of Windows by using any
other version of Windows as a portable OS. It is, for example, perfectly okay to repair
Windows 10 using a Windows 7 bootable Flash Drive. The two operating systems won'’t be
in a dual-boot system, and so long as one can read the file system of the other all will work
well. This won’t work with drives that are encrypted with BitLocker Drive Encryption,
however, where you will need to resort to a System Image recovery.

Repair the Registry Without Booting Windows

Everyone likes a new tool or program, and I recall a Microsoft trainer friend explaining
to me one day how she had used a tool called Autoruns—another utility from the
Sysinternals Suite. She decided that the userinit.exe listed on her Windows XP machine
was spyware, and deleted the item from the list in Autoruns. Not such a great idea,
because once she rebooted her PC and tried to log on, the machine automatically logged
off again. Somehow, she had removed a crucial setting within the Registry and could not
gain access to the Registry (or Autoruns) to fix the problem.

We have discussed several ways in which a modern operating system can recover
from a scenario like this one, but my favorite is still System Restore. There are several
third-party tools that will help fix Windows problems prior to Windows loading—these
are especially useful for systems running an OS prior to Windows 8.1 as they allow
booting direct from a CD or DVD. Recovery tools that allow you to access the Registry
from outside of Windows include the following:

e  PCRegEdit

e Hiren's Boot CD

e Lazesoft Recovery Suite Home—Recovery CD
e UBCD4Win

e  DaRT—part of the Microsoft Desktop Optimization Pack for
Software Assurance (MDOP)
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