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            Mathematics behind ECC

            
         
         
         
         
            
            
            To understand ECC, a basic introduction to the underlying mathematics is necessary.
               An elliptic curve is basically a type of polynomial equation known as the Weierstrass equation, which generates a curve over a finite field. The most commonly-used field is where
               all the arithmetic operations are performed modulo a prime p. Elliptic curve groups consist of points on the curve over a finite field.
            

            
            An elliptic curve is defined in the following equation:

            
            

            
            Here, A and B belong to a finite field Zp or Fp (prime finite field) along with a special value called the point of infinity. The point of infinity (∞) is used to provide identity operations for points on the
               curve.
            

            
            Furthermore, a condition also needs to be met that ensures that the equation mentioned
               earlier has no repeated roots. This means that the curve is non-singular.
            

            
            The condition is described in the following equation, which is a standard requirement
               that needs to be met. More precisely, this ensures that the curve is non-singular:
            

            
            

            
            To construct the discrete logarithm problem based on elliptic curves, a large enough
               cyclic group is required. First, the group elements are identified as a set of points
               that satisfy the previous equation. After this, group operations need to be defined
               on these points.
            

            
            Group operations on elliptic curves are point addition and point doubling. Point addition is a process where two different points are added, and point doubling means that the same point is added to itself.
            

            
            
            
         
         
         
         
      
      
   
   
   

      
      
         
         
         
            
            MIDAS

            
         
         
         
         
            
            
            Multi-Interval Difficulty Adjustment System (MIDAS) is an algorithm that is comparatively more complex than the algorithms discussed
               previously due to number of parameters it uses. This method responds much more rapidly
               to abrupt changes in hash rates. This algorithm also protects against time warp attacks.
            

            
            The original post about this is now available via web archive at https://web.archive.org/web/20161005171345/http://dillingers.com/blog/2015/04/21/altcoin-difficulty-adjustment-with-midas/.

            
            The interested readers can read more about this at the preceding location.

            
            This concludes our introduction to various difficulty adjustment algorithms.

            
            Many alternative cryptocurrencies and protocols have emerged as an attempt to address
               various limitations in Bitcoin.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            uPort

            
         
         
         
         
            
            
            This platform is built on Ethereum and provides a decentralized identity management
               system. This allows users to have full control over their identity and personal information.
               This is based on the idea of reputation systems enables users to attest each other
               and build trust.
            

            
            This is available at https://www.uport.me/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Bitcoin-cli

            
         
         
         
         
            
            
            This is the command line feature-rich tool to interact with the daemon; the daemon
               then interacts with the blockchain and performs various functions. Bitcoin-cli calls
               only JSON-RPC functions and does not perform any actions on its own on the blockchain.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Trade life cycle

            
         
         
         
         
            
            
            A general trade life cycle includes the various stages from order placement to execution and settlement. This
               life cycle is described step-by-step as follows:
            

            
            
               
               	Pre-execution: An order is placed at this stage.
               

               
               	Execution and booking: When the order is matched and executed, it converts it into a trade. At this stage,
                  the contract between counterparties is matured.
               

               
               	Confirmation: This is where both counterparties agree to the particulars of the trade.
               

               
               	Post booking: This stage is concerned with various scrutiny and verification processes required
                  to ascertain the correctness of the trade.
               

               
               	Settlement: This is the most vital part of trade life cycle. At this stage, the trade is final.
               

               
               	Overnight (end-of-day processing): End-of-day processes include report generation, profit and loss calculations, and
                  various risk calculations.
               

               
            

            
            This life cycle is also shown in the following screenshot:

            
            

            
            Trade life cycle

            
            In all the aforementioned processes, many people and business functions are involved.
               Most commonly, these functions are divided into functions such as front office, middle
               office, and back office.
            

            
            In the following section, you are introduced to some concepts that are essential to
               understanding the strict and necessary rules and regulations that govern the financial
               industry. Some concepts are described here and then again in later chapters when specific
               use cases are discussed. These ideas will help you understand the scenarios described.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Flows

            
         
         
         
         
            
            
            Flows in Corda are a novel idea that allows the development of decentralized workflows.
               All communication on the Corda network is handled by these flows. These are transaction-building
               protocols that can be used to define any financial flow of any complexity using code.
               Flows run as an asynchronous state machine and they interact with other nodes and
               users. During the execution, they can be suspended or resumed as required.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            QuorumChain

            
         
         
         
         
            
            
            This is the key innovation in Quorum. It is a BFT consensus mechanism which allows
               verification and circulation of votes via transactions on the blockchain network.
               In this scheme, a smart contract is used to manage the consensus process and nodes
               can be given voting rights to vote on which new block should be accepted. Once an
               appropriate number of votes is received by the voters, the block is considered valid.
               Nodes can have two roles, namely Voter or Maker. The Voter node is allowed to vote, whereas the Maker node is the one that creates a new block. By design, a node can have either right,
               none, or only one.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Supporting protocols

            
         
         
         
         
            
            
            Various supporting protocols are available to assist the complete decentralized ecosystem.
               This includes Whisper and Swarm protocols. In addition to the contracts layer, which
               is the core blockchain layer, there are additional layers that need to be decentralized
               in order to achieve a complete decentralized ecosystem. This includes decentralized
               storage and decentralized messaging.
            

            
            Whisper, which is being developed for Ethereum, is a decentralized messaging protocol,
               whereas Swarm is a decentralized storage protocol. Both of these technologies provide
               the basis for a fully decentralized web. Both the technologies are described in the
               following sections.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Interest rate

            
         
         
         
         
            
            
            This property applies only to PoS systems where the owner of the coins can earn interest
               at a rate defined by the network in return for some coins that are held on the network
               as a stake to protect the network. This interest rate keeps inflation under control.
               If interest rate is too low then it can cause hyperinflation.
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            Trading and investment

            
         
         
         
         
            
            
            Ether is available at various exchanges for buying and selling. The current market
               cap of Ethereum is $67,765,787,333 USD at the time of writing (March, 2018), and an
               Ether is worth approximately $690.29 USD.
            

            
            The following chart shows the historical market capitalization details:

            
            

            
            Ether historical market capitalization (source Etherscan.io)

            
            Ether can either be purchased on various online exchanges, or it can be mined. There
               are online services available, such as https://shapeshift.io, that allow conversion from one currency to another.
            

            
            Various online exchanges, such as Kraken, coinbase, and many more, offer Ether to
               be purchased for Fiat currency using credit cards or another virtual currency, such
               as bitcoin.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            General attributes

            
         
         
         
         
            
            
            This includes the general identification information and essential features associated
               with every trade. Typical attributes include a unique ID, instrument name, type, status,
               trade date, and time.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ethereum Development Environment

            
         
         
         
         
            
            
            This chapter introduces the Ethereum development environment. Several examples will
               be introduced in this chapter to complement the theoretical concepts provided in earlier
               chapters. This chapter will mainly cover the setup of the development environment
               and how to use relevant tools to create and deploy smart contracts using Ethereum
               blockchain.
            

            
            The first task is to set up a development environment. This section introduces the
               Ethereum setup for testnet and private net. Testnet is called Ropsten and is used
               by developers or users as a test platform to test smart contracts and other blockchain-related
               proposals. The private net option in Ethereum allows the creation of an independent
               private network that can be used as a shared distributed ledger between participating
               entities and for the development and testing of smart contracts. While there are other
               clients available for Ethereum, such as Parity, which was introduced in Chapter 11, Further Ethereum, Geth is the leading client for Ethereum and the common tool of choice, as such this
               chapter will use Geth for the examples.
            

            
            There are various ways to do development for Ethereum blockchain. We will see all
               the mainstream options in this chapter. The topics that we will cover in this chapter
               are listed here:
            

            
            
               
               	Test networks

               
               	How to setup Ethereum private net

               
            

            
            There are multiple ways to develop smart contracts on Ethereum. A usual and sensible
               approach is to develop and test Ethereum smart contracts either in a local private
               net or a simulated environment, and then it can be deployed on a public testnet. After
               all the relevant tests are successful on public testnet, the contracts can then be
               deployed to the public mainnet. There are however variations in this process, and
               many developers opt to only develop and test contracts on local simulated environments
               and then deploy on public mainnet or their private production blockchain networks.
               Developing first on a simulated environment and then deploying directly to a public
               network can lead to faster time to production, as setting up private networks may
               take longer as compared to setting a local development environment with a blockchain
               simulator. We will explore all these approaches in Chapter 13, Development Tools and Frameworks and Chapter 14, Introducing Web3.

            
            There are new tools and frameworks available like Truffle, Ganache, and MetaMask which
               makes development and testing for Ethereum easier. We will look into these tools in
               more depth in the Chapter 13, Development Tools and Frameworks, but first, we will use a manual approach whereby we develop a smart contract and
               deploy it manually via command line to the private network. This will allow us to
               see that what actually happens in the background.
            

            
            Frameworks and tools make the development easier but hide most of the finer under the hood details that I believe are essential for beginners to understand to build a strong
               foundation before they start using frameworks. It is important to understand the underlying
               details too. Therefore, first we will learn development using native tools available
               in Ethereum and once we have understood all the foundational knowledge we can start
               using the development frameworks like Truffle, which indeed makes development and
               testing very easy.
            

            
            Let us start with connecting to a test network.
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            As the subject of cryptography is based on mathematics, this section will introduce
               some basic concepts that will help you understand the concepts presented later in
               the chapter.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Whisper

            
         
         
         
         
            
            
            Whisper provides decentralized peer-to-peer messaging capabilities to the Ethereum
               network. In essence, Whisper is a communication protocol that DApps use to communicate
               with each other. The data and routing of messages are encrypted within Whisper communications.
               Whisper makes use of DEVp2p wire protocol for exchanging messages between nodes on
               the network. Moreover, it is designed to be used for smaller data transfers and in
               scenarios where real-time communication is not required. Whisper is also designed
               to provide a communication layer that cannot be traced and provides dark communication between parties. Blockchain can be used for communication, but that is expensive,
               and a consensus is not really required for messages exchanged between nodes. Therefore,
               Whisper can be used as a protocol that allows censor resistant communication. Whisper
               messages are ephemeral and have an associated time to live TTL. Whisper is already
               available with Geth and can be enabled using the --shh option while running the Geth Ethereum client. Official Whisper documentation is
               available at https://github.com/ethereum/wiki/wiki/Whisper.
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            Eris is not a single blockchain, it is an open modular platform developed by Monax
               for development of blockchain-based ecosystem applications. It offers various frameworks,
               SDKs, and tools that allow accelerated development and deployment of blockchain applications.
            

            
            The core idea behind the Eris application platform is to enable development and management
               of ecosystem applications with a blockchain backend. It allows integration with multiple
               blockchains and enables various third-party systems to interact with various other
               systems.
            

            
            This platform makes use of smart contracts written in Solidity language. It can interact
               with blockchains such as Ethereum or Bitcoin. The interaction can include connectivity
               commands, start, stop, disconnection, and creation of new blockchains. Complexity
               related to setup and interaction with blockchains have been abstracted away in Eris.
               All commands are standardized for different blockchains, and the same commands can
               be used across the platform regardless of the blockchain type being targeted.
            

            
            An ecosystem application can consist the Eris platform, enabling the API gateway to
               allow legacy applications to connect to key management systems, consensus engines,
               and application engines. The Eris platform provides various toolkits that are used
               to provide various services to the developers. These modules are described as follows:
            

            
            
               
               	Chains: This allows the creation of and interaction with blockchains.
               

               
               	Packages: This allows the development of smart contracts.
               

               
               	Keys: This is used for key management and signing operations.
               

               
               	Files: This allows working with distributed data management systems. It can be used to
                  interact with filesystems such as IPFS and data lakes.
               

               
               	Services: This exposes a set of services that allows the management and integration of ecosystem
                  applications.
               

               
            

            
            Several SDKs has also been developed by Eris that allow the development and management
               of ecosystem applications. These SDKs contain smart contracts that have been fully
               tested and address specific needs and requirements of business. For example, a finance
               SDK, insurance SDK, and logistics SDK. There is also a base SDK that serves as a basic
               development kit to manage the life cycle of an ecosystem application.
            

            
            Monax has developed its own permissioned blockchain client called eris:db. It is a PoS-based blockchain system that allows integration with a number of different
               blockchain networks. The eris:db client consists of four components:
            

            
            
               
               	Consensus: This is based on the Tendermint consensus mechanism, discussed before
               

               
               	Virtual machine: Eris uses EVM, as such it supports Solidity compiled contracts
               

               
               	Permissions layer: Being a permissioned ledger, Eris provides an access control mechanism that can
                  be used to assign specific roles to different entities on the network
               

               
               	Interface: This provides various command-line tools and RPC interfaces to enable interaction
                  with the backend blockchain network
               

               
            

            
            The key difference between Ethereum blockchain and eris:db is that eris:db makes use of a Practical Byzantine Fault-Tolerance (PBFT) algorithm, which is implemented as a deposit-based Proof of Stake (DPOS system)
               whereas Ethereum uses PoW. Moreover, eris:db uses the ECDSA ed22519 curve scheme whereas Ethereum uses the secp256k1 algorithm. Finally, it is permissioned with an access control layer on top whereas
               Ethereum is a public blockchain.
            

            
            Eris is a feature-rich application platform that offers a large selection of toolkits
               and services to develop blockchain-based applications.
            

            
            It is available at https://monax.io/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Confidential transactions

            
         
         
         
         
            
            
            Confidential transactions make use of Pedersen commitments in order to provide confidentiality.
               Commitment schemes allow a user to commit to some value while keeping it secret with
               the capability of revealing it later. Two properties that need to be satisfied in
               order to design a commitment scheme are binding and hiding.
            

            
            Binding makes sure that the committer is unable to change the chosen value once committed,
               whereas the hiding property ensures that any adversary is unable to find the original value to which
               the committer made a commitment. Pedersen commitments also allow addition operations
               and preserve commutative property on the commitments, which makes it specifically
               useful for providing confidentiality in bitcoin transactions. In other words, it supports
               homomorphic encryption of values. Using commitment schemes allows the hiding of payment
               values in a bitcoin transaction. This concept is already implemented in the Elements
               Project (https://elementsproject.org/).
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Qtum

            
         
         
         
         
            
            
            This project is based on the idea of combining capabilities of Bitcoin and Ethereum
               blockchains. Qtum makes use of the Bitcoin code base but uses Ethereum's EVM for smart
               contract execution. Ethereum smart contracts can run using Bitcoin's UTXO (unspent
               transactions) model.
            

            
            It is available at https://qtum.org/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Code obfuscation

            
         
         
         
         
            
            
            Code obfuscation by using indistinguishability obfuscation can be used as a means
               to provide confidentiality and privacy in the blockchain. However, this is still not
               practical, and major research effort is required to achieve this.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Another example

            
         
         
         
         
            
            
            An example of a simple contract is shown in the section. This is a simple contract
               in solidity, which performs only addition. We will see how migrations and tests can
               be created for this contract.
            

            
            Follow the steps outline:

            
            
               
               	Create a directory named simplecontract:
               

               
            

                $ mkdir simplecontract  

            
               
               	Change directory to simplecontract:
               

               
            

                $ cd simplecontract  

            
               
               	Initialize Truffle to create a skeleton structure for smart contract development:

               
            

            $ truffle init 
truffle init 
Downloading... 
Unpacking... 
Setting up... 
Unbox successful. Sweet! 
 
Commands: 
 
  Compile:        truffle compile 
  Migrate:        truffle migrate 
  Test contracts: truffle test 

            The tree structure produced by the init command is as follows:
            

                  ├── contracts
      │   └── Migrations.sol
      ├── migrations
      │   └── 1_initial_migration.js
      ├── test
      ├── truffle-config.js
      └── truffle.js  

            
               
               	Place the two files Addition.sol and Migrations.sol in the contracts directory:
               

               
            

            
            Addition.sol:
            

                pragma solidity ^0.4.2;
    
    contract Addition
    {
    uint8 x; //declare variable x
    
    // define function addx with two parameters y and z, and modifier public
    function addx(uint8 y, uint8 z ) public 
    {
    x = y + z; //performs addition
    }
    // define function retrievex to retrieve the value stored, variable x
    function retrievex() constant public returns (uint8)
    {
    return x;
    }
    }  

            Migrations.sol:
            

                pragma solidity ^0.4.17;
    contract Migrations {
    
    address public owner;
    
    uint public last_completed_migration;
    
    modifier restricted() {
    
    if (msg.sender == owner) _;
    
    }
    
    function Migrations() public {
    
    owner = msg.sender;
    
    }
    
    function setCompleted(uint completed) public restricted {
    
    last_completed_migration = completed;
    
    }
    
    function upgrade(address new_address) public restricted {
    
    Migrations upgraded = Migrations(new_address);
    
    upgraded.setCompleted(last_completed_migration);
    
    }
    }  

            
               
               	Under the migration folder, place two files with the .js extension as shown here:
               

               
            

            
            1_initial_migration.js:
            

            var Migrations = artifacts.require("./Migrations.sol");

module.exports = function(deployer) {
deployer.deploy(Migrations);
}; 

            2_deploy_contracts.js:
            

            var SimpleStorage = artifacts.require("Addition");

module.exports = function(deployer) {
deployer.deploy(SimpleStorage);
};

            
               
               	Under the test folder place the following file; this will be used for unit testing:
               

               
            

            TestAddition.sol  
pragma solidity ^0.4.2; 
 
import "truffle/Assert.sol"; 
import "truffle/DeployedAddresses.sol"; 
import "../contracts/Addition.sol"; 
 
contract TestAddition { 
 
  function testAddition() public { 
    Addition adder = Addition(DeployedAddresses.Addition()); 
    adder.addx(100,100); 
    uint returnedResult = adder.retrievex(); 
    uint expected = 200; 
 
    Assert.equal(returnedResult, expected, "should result 200"); 
  }

            In order to interact with the contract, the following methods can be used. As the
               Addition contract is already instantiated and available in the truffle console, it becomes quite easy to interact with the contract using various methods.
            

            
            Run the following command:

            $ truffle console  

            This will open the truffle console, which will allow interaction with the contract.
            

            
            For example, in order to retrieve the address of the deployed contract, the following
               method can be called:
            

            truffle(development)> Addition.address 
'0x345ca3e014aaf5dca488057592ee47305d9b3e10' 

            To call the functions from within the contract, the deployed method is used with contract
               functions. An example is shown here, in which the addx function is called and two parameters are passed:
            

            
            

            
            The truffle console – interaction with the contract

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Vanity addresses

            
         
         
         
         
            
            
            As bitcoin addresses are based on base-58 encoding, it is possible to generate addresses
               that contain human-readable messages. An example is shown as follows:
            

            
            

            
            Vanity public address encoded in QR

            
            Vanity addresses are generated using a purely brute-force method. An example of a
               paper wallet with vanity address is shown in the following screenshot:
            

            
            

            
            Vanity address generated from https://bitcoinvanitygen.com/

            
            In the preceding screenshot, on the right-hand bottom corner the public vanity address
               with QR code is displayed. The paper wallets can be stored physically as an alternative
               to electronic storage of private keys.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Blind signatures

            
         
         
         
         
            
            
            Blind signatures were introduced by David Chaum in 1982. They are based on public key digital signature
               schemes, such as RSA. The key idea behind blind signatures is to get the message signed
               by the signer without actually revealing the message. This is achieved by disguising
               or blinding the message before signing it, hence the name blind signatures. This blind signature can then be verified against the original message just like
               a normal digital signature. Blind signatures were introduced as a mechanism to allow
               the development of digital cash schemes.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Hash-based MACs

            
         
         
         
         
            
            
            Similar to the hash function, Hash-based MACs (HMACs) produce a fixed-length output and take an arbitrarily long message as the input.
               In this scheme, the sender signs a message using the MAC and the receiver verifies
               it using the shared key. The key is hashed with the message using either of the two
               methods known as secret prefix or the secret suffix. With the secret prefix method, the key is concatenated with the message; that is,
               the key comes first and the message comes afterwards, whereas with the secret suffix
               method, the key comes after the message, as shown in the following equations:
            

            
            Secret prefix: M = MACk(x) = h(k||x)

            
            Secret suffix: M=MACk(x) = h(x||k)

            
            There are pros and cons to both methods. Some attacks on both schemes have occurred.
               There are HMAC constructions schemes that use various techniques, such as ipad and opad (inner padding and outer padding) that have been proposed by cryptographic researchers.
               These are considered secure with some assumptions:
            

            
            

            
            Operation of a MAC function

            
            There are various powerful applications of hash functions used in peer-to-peer networks
               and blockchain technology. Some noticeable examples, such as Merkle trees, Patricia
               trees, and Distributed Hash Table (DHT), are discussed in the following subsections.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Indistinguishability Obfuscation

            
         
         
         
         
            
            
            This cryptographic technique may serve as a silver bullet to all privacy and confidentiality
               issues in blockchains but the technology is not yet ready for production deployments.
               IO allows for code obfuscation, which is a very ripe research topic in cryptography
               and, if applied to blockchains, can serve as an unbreakable obfuscation mechanism
               that will turn smart contracts into a black box.
            

            
            The key idea behind IO is what's called by researchers a multilinear jigsaw puzzle, which basically obfuscates program code by mixing it with random elements, and if
               the program is run as intended, it will produce expected output but any other way
               of executing would render the program look random and garbage. This idea was first
               proposed by Shai and others in their research paper Candidate Indistinguishability Obfuscation and Functional Encryption for all circuits.
            

            
            This research paper is available at https://doi.org/10.1109/FOCS.2013.13.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Messages

            
         
         
         
         
            
            
            Messages, as defined in the yellow paper, are the data and value that are passed between
               two accounts. A message is a data packet passed between two accounts. This data packet contains data and
               value (amount of ether). It can either be sent via a smart contract (autonomous object)
               or from an external actor (externally owned account) in the form of a transaction
               that has been digitally signed by the sender.
            

            
            Contracts can send messages to other contracts. Messages only exist in the execution
               environment and are never stored. Messages are similar to transactions; however, the
               main difference is that they are produced by the contracts, whereas transactions are
               produced by entities external (externally owned accounts) to the Ethereum environment.
            

            
            A message consists of the components mentioned here:

            
            
               
               	The sender of the message

               
               	Recipient of the message

               
               	Amount of Wei to transfer and message to the contract address

               
               	Optional data field (Input data for the contract)

               
               	The maximum amount of gas (startgas) that can be consumed

               
            

            
            Messages are generated when CALL or DELEGATECALL opcodes are executed by the code in execution by the contracts.
            

            
            In the following diagram, the segregation between two types of transaction (contract
               creation and Message call) is shown:
            

            
            

            
            Types of transactions, required parameters for execution

            
            The preceding diagram shows transaction types, which are divided into two types contract
               creation and message call. Each of these transactions have fields that are shown with
               each type.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Hyperledger Fabric

            
         
         
         
         
            
            
            The fabric is the contribution made initially by IBM and Digital Assets to the Hyperledger
               project. This contribution aims to enable a modular, open, and flexible approach towards
               building blockchain networks.
            

            
            Various functions in the fabric are pluggable, and it also allows the use of any language
               to develop smart contracts. This functionality is possible because it is based on
               container technology (Docker), which can host any language.
            

            
            Chaincode is sandboxed in a secure container, which includes a secure operating system,
               chaincode language, runtime environment, and SDKs for Go, Java, and Node.js. Other
               languages can be supported too in future, if required, but needs some development
               work. Smart contracts are called chaincode in the fabric. This ability is a compelling
               feature compared to domain-specific languages in Ethereum, or the limited scripted
               language in Bitcoin. It is a permissioned network that aims to address issues such
               as scalability, privacy, and confidentiality. The fundamental idea behind this is
               modularization, which would allow for flexibility in design and implementation of
               the business blockchain. This can then result in achieving scalability, privacy, and
               other desired attributes and fine tune them according to the requirements.
            

            
            Transactions in the fabric are private, confidential, and anonymous for general users,
               but they can still be traced and linked to the users by authorized auditors. As a
               permissioned network, all participants are required to be registered with the membership
               services to access the blockchain network. This ledger also provided auditability
               functionality to meet the regulatory and compliance needs required by the user.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Mobile wallets

            
         
         
         
         
            
            
            Mobile wallets, as the name suggests, are installed on mobile devices. They can provide
               various methods to make payments, most notably the ability to use smartphone cameras
               to scan QR codes quickly and make payments. Mobile wallets are available for the Android
               platform and iOS, for example, Blockchain, breadwallet, Copay, and Jaxx.
            

            
            

            
            Jaxx mobile wallet

            
            The choice of Bitcoin wallet depends on several factors such as security, ease of
               use, and available features. Out of all these attributes, security of course comes
               first and when making a decision about which wallet to use, security should be of
               paramount importance. Hardware wallets tend to be more secure as compared to web wallets
               because of their tamper resistant design. Web wallets by nature are hosted on websites,
               which may not be as secure as a tamper resistant hardware device. Generally, mobile
               wallets for smartphone devices are quite popular due to a balanced combination of
               features and security. There are many companies offering these wallets on the iOS
               App Store and Android Play. It is however quite difficult to suggest that which type
               of wallet should be used, it also depends on personal preferences and features available
               in a wallet. It is advisable that security should be kept in mind while making decision
               on which wallet to choose.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Entity authentication

            
         
         
         
         
            
            
            Entity authentication is the assurance that an entity is currently involved and active in a communication
               session. Traditionally, users are issued a username and password that is used to gain
               access to the various platforms with which they are working. This practice is known
               as single-factor authentication, as there is only one factor involved, namely, something you know, that is, the password and username. This type of authentication is not very secure
               for a variety of reasons, for example, password leakage; therefore, additional factors
               are now commonly used to provide better security. The use of additional techniques
               for user identification is known as multifactor authentication (or two-factor authentication if only two methods are used).
            

            
            Various authentication factors are described here:

            
            
               
               	The first factor is something you have, such as a hardware token or a smart card. In this case, a user can use a hardware
                  token in addition to login credentials to gain access to a system. This mechanism
                  protects the user by requiring two factors of authentication. A user who has access
                  to the hardware token and knows the login credentials will be able to access the system.
                  Both factors should be available to gain access to the system, thus making this method
                  a two-factor authentication mechanism. In case if the hardware token is lost, on its
                  own it won't be of any use unless, something you know, the login password is also used in conjunction with the hardware token.
               

               
               	The second factor is something you are, which uses biometric features to identify the user. With this method, a user's fingerprint,
                  retina, iris, or hand geometry is used to provide an additional factor for authentication.
                  This way, it can be ensured that the user was indeed present during the authentication
                  process, as biometric features are unique to every individual. However, careful implementation
                  is required to guarantee a high level of security, as some research has suggested
                  that biometric systems can be circumvented under specific conditions.
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Notary service

            
         
         
         
         
            
            
            In a traditional blockchain, mining is used to ascertain the order of blocks that
               contain transactions. In Corda, notary services are used to provide transaction ordering
               and timestamping services. There can be multiple notaries in a network and they are
               identified by composite public keys. Notaries can use different consensus algorithms
               like BFT or Raft depending on the requirements of the applications. Notary services
               sign the transactions to indicate validity and finality of the transaction which is
               then persisted to the database.
            

            
            Notaries can be run in a load-balanced configuration in order to spread the load across
               the nodes for performance reasons; and, in order to reduce latency, the nodes are
               recommended to be run physically closer to the transaction participants.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Research in cryptography

            
         
         
         
         
            
            
            Even though cryptography was an area of keen interest and research for many decades
               before Bitcoin invention, blockchain technology has resulted in renewed interest in
               this field. With the advent of blockchains and related technologies, there is a significant
               increase in the interest in cryptography also. Especially in the area of financial
               cryptography, new research is being carried out and published regularly.
            

            
            Technologies such as ZKPs, fully homomorphic encryption, and functional encryption
               are being researched for their use in blockchains. In the form of Zcash, already ZKPs
               have been implemented for the first time at a practical level. It can be seen that
               blockchains and cryptocurrencies have helped with the advancement of cryptography
               and especially financial cryptography.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Stratis

            
         
         
         
         
            
            
            This is a blockchain development platform that allows the creation of custom private
               blockchains and works in conjunction with the main Stratis blockchain (Stratis chain)
               for security reasons. It allows provisioning of major blockchains such as Bitcoin,
               Ethereum, and Lisk easy. Also, it allows development using C# .NET technologies. It
               is also available via Microsoft Azure as BaaS.
            

            
            This is available at https://stratisplatform.com/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Sidechains

            
         
         
         
         
            
            
            Sidechains can improve scalability indirectly by allowing many sidechains to run along
               with the main blockchain while allowing usage of perhaps comparatively less secure
               and faster sidechains to perform transactions but still pegged with the main blockchain.
               The core idea of sidechains is called a two-way peg, which allows transfer of coins
               from a parent chain to a sidechain and vice versa.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The transaction substate

            
         
         
         
         
            
            
            A transaction substate is created during the execution of the transaction that is
               processed immediately after the execution completes. This transaction substate is
               a tuple that is composed of four items. These items are described here:
            

            
            
               
               	Suicide set or self-destruct set: This element contains the list of accounts (if any) that are disposed of after the
                  transaction executes.
               

               
               	Log series: This is an indexed series of checkpoints that allow the monitoring and notification
                  of contract calls to the entities external to the Ethereum environment, such as application
                  frontends. It works like a trigger mechanism that is executed every time a specific
                  function is invoked, or a specific event occurs. Logs are created in response to events
                  occurring in the smart contract. It can also be used as a cheaper form of storage.
                  Events will be covered with practical examples in Chapter 14, Introducing Web3.
               

               
               	Refund balance: This is the total price of gas in the transaction that initiated the execution.
                  Refunds are not immediately executed; instead, they are used to offset the total execution
                  cost partially.
               

               
               	Touched accounts: This is the set of touched accounts from which empty ones are deleted at the end
                  of the transaction
               

               
            

            
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Application layer

            
         
         
         
         
            
            
            Protocols running on this layer govern the key attributes of a payment transaction.
               Examples of application layer protocols include Simple Payment Setup Protocol (SPSP) and Open Web Payment Scheme (OWPS). SPSP is an Interledger protocol that allows secure payment across different ledgers
               by creating connectors between them. OWPS is another scheme that allows consumer payments
               across different networks.
            

            
            Once the protocols on this layer have run successfully, protocols from the transport
               layer will be invoked in order to start the payment process.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Solidity compiler (solc)

            
         
         
         
         
            
            
            solc converts from a high-level solidity language into Ethereum Virtual Machine (EVM) bytecode so that it can be executed on the blockchain by EVM.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The structure of a block

            
         
         
         
         
            
            
            The following table shows the structure of a block:

            
            
               
               
                  
                  
                     
                     	
                        
                        Field

                        
                     
                     
                     	
                        
                        Size

                        
                     
                     
                     	
                        
                        Description

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Block size

                        
                     
                     
                     	
                        
                        4 bytes

                        
                     
                     
                     	
                        
                        This is the size of the block.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Block header

                        
                     
                     
                     	
                        
                        80 bytes

                        
                     
                     
                     	
                        
                        This includes fields from the block header described in the next section.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Transaction counter

                        
                     
                     
                     	
                        
                        Variable

                        
                     
                     
                     	
                        
                        This field contains the total number of transactions in the block, including the coinbase
                           transaction. Size ranges from 1-9 bytes
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Transactions

                        
                     
                     
                     	
                        
                        Variable

                        
                     
                     
                     	
                        
                        All transactions in the block.

                        
                     
                     
                  

                  
               
               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Computing power and decentralization

            
         
         
         
         
            
            
            Decentralization of computing or processing power is achieved by a blockchain technology
               such as Ethereum, where smart contracts with embedded business logic can run on the
               blockchain network. Other blockchain technologies also provide similar processing-layer
               platforms, where business logic can run over the network in a decentralized manner.
            

            
            The following diagram shows a decentralized ecosystem overview. At the bottom layer,
               the internet or Meshnets provide a decentralized communication layer. On the next
               layer up, a storage layer uses technologies such as IPFS and BigchainDB to enable
               decentralization. Finally, at the next level up, you can see that blockchain serves
               as a decentralized processing (computation) layer. Blockchain can, in a limited way,
               provide a storage layer too, but that severely hampers the speed and capacity of the
               system. Therefore, other solutions such as IPFS and BigchainDB are more suitable to
               store large amounts of data in a decentralized way. The Identity, Wealth layers are
               shown at the top level. Identity on the internet is a vast topic, and systems such
               as BitAuth and OpenID provide authentication and identification services with varying
               degrees of decentralization and security assumptions:
            

            
            

               

            
            Decentralized ecosystem

            
            The blockchain is capable of providing solutions to various issues relating to decentralization.
               A concept relevant to identity known as Zooko's Triangle requires that the naming system in a network protocol be secure, decentralized, and
               is able to provide human-meaningful and memorable names to the users. Conjecture has
               it that a system can have only two of these properties simultaneously. Nevertheless,
               with the advent of blockchain in the form of Namecoin, this problem was resolved.
               It is now possible to achieve security, decentralization, and human-meaningful names
               with the Namecoin blockchain. However, this is not a panacea, and it comes with many
               challenges, such as reliance on users to store and maintain private keys securely.
               This opens up other general questions about the suitability of decentralization to
               a particular problem.
            

            
            Decentralization may not be appropriate for every scenario. Centralized systems with
               well-established reputations tend to work better in many cases. For example, email
               platforms from well reputed companies such as Google or Microsoft would provide a
               better service as compared to a scenario where individual email servers are hosted
               by users on the internet.
            

            
            There are many projects underway that are developing solutions for a more comprehensive
               distributed blockchain system. For example, Swarm and Whisper are developed to provide
               decentralized storage and communication for Ethereum blockchain. We will discuss Swarm
               and Ethereum in more detail in Chapter 11, Further Ethereum.
            

            
            With the emergence of the decentralization paradigm, different terminologies and buzzwords
               are now appearing in the media and academic literature. With the advent of blockchain
               technology, it is now possible to build software versions of traditional physical
               organizations in the form of Decentralized Organizations (DOs) and other similar constructs, which we will examine in detail shortly.
            

            
            The following concepts are worth discussion in the context of decentralization.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Blockchain as a Service

            
         
         
         
         
            
            
            With the current level of maturity of cloud platforms, many companies have started
               to provide Blockchain as a Service (BaaS). The most prominent examples are Microsoft's Azure, where Ethereum blockchain is
               provided as a service, and IBM's Bluemix platform, that provides IBM BaaS. This trend
               is only expected to grow in the next few years, and more companies will emerge that
               provide BaaS. Electronic Government as a Service (eGaaS) is another example which is, in fact, BaaS but provides application-specific blockchains
               for governance functions (http://egaas.org). This project aims to organize and control any activity without document circulation
               and bureaucratic overhead.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Counterparty

            
         
         
         
         
            
            
            This is another service that can be used to create custom tokens that act as a cryptocurrency
               and can be used for various purposes such as issuing digital assets on top of bitcoin
               blockchain. This is quite a robust platform and runs on bitcoin blockchains at their
               core but has developed its client and other components to support issuing digital
               assets. The architecture consists of a counterparty server, counter block, counter
               wallet, and armory_utxsvr. Counterparty works based on the same idea as colored coins by embedding data into
               regular bitcoin transactions but provides a much more productive library and set of
               powerful tools to support the handling of digital assets. This embedding is also called
               embedded consensus because the counterparty transactions are embedded within bitcoin transactions. The
               method of embedding the data is by using OP_RETURN opcode in bitcoin.
            

            
            The currency produced and used by Counterparty is known as XCP and is used by smart
               contracts as the fee for running the contract. At the time of writing its price is
               2.78 USD. XCPs were created by using the PoB method discussed previously.
            

            
            Counterparty allows the development of smart contracts on Ethereum using solidity
               language and allows interaction with bitcoin blockchain. To achieve this, BTC Relay
               is used as a means to provide interoperability between Ethereum and Bitcoin. This
               is a clever concept where Ethereum contracts can talk to bitcoin blockchain and transactions
               through BTC Relay. The relayers (nodes that are running BTC Relay) fetch the bitcoin
               block headers and relay them to a smart contract on the Ethereum network that verifies
               the PoW. This process verifies that a transaction has occurred on the bitcoin network.
            

            
            This is available at http://btcrelay.org/.
            

            
            Technically, this is an Ethereum contract that is capable of storing and verifying
               bitcoin block headers just like bitcoin simple payment verification lightweight clients
               do by using bloom filters. SPV clients were discussed in detail in the previous chapter.
               The idea can be visualized with the following diagram:
            

            
            

            
            BTC relay concept

            
            Counterparty is available at http://counterparty.io/.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transaction pools

            
         
         
         
         
            
            
            Also known as memory pools, these pools are basically created in local memory (computer
               RAM) by nodes in order to maintain a temporary list of transactions that are not yet
               confirmed in a block. Transactions are included in a block after passing verification
               and based on their priority.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Insurance

            
         
         
         
         
            
            
            In the insurance industry, blockchain technology can help to stop fraudulent claims,
               increase the speed of claim processing, and enable transparency. Imagine a shared
               ledger between all insurers that can provide a quick and efficient mechanism for handling
               intercompany claims. Also, with the convergence of IoT and blockchain, an ecosystem
               of smart devices can be imagined where all these things can negotiate and manage their
               insurance policies controlled by smart contracts on the blockchain.
            

            
            Blockchain can reduce the overall cost and effort required to process claims. Claims
               can be automatically verified and paid via smart contracts and the associated identity
               of the insurance policyholder. For example, a smart contract with the help of Oracle
               and possibly IoT can make sure that when the accident occurred, it can record related
               telemetry data and based on this information can release payment. It can also withhold
               payment if the smart contract after evaluating conditions of payment concludes that
               payment should not be released. For example, in a scenario where an authorized workshop
               did not repair the vehicle or was used outside a designated area and so on and so
               forth. There can be many conditions that a smart contract can evaluate to process
               claims and choice of these rules depend on the insurer, but the general idea is that
               smart contracts in combination with IoT and Oracle can automate the entire vehicle
               insurance industry.
            

            
            Several start-ups such as Dynamis have proposed smart contract-based peer-to-peer
               insurance platforms that run on Ethereum blockchain. This is initially proposed to
               be used for unemployment insurance and does not require underwriters in the model.
            

            
            It is available at http://dynamisapp.com/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Point addition

            
         
         
         
         
            
            
            Point addition is shown in the following diagram. This is a geometric representation
               of point addition on elliptic curves. In this method, a diagonal line is drawn through
               the curve that intersects the curve at two points P and Q, as shown in the diagram, which yields a third point between the curve and the line.
               This point is mirrored as P+Q, which represents the result of the addition as R.
            

            
            This is shown as P+Q in the following diagram:
            

            
            

            
            Point addition over R

            
            The group operation denoted by the + sign for addition yields the following equation:
            

            
            P + Q = R

            
            In this case, two points are added to compute the coordinates of the third point on
               the curve:
            

            
            P + Q = R

            
            More precisely, this means that coordinates are added, as shown in the following equation:

            
            (x1, y1) + (x2, y2) = (x3, y3)

            
            The equation of point addition is as follows:

            
            X3 = s2- x1 - x2 mod p

            
            y3 = s (x1 - x3) - y1 mod p

            
            Here, we see the result of the preceding equation:

            
            

            
            S in the preceding equation depicts the line going through P and Q.
            

            
            An example of point addition is shown in the following diagram. It was produced using
               Certicom's online calculator. This example shows the addition and solutions for the
               equation over finite field F23. This is in contrast to the example shown earlier, which is over real numbers and
               only shows the curve but provides no solutions to the equation:
            

            
            

            
            Example of point addition

            
            In the preceding example, the graph on the left side shows the points that satisfy
               this equation:
            

            
            

            
            There are 27 solutions to the equation shown earlier over finite field F23. P and Q are chosen to be added to produce point R. Calculations are shown on the right side, which calculates the third point R. Note that here, l is used to depict the line going through P and Q.
            

            
            As an example, to show how the equation is satisfied by the points shown in the graph,
               a point (x, y) is picked up where x = 3 and y = 6.
            

            
            Using these values shows that the equation is indeed satisfied:

            
            

            
            

            
            

            
            

            
            The next subsection introduces the concept of point doubling, which is another operation
               that can be performed on elliptic curves.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Operations of a DApp

            
         
         
         
         
            
            
            Establishment of consensus by a DApp can be achieved using consensus algorithms such
               as PoW and PoS. So far, only PoW has been found to be incredibly resistant to 51%
               attacks, as is evident from Bitcoin. Furthermore, a DApp can distribute tokens (coins)
               via mining, fundraising, and development.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Enhancements

            
         
         
         
         
            
            
            Various enhancements and suggestions to further develop existing blockchains have
               been made over the last few years. Most of these suggestions have been made in response
               to security vulnerabilities and to address inherent limitations in blockchain technology.
               There are certain limitations in blockchain technology, such as scalability, privacy,
               and interoperability, that are required to be addressed before it can become mainstream
               like any other technology.
            

            
            Recently, there have been tremendous efforts made toward addressing scalability issues
               in blockchain technology, which have been discussed in Chapter 18, Scalability and Other Challenges. Also, blockchain-specific improvement proposals such as BIPs (short for Bitcoin Improvement Proposals) and EIPs (short for Ethereum Improvement Proposals) are regularly made by developers to address various concerns in these systems.
            

            
            Some recent and notable improvement proposals for both of these chains will be discussed
               later in the chapter. Moreover, recent advancements such as state channels are examples
               that blockchain technology is improving rapidly and very soon will evolve as a mature
               and more practical technology.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Extended protocols on top of Bitcoin

            
         
         
         
         
            
            
            Several protocols, discussed in the following sections, have been proposed and implemented
               on top of Bitcoin to enhance and extend the Bitcoin protocol and use for various other
               purposes instead of just as a virtual currency.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Consensus algorithms

            
         
         
         
         
            
            
            Research in PoS algorithms or alternatives to PoW is also an important area of research.
               This is especially relevant due to the fact the current Bitcoin network's power consumption
               is expected to reach almost 125 TWh by the end of 2018. Currently it is almost equivalent
               to the country of Israel in terms of electricity consumption. It has also been suggested
               that instead of performing an inefficient or single-purpose type of work as is the
               case with Bitcoin's PoW, the network power can be used to solve some mathematical
               or scientific problems. Also, alternatives such as PoS algorithms have already gained
               much traction and are due to be implemented in major blockchains, for example, Ethereum's
               Casper. However, so far, PoW remains the best option for securing a public blockchain.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Counter mode

            
         
         
         
         
            
            
            The Counter (CTR) mode effectively uses a block cipher as a stream cipher. In this case, a unique
               nonce is supplied that is concatenated with the counter value to produce a keystream:
            

            
            

            
            Counter mode

            
            There are other modes, such as Cipher Feedback (CFB) mode, Galois Counter (GCM) mode, and Output Feedback (OFB) mode, which are also used in various scenarios.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Town-Crier

            
         
         
         
         
            
            
            This is a project that is aiming to provide real-world, authentic feed into smart
               contracts. This system is based on Intel's SGX trusted hardware technology. This is
               a step further in Oracle design whereby smart contracts can request data from online
               sources while preserving confidentiality.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Data Encryption Standard

            
         
         
         
         
            
            
            The Data Encryption Standard (DES) was introduced by the U.S. National Institute of Standards and Technology (NIST) as a standard algorithm for encryption, and it was in widespread use during the
               1980s and 1990s. However, it did not prove to be very resistant to brute force attacks,
               due to advances in technology and cryptography research. In July 1998, for example,
               the Electronic Frontier Foundation (EFF) broke DES using a special-purpose machine called EFF DES cracker (or Deep Crack).
            

            
            DES uses a key of only 56 bits, which raised some concerns. This problem was addressed
               with the introduction of Triple DES (3DES), which proposed the use of a 168-bit key by means of three 56-bit keys and the same
               number of executions of the DES algorithm, thus making brute force attacks almost
               impossible. However, other limitations, such as slow performance and 64-bit block
               size, were not desirable.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Point doubling

            
         
         
         
         
            
            
            The other group operation on elliptic curves is called point doubling. This is a process where P is added to itself. In this method, a tangent line is drawn through the curve, as
               shown in the following graph. The second point is obtained, which is at the intersection
               of the tangent line drawn and the curve.
            

            
            This point is then mirrored to yield the result, which is shown as 2P = P + P:
            

            
            

            
            Graph representing point doubling over real numbers

            
            In the case of point doubling, the equation becomes:

            
            

            
            

            
            

            
            Here, S is the slope of tangent (tangent line) going through P. It is the line shown on top in the preceding diagram. In the preceding example,
               the curve is plotted over real numbers as a simple example, and no solution to the
               equation is shown.
            

            
            The following example shows the solutions and point doubling of elliptic curves over
               finite field F23. The graph on the left side shows the points that satisfy the equation:
            

            
            

            
            

            
            Example of point doubling

            
            As shown on the right side in the preceding graph, the calculation that finds the
               R after P is added into itself (point doubling). There is no Q as shown here, and the same point P is used for doubling. Note that in the calculation, l is used to depict the tangent line going through P.
            

            
            In the next section, an introduction to the discrete logarithm problem will be presented.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            CorDapp

            
         
         
         
         
            
            
            The core model of Corda consists of state objects, transactions, and transaction protocols,
               which when combined with contract code, APIs, wallet plugins, and user interface components
               results in constructing a Corda distributed application (CorDapp).
            

            
            Smart contracts in Corda are written using Kotlin or Java. The code is targeted for
               JVM.
            

            
            JVM has been modified slightly in order to achieve deterministic results of execution
               of JVM bytecode. There are three main components in a Corda smart contract as follows:
            

            
            
               
               	Executable code that defines the validation logic to validate changes to the state
                  objects.
               

               
               	State objects represent the current state of a contract and either can be consumed
                  by a transaction or produced (created) by a transaction.
               

               
               	Commands are used to describe the operational and verification data that defines how
                  a transaction can be verified.
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Order anticipators

            
         
         
         
         
            
            
            Order anticipators try to make a profit before other traders can carry out trading. This is based on
               the anticipation of a trader who knows how trading activities of other trades will
               affect prices. Frontrunners, sentiment-oriented technical traders, and squeezers are
               some examples of order anticipators.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Tokenized blockchains

            
         
         
         
         
            
            
            These blockchains are standard blockchains that generate cryptocurrency as a result
               of a consensus process via mining or initial distribution. Bitcoin and Ethereum are
               prime examples of this type of blockchain.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Download the color images

            
         
         
         
         
            
            
            We also provide a PDF file that has color images of the screenshots/diagrams used
               in this book. You can download it here: http://www.packtpub.com/sites/default/files/downloads/MasteringBlockchainSecondEdition_ColorImages.pdf.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Segregated Witness (SegWit)

            
         
         
         
         
            
            
            The SegWit or Segregated Witness is a soft fork based update to the Bitcoin protocol
               which addresses some weaknesses such as throughput and security in the Bitcoin protocol.
               SegWit offers a number of improvements as listed here:
            

            
            
               
               	Fix for transaction malleability due to the separation of signature data from transactional
                  data. In this case, it is no longer possible to modify transaction ID because it is
                  no longer calculated based on the signature data present within the transaction.
               

               
               	Reduction in transaction size results in cheaper transaction fees.

               
               	Reduction in transaction signing and verification times, which results in faster transactions.

               
               	Script versioning, which allows version number to be prefixed to locking scripts.
                  This change can result in improvements in the scripting language without requiring
                  a hard fork and by just increasing the version number of the script.
               

               
               	Reduction in input verification time.

               
            

            
            SegWit was proposed in BIP 141, BIP 143, BIP 144 and BIP 145. It has been activated
               on Bitcoin main network on August 24, 2017. The key idea behind SegWit is the separation
               of signature data from transaction data, which results in reduced size of the transaction.
               This results in block size increase up to 4 MB. However, the practical limit is between
               1.6 MB to 2 MB. Instead of hard size limit of 1 MB blocks, SegWit has introduced a
               new concept of block weight limit.
            

            
            To spend an Unspent Transaction Output (UTXO) in Bitcoin, it needs a valid signature to be provided. In the pre-SegWit scenario,
               this signature is provided within the locking script whereas in SegWit this signature
               is not part of the transaction and is provided separately.
            

            
            There are two types of transaction that can now be constructed using SegWit wallets
               but note that these are not new transaction types as such, these are just new ways
               by which UTXOs can be spent. These types are:
            

            
            
               
               	Pay to Witness public key hash (P2WPKH)
               

               
               	Pay to Witness Script hash (P2WSH)
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Distributed ledgers

            
         
         
         
         
            
            
            First, I need to clarify an ambiguity. It should be noted that a distributed ledger is a broad term describing shared databases; hence, all blockchains technically fall
               under the umbrella of shared databases or distributed ledgers. Although all blockchains
               are fundamentally distributed ledgers, all distributed ledgers are not necessarily
               a blockchain.
            

            
            A critical difference between a distributed ledger and blockchain is that a distributed
               ledger does not necessarily consist of blocks of transactions to keep the ledger growing.
               Rather, a blockchain is a special type of shared database that is comprised of blocks
               of transactions. An example of a distributed ledger that does not use blocks of transactions
               is R3's Corda. Corda is a distributed ledger which is developed to record and manage
               agreements and is especially focused on financial services industry. On the other
               hand, more widely-known blockchains like Bitcoin and Ethereum make use of blocks to
               update the shared database.
            

            
            As the name suggests, a distributed ledger is distributed among its participants and
               spread across multiple sites or organizations. This type of ledger can be either private
               or public. The fundamental idea here is that, unlike many other blockchains, the records
               are stored contiguously instead of being sorted into blocks. This concept is used
               in Ripple which is a blockchain and cryptocurrency based global payment network.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Proof of Stake (PoS)

            
         
         
         
         
            
            
            This proof is also called virtual mining. This is another type of mining puzzle that
               has been proposed as an alternative to traditional PoW schemes. It was first proposed
               in Peercoin in August 2012. In this scheme, the idea is that users are required to
               demonstrate possession of a certain amount of currency (coins) thus proving that they
               have a stake in the coin. The simplest form of the stake is where mining is made comparatively
               easier for those users who demonstrably own larger amounts of digital currency. The
               benefits of this scheme are twofold; first acquiring large amounts of digital currency
               is relatively difficult as compared to buying high-end ASIC devices and second it
               results in saving computational resources. Various forms of stake have been proposed
               and are briefly discussed in the following subsection.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Block rewards

            
         
         
         
         
            
            
            A block reward is for the miner who solves the mining puzzle and is allowed to have
               a coinbase transaction that contains the reward. This used to be 50 coins in bitcoin
               initially and now many altcoins set this parameter to a very high number; for example,
               in Dogecoin it is 10,000, currently.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transactions

            
         
         
         
         
            
            
            Transaction messages can be divided into two types: deployment transactions and invocation transactions. The former is used to deploy new chaincode to the ledger, and the latter is used
               to call functions from the smart contract. Transactions can be either public or confidential.
               Public transactions are open and available to all participants whilst confidential
               transactions are visible only in a channel open to its participants.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Sidechain

            
         
         
         
         
            
            
            This is a blockchain that runs in parallel with a main blockchain and allows transfer
               of value between them. This means that tokens from one blockchain can be used in the
               sidechain and vice versa. This is also called a pegged sidechain because it supports
               two-way pegged assets.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The transaction data structure

            
         
         
         
         
            
            
            A transaction at a high level contains metadata, inputs, and outputs. Transactions
               are combined to create a block.
            

            
            The transaction data structure is shown in the following table:

            
            
               
               
                  
                  
                     
                     	
                        
                        Field

                        
                     
                     
                     	
                        
                        Size

                        
                     
                     
                     	
                        
                        Description

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Version number

                        
                     
                     
                     	
                        
                        4 bytes

                        
                     
                     
                     	
                        
                        Used to specify rules to be used by the miners and nodes for transaction processing.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Input counter

                        
                     
                     
                     	
                        
                        1-9 bytes

                        
                     
                     
                     	
                        
                        The number (positive integer) of inputs included in the transaction.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        List of inputs

                        
                     
                     
                     	
                        
                        Variable

                        
                     
                     
                     	
                        
                        Each input is composed of several fields, including Previous Tx hash, Previous Txout-index, Txin-script length, Txin-script, and optional sequence number. The first transaction in a block is also called a
                           coinbase transaction. It specifies one or more transaction inputs.
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Output counter

                        
                     
                     
                     	
                        
                        1-9 bytes

                        
                     
                     
                     	
                        
                        A positive integer representing the number of outputs.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        List of outputs

                        
                     
                     
                     	
                        
                        Variable

                        
                     
                     
                     	
                        
                        Outputs included in the transaction.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Lock time

                        
                     
                     
                     	
                        
                        4 bytes

                        
                     
                     
                     	
                        
                        This field defines the earliest time when a transaction becomes valid. It is either
                           a Unix timestamp or block height.
                        

                        
                     
                     
                  

                  
               
               
            

            
             

            
            A sample transaction is shown as follows. This is the decoded transaction from the
               first example of a payment transaction provided at the start of this chapter.
            

            { 
   "lock_time":0, 
   "size":226, 
   "inputs":[ 
      { 
         "prev_out":{ 
            "index":139, 
        "hash":"40120e43f00ff96e098a9173f14f1371655b3478bc0a558d6dc17a4ab176387d" 
         }, 
"script":"483045022100de6fd8120d9f142a82d5da9389e271caa3a757b01757c8e4fa7afbf92e74257c02202a78d4fbd52ae9f3a0083760d76f84643cf8ab80f5ef971e3f98ccba2c71758d012102c16942555f5e633645895c9affcb994ea7910097b7734a6c2d25468622f25e12" 
      } 
   ], 
   "version":1, 
   "vin_sz":1, 
   "hash":"d28ca5a59b2239864eac1c96d3fd1c23b747f0ded8f5af0161bae8a616b56a1d", 
   "vout_sz":2, 
   "out":[ 
      { 
         "script_string":"OP_DUP OP_HASH160 c568ffeb46c6a9362e44a5a49deaa6eab05a619a OP_EQUALVERIFY OP_CHECKSIG", 
         "address":"1JzouJCVmMQBmTcd8K4Y5BP36gEFNn1ZJ3", 
         "value":33324, 
         "script":"76a914c568ffeb46c6a9362e44a5a49deaa6eab05a619a88ac" 
      }, 
      { 
         "script_string":"OP_DUP OP_HASH160 9386c8c880488e80a6ce8f186f788f3585f74aee OP_EQUALVERIFY OP_CHECKSIG", 
         "address":"1ET3oBGf8JpunjytE7owyVtmBjmvcDycQe", 
         "value":93376, 
         "script":"76a9149386c8c880488e80a6ce8f186f788f3585f74aee88ac" 
      } 
   ] 
} 

            As shown in the preceding code, there are a number of structures that make up the
               transaction. All these elements are described in the following subsections.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            CoinJoin

            
         
         
         
         
            
            
            CoinJoin is a technique which is used to anonymize the bitcoin transactions by mixing
               them interactively. The idea is based on forming a single transaction from multiple
               entities without causing any change in inputs and outputs. It removes the direct link
               between senders and receivers, which means that a single address can no longer be
               associated with transactions, which could lead to the identification of the users.
               CoinJoin needs cooperation between multiple parties that are willing to create a single
               transaction by mixing payments. Therefore, it should be noted that, if any single
               participant in the CoinJoin scheme does not keep up with the commitment made to cooperate
               for creating a single transaction by not signing the transactions as required, then
               it can result in a denial of service attack.
            

            
            In this protocol, there is no need for a single trusted third party. This concept
               is different from mixing a service which acts as a trusted third party or intermediary
               between the bitcoin users and allows shuffling of transactions. This shuffling of
               transactions results in the prevention of tracing and the linking of payments to a
               particular user.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Easy to compute

            
         
         
         
         
            
            
            Hash functions are efficient and fast one-way functions. It is required that hash
               functions be very quick to compute regardless of the message size. The efficiency
               may decrease if the message is too big, but the function should still be fast enough
               for practical use.
            

            
            In the following section, security properties of hash functions are discussed.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Fully private and proprietary blockchains

            
         
         
         
         
            
            
            There is no mainstream application of these types of blockchains, as they deviate
               from the core concept of decentralization in blockchain technology. Nonetheless, in
               specific private settings within an organization, there could be a need to share data
               and provide some level of guarantee of the authenticity of the data.
            

            
            An example of this type of blockchain might be to allow for collaboration and the
               sharing data between various government departments. In that case, no complex consensus
               mechanism is required, apart from simple state machine replication and an agreement
               protocol with known central validators. Even in private blockchains, tokens are not
               really required, but they can be used as means of transferring value or representing
               some real-world asset.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            CAP theorem and blockchain

            
         
         
         
         
            
            
            CAP theorem, also known as Brewer's theorem, was introduced by Eric Brewer in 1998 as conjecture.
               In 2002, it was proven as a theorem by Seth Gilbert and Nancy Lynch. The theory states
               that any distributed system cannot have consistency, availability, and partition tolerance
               simultaneously:
            

            
            
               
               	Consistency is a property which ensures that all nodes in a distributed system have a single,
                  current, and identical copy of the data.
               

               
               	Availability means that the nodes in the system are up, accessible for use, and are accepting
                  incoming requests and responding with data without any failures as and when required.
                  In other words, data is available at each node and the nodes are responding to requests.
               

               
               	Partition tolerance ensures that if a group of nodes is unable to communicate with other nodes due to
                  network failures, the distributed system continues to operate correctly. This can
                  occur due to network and node failures.
               

               
            

            
            It has been proven that a distributed system cannot have consistency, availability,
               and partition tolerance simultaneously. This is explained with the following example.
               Let's imagine that there is a distributed system with two nodes. Now let us apply
               the three theorem properties on this smallest of possible distributed systems only
               with two nodes.
            

            
            
               
               	Consistency is achieved if both nodes have the same shared state; that is, they have the same
                  up-to-date copy of the data.
               

               
               	Availability is achieved if both nodes are up and running and responding with the latest copy
                  of data.
               

               
               	Partition tolerance is achieved if communication does not break down between two nodes (either due to
                  network issues, Byzantine faults, and so forth), and they are able to communicate
                  with each other.
               

               
            

            
            Now think of scenario where a partition occurs and nodes can no longer communicate
               with each other. If no new updated data comes in, it can only be updated on one node
               only. In that case, if the node accepts the update, then only that one node in the
               network is updated and therefore consistency is lost. Now, if the update is rejected
               by the node, that would result in loss of availability. In that case due to partition
               tolerance, both availability and consistency are unachievable.
            

            
            This is strange because somehow blockchain manages to achieve all of these properties—or
               does it? This will be explained shortly. To achieve fault tolerance, replication is
               used. This is a standard and widely-used method to achieve fault tolerance. Consistency
               is achieved using consensus algorithms in order to ensure that all nodes have the
               same copy of the data. This is also called state machine replication. The blockchain is a means for achieving state machine replication. In general, there
               are two types of faults that a node can experience. Both of these types fall under
               the broader category of faults that can occur in a distributed system:
            

            
            
               
               	Fail-stop fault: This type of fault occurs when a node merely has crashed. Fail-stop faults are the
                  easier ones to deal with of the two fault types. Paxos protocol, introduced earlier
                  in this chapter, is normally used to deal with this type of fault. These faults are
                  simple to deal with
               

               
               	Byzantine faults: The second type of fault is one where the faulty node exhibits malicious or inconsistent
                  behavior arbitrarily. This type is difficult to handle since it can create confusion
                  due to misleading information. This can be a result of an attack by adversaries, a
                  software bug, or data corruption. State machine replication protocols such as PBFT
                  was developed to address this second type of faults.
               

               
            

            
            Strangely, it seems that the CAP theorem is violated in the blockchain, especially
               in its most successful implementation, Bitcoin. However, this is not the case. In
               blockchains, consistency is sacrificed in favor of availability and partition tolerance.
               In this scenario, Consistency (C) on the blockchain is not achieved simultaneously with Partition tolerance (P) and Availability (A), but it is achieved over time. This is called eventual consistency, where consistency
               is achieved as a result of validation from multiple nodes over time. The concept of
               mining was introduced in Bitcoin for this purpose. Mining is a process that facilitates the achievement of consensus by using the PoW consensus
               algorithm. At a higher level, mining can be defined as a process that is used to add
               more blocks to the blockchain. More on this later in Chapter 5, Introducing Bitcoin.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Methods of decentralization

            
         
         
         
         
            
            
            Two methods can be used to achieve decentralization: disintermediation and competition
               (Contest-driven decentralization). These methods will be discussed in detail in the
               sections that follow.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            DigiShield

            
         
         
         
         
            
            
            This is another difficulty retargeting algorithm that has recently been used in Zcash
               with slight variations and after adequate experimentation. This algorithm works by
               going through a fixed number of previous blocks to calculate the time they took to
               be generated and then readjusts the difficulty to the difficulty of the previous block
               by dividing the actual time span by averaging the target time. In this scheme, the
               retargeting is calculated much more rapidly, and also the recovery from a sudden increase
               or decrease in hash rate is quick. This algorithm protects against multipools, which
               can result in rapid hash rate increases.
            

            
            The network difficulty is readjusted every block or every minute depending on the
               implementation. The key innovation is faster readjusting times as compared to KGW.
            

            
            Zcash uses DigiShield v3.0 which uses the following formula for difficulty adjustment:

            
            (New difficulty) = (previous difficulty) x SQRT [ (150 seconds) / (last solve time)

            
            There is detailed discussion available on it at https://github.com/zcash/zcash/issues/147#issuecomment-245140908.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ethereum

            
         
         
         
         
            
            
            Ethereum tops the list as being the first blockchain to introduce a Turing-complete language
               and the concept of a virtual machine. This is in stark contrast to the limited scripting
               language in Bitcoin and many other cryptocurrencies. With the availability of its
               Turing-complete language called Solidity, endless possibilities have opened for the
               development of decentralized applications. This blockchain was first proposed in 2013
               by Vitalik Buterin, and it provides a public blockchain to develop smart contracts
               and decentralized applications. Currency tokens on Ethereum are called Ethers.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Innovation in Bitcoin

            
         
         
         
         
            
            
            Bitcoin has undergone many changes and still evolving into a more and more robust
               and better system by addressing various weaknesses in the system. Especially, performance
               has been a topic of hot debate among Bitcoin experts and enthusiasts for many years.
               As such, various proposals have been made in the last few years to improve Bitcoin
               performance resulting in greater transaction speed, increased security, payment standardization
               and overall performance improvement at the protocol level.
            

            
            These improvement proposals are usually made in the form of BIPs or fundamentally
               new versions of Bitcoin protocols resulting in a new network altogether. Some of the
               changes proposed are implementable via a soft fork but few need a hard fork and as
               a result, give birth to a new currency.
            

            
            In the following sections, we will see what are the various BIPs that can be proposed
               for improvement in Bitcoin and then we will discuss some advanced protocols that have
               been proposed and implemented to address various weaknesses in the Bitcoin.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Bletchley

            
         
         
         
         
            
            
            This project has been introduced by Microsoft, indicating the commitment by Microsoft
               to blockchain technology. Bletchley allows the use of Azure cloud services to build
               blockchains in a user-friendly manner. A major concept introduced by Bletchley is
               called cryptlets, which can be thought of like an advanced version of Oracles that
               reside outside the blockchain and can be called by smart contracts using secure channels.
               These can be written in any language and execute within a secure container.
            

            
            There are two types of cryptlets: utility cryptlets and contract cryptlets. The first type is used to provide basic services such as encryption and basic data
               fetching from external sources, whereas the latter is a more intelligent version that
               is created automatically when a smart contract is created on the chain and resides
               off the chain but still linked to the on-chain contract. Due to this off-chain existence,
               there is no need to execute the contract cryptlets on all nodes of the blockchain
               network. Therefore, this approach results in increased performance of the blockchain.
            

            
            The whitepaper is available at https://github.com/Azure/azure-blockchain-projects/blob/master/bletchley/bletchley-whitepaper.md.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Shared ledger

            
         
         
         
         
            
            
            This is a generic term that is used to describe any application or database that is
               shared by the public or a consortium. Generally, all blockchains, fall into the category
               of a shared ledger.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Address

            
         
         
         
         
            
            
            This data type holds a 160-bit long (20 byte) value. This type has several members
               that can be used to interact with and query the contracts. These members are described
               here:
            

            
            
               
               	Balance: The balance member returns the balance of the address in Wei.
               

               
               	Send: This member is used to send an amount of ether to an address (Ethereum's 160-bit
                  address) and returns true or false depending on the result of the transaction, for example, the following:
               

               
            

                  address to = 0x6414cc08d148dce9ebf5a2d0b7c220ed2d3203da; address from = this; 
      if (to.balance < 10 && from.balance > 50) to.send(20); 

            
               
               	Call functions: The call, callcode, and delegatecall calls are provided in order to interact with functions that do not have ABI. These functions should be used with caution as they are not safe to use due to the
                     impact on type safety and security of the contracts.

               
               	Array value types (ﬁxed size and dynamically sized byte arrays): Solidity has fixed size and dynamically sized byte arrays. Fixed size keywords range
                  from bytes1 to bytes32, whereas dynamically sized keywords include bytes and string. The bytes keyword is used for raw byte data and string is used for strings encoded in UTF-8. As these arrays are returned by the value,
                  calling them will incur gas cost. length is a member of array value types and returns the length of the byte array.

               
            

            
            An example of a static (fixed size) array is as follows:

                  bytes32[10] bankAccounts; 

            An example of a dynamically sized array is as follows:

                  bytes32[] trades;  

            Get length of trades by using the following code:

                  trades.length; 

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            Hyperledger as a protocol

            
         
         
         
         
            
            
            Hyperledger is aiming to build new blockchain platforms that are driven by industry
               use cases. As there have been many contributions made to the Hyperledger project by
               the community, Hyperledger blockchain platform is evolving into a protocol for business
               transactions. Hyperledger is also evolving into a specification that can be used as
               a reference to build blockchain platforms as compared to earlier blockchain solutions
               that address only a specific type of industry or requirement.
            

            
            In the following section, a reference architecture is presented that has been published
               by the Hyperledger project. As this work is under continuous and rigorous development,
               some changes are expected in this, but core services are expected to remain unchanged.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The genesis block

            
         
         
         
         
            
            
            This is the first block in the Bitcoin blockchain. The genesis block was hardcoded
               in the bitcoin core software. It is in the chainparams.cpp file (https://github.com/bitcoin/bitcoin/blob/master/src/chainparams.cpp):
            

            static CBlock CreateGenesisBlock(uint32_t nTime, uint32_t nNonce, uint32_t nBits, int32_t nVersion, const CAmount& genesisReward) 
{ 
   const char* pszTimestamp = "The Times 03/Jan/2009 Chancellor on brink of second bailout for banks"; 
   const CScript genesisOutputScript = CScript() <<  
ParseHex("04678afdb0fe5548271967f1a67130b7105cd6a828e03909a67962e0ea1f61deb649f6bc3f4cef38c4f35504e51ec112de5c384df7ba0b8d578a4c702b6bf11d5f") << OP_CHECKSIG; 
   return CreateGenesisBlock(pszTimestamp, genesisOutputScript, nTime, nNonce, 
   nBits, nVersion, genesisReward); 
} 

            Bitcoin provides protection against double spending by enforcing strict rules on transaction
               verification and via mining. Transactions and blocks are added in the blockchain only
               after strict rule checking explained earlier in the Transaction verification section and successful PoW solution. Block height is the number of blocks before
               a particular block in the blockchain. The current height (as of March 6, 2018) of
               the blockchain is 512,328 blocks. PoW is used to secure the blockchain. Each block
               contains one or more transactions, out of which the first transaction is a coinbase
               transaction. There is a special condition for coinbase transactions that prevent them
               from being spent until at least 100 blocks in order to avoid a situation where the
               block may be declared stale later on.
            

            
            Stale blocks are created when a block is solved and every other miner who is still
               working to find a solution to the hash puzzle is working on that block. Mining and
               hash puzzles will be discussed later in the chapter in detail. As the block is no
               longer required to be worked on, this is considered a stale block.
            

            
            Orphan blocks are also called detached blocks and were accepted at one point in time
               by the network as valid blocks but were rejected when a proven longer chain was created
               that did not include this initially accepted block. They are not part of the main
               chain and can occur at times when two miners manage to produce the blocks at the same
               time.
            

            
            The latest block version is version 4, which was proposed with BIP65 and has been
               used since bitcoin core client 0.11.2 since the implementation of BIP9 bits in the
               nVersion field are being used to indicate soft fork changes.
            

            
            Because of the distributed nature of bitcoin, network forks can occur naturally. In
               cases where two nodes simultaneously announce a valid block can result in a situation
               where there are two blockchains with different transactions. This is an undesirable
               situation but can be addressed by the Bitcoin network only by accepting the longest
               chain. In this case, the smaller chain will be considered orphaned. If an adversary
               manages to gain 51% control of the network hash rate (computational power), then they
               can impose their own version of transaction history.
            

            
            Forks in blockchain can also occur with the introduction of changes in the Bitcoin
               protocol. In case of a soft fork, a client which chooses not to upgrade to the latest version supporting the updated
               protocol will still be able to work and operate normally. In this case, previous and
               new blocks are both acceptable, thus making soft fork backwards compatible.
            

            
            In case of a soft fork, only miners are required to upgrade to the new client software
               in order to make use of the new protocol rules. Planned upgrades do not necessarily
               create forks because all users should have updated already. A hard fork, on the other
               hand, invalidates previously valid blocks and requires all users to upgrade. New transaction
               types are sometimes added as a soft fork, and any changes such as block structure
               change or major protocol changes results in a hard fork. The current size of the bitcoin
               blockchain as of October 29, 2017, stands at approximately 139 GB.
            

            
            The following diagram shows the size increase of blockchain as a function of time:

            
            

            
            Current size of blockchain as of 29/10/2017

            
            New blocks are added to the blockchain approximately every 10 minutes and network
               difficulty is adjusted dynamically every 2016 blocks in order to maintain a steady
               addition of new blocks to the network.
            

            
            Network difficulty is calculated using the following equation:

            
            Target = Previous target * Time/2016 * 10 minutes

            
            Difficulty and target are interchangeable and represent the same thing. Previous target
               represents the old target value, and time is the time spent to generate previous 2016
               blocks. Network difficulty basically means how hard it is for miners to find a new
               block, that is, how difficult the hashing puzzle is now.
            

            
            In the next section, mining is discussed, which will explain how the hashing puzzle
               is solved.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            APIs, tools, and DApps

            
         
         
         
         
            
            
            Web3 JavaScript API provides an interface to the Ethereum blockchain via JavaScript.
               It provides an object called web3 which contains other objects that expose different methods to support interaction
               with the blockchain. This API covers methods related to administration of the blockchain,
               debugging, account-related operations, supporting protocols methods for Whisper, storage,
               and other network related operations.
            

            
            This API will be discussed in detail in the next chapter, Chapter 12, Ethereum Development Environment where we will see how to interact with the Ethereum blockchain.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transaction fee

            
         
         
         
         
            
            
            Transaction fees are charged by the miners. The fee charged is dependent upon the
               size and weight of the transaction. Transaction fees are calculated by subtracting
               the sum of the inputs and the sum of the outputs.
            

            
            A simple formula can be used:

            
            fee = sum(inputs) - sum(outputs)

            
            The fees are used as an incentive for miners to encourage them to include a user transaction
               in the block the miners are creating. All transactions end up in the memory pool,
               from where miners pick up transactions based on their priority to include them in
               the proposed block. The calculation of priority is introduced later in this chapter;
               however, from a transaction fee point of view, a transaction with a higher fee will
               be picked up sooner by the miners.
            

            
            There are different rules based on which fee is calculated for various types of actions,
               such as sending transactions, inclusion in blocks, and relaying by nodes. Fees are
               not fixed by the Bitcoin protocol and are not mandatory; even a transaction with no
               fee will be processed in due course but may take a very long time. This is however
               no longer practical due to the high volume of transactions and competing investors
               on the Bitcoin network, therefore it is advisable to provide a fee always. The time
               for transaction confirmation usually ranges from 10 minutes to over 12 hours in some
               cases. Transaction time is dependent on transaction fees and network activity. If
               the network is very busy then naturally transactions will take longer to process and
               if you pay a higher fee then your transaction is more likely to be picked by miners
               first due to additional incentive of the higher fee.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Tendermint

            
         
         
         
         
            
            
            Tendermint is a software that provides a BFT consensus mechanism and state machine
               replication functionality to an application. Its main motivation is to develop a general
               purpose, secure, and high-performance replicated state machine.
            

            
            There are two components in Tendermint, which are described in the following section.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Field

            
         
         
         
         
            
            
            A field is a set that contains both additive and multiplicative groups. More precisely, all
               elements in the set form an additive and multiplicative group. It satisfies specific
               axioms for addition and multiplication. For all group operations, the distributive law is also applied. The law dictates that the same sum or product will be produced even
               if any of the terms or factors are reordered.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The block validation mechanism

            
         
         
         
         
            
            
            An Ethereum block is considered valid if it passes the following checks:

            
            
               
               	Consistent with uncles and transactions, this means that all ommers (uncles) satisfy
                  the property that they are indeed uncles and also if the PoW for uncles is valid.
               

               
               	If the previous block (parent) exists and is valid.

               
               	If the timestamp of the block is valid. This means that the current block's timestamp
                  must be higher than the parent block's timestamp. Also, it should be less than 15
                  minutes into the future. All block times are calculated in epoch time (Unix time).
               

               
               	If any of these checks fails, the block will be rejected.

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Base58Check encoding

            
         
         
         
         
            
            
            Bitcoin addresses are encoded using the Base58Check encoding. This encoding is used
               to limit the confusion between various characters, such as 0OIl as they can look the
               same in different fonts. The encoding basically takes the binary byte arrays and converts
               them into human-readable strings. This string is composed by utilizing a set of 58
               alphanumeric symbols. More explanation and logic can be found in the base58.h source file (https://github.com/bitcoin/bitcoin/blob/master/src/base58.h) in the bitcoin source code:
            

            /**
* Why base-58 instead of standard base-64 encoding?
* - Don't want 0OIl characters that look the same in some fonts and
* could be used to create visually identical looking data.
* - A string with non-alphanumeric characters is not as easily accepted as input.
* - E-mail usually won't line-break if there's no punctuation to break at.
* - Double-clicking selects the whole string as one word if it's all alphanumeric.
*/

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            Tools and libraries

            
         
         
         
         
            
            
            There are various tools and libraries available for Ethereum. The most common ones
               are discussed here.
            

            
            In this section, we will first install prerequisites that are required for developing
               applications for Ethereum. First requirement is Node, which will see next.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transaction veriﬁcation

            
         
         
         
         
            
            
            This verification process is performed by Bitcoin nodes. The following is described
               in the Bitcoin developer guide:
            

            
            
               
               	Check the syntax and ensure that the syntax and data structure of the transaction
                  conforms to the rules provided by the protocol.
               

               
               	Verify that no transaction inputs and outputs are empty.

               
               	Check whether the size in bytes is less than the maximum block size.

               
               	The output value must be in the allowed money range (0 to 21 million BTC).

               
               	All inputs must have a specified previous output, except for coinbase transactions,
                  which should not be relayed.
               

               
               	Verify that nLockTime must not exceed 31-bits. (nLockTime specifies the time before which transaction will not be included in the block.)
               

               
               	For a transaction to be valid, it should not be less than 100 bytes.

               
               	The number of signature operations in a standard transaction should be less than or
                  not more than two.
               

               
               	Reject nonstandard transactions; for example, ScriptSig is allowed to only push numbers on the stack. ScriptPubkey not passing the isStandard() checks. The isStandard() checks specify that only standard transactions are allowed.
               

               
               	A transaction is rejected if there is already a matching transaction in the pool or
                  in a block in the main branch.
               

               
               	The transaction will be rejected if the referenced output for each input exists in
                  any other transaction in the pool.
               

               
               	For each input, there must exist a referenced output unspent transaction.

               
               	For each input, if the referenced output transaction is the coinbase, it must have
                  at least 100 confirmations; otherwise, the transaction will be rejected.
               

               
               	For each input, if the referenced output does not exist or has been spent already,
                  the transaction will be rejected.
               

               
            

            
            
               
               	Using the referenced output transactions to get input values, verify that each input
                  value, as well as the sum, is in the allowed range of 0-21 million BTC. Reject the
                  transaction if the sum of input values is less than the sum of output values.
               

               
               	Reject the transaction if the transaction fee would be too low to get into an empty
                  block.
               

               
               	Each input unlocking script must have corresponding valid output scripts.

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Strong research interest

            
         
         
         
         
            
            
            Blockchain technology has stimulated intense research interest both in academia and
               the commercial sector. In recent years, the interest has dramatically increased, and
               now major institutions and researchers around the world are exploring this technology.
               This growth in interest is primarily because blockchain technology can help to make
               businesses efficient, reduce costs, and make things transparent. Academic interest
               is around addressing hard problems in cryptography, consensus mechanisms, performance,
               and addressing other limitations in blockchains.
            

            
            As blockchain technology comes under the broader umbrella of distributed systems,
               many researchers from distributed computing research have focused their research on
               blockchain technology. For example, UCL has a dedicated department, the UCL Research
               Centre for Blockchain Technologies, which focuses on blockchain technology research.
            

            
            Another example is the ETH Zurich distributed computing group (https://disco.ethz.ch) that has published seminal research regarding blockchain technology. A recent journal
               called the Ledger Journal has recently published its first issue of research papers.
            

            
            It is available at http://www.ledgerjournal.org/ojs/index.php/ledger.
            

            
            There are now teams and departments dedicated to blockchain research and development
               in various academic and commercial institutes.
            

            
            Although the initiatives mentioned here are not an exhaustive list by any stretch
               of the imagination, it is still a solid indication that this is a subject of extreme
               interest for researchers, and more research and development is expected to be seen
               in 2018 and beyond. Another organization called The Initiative for Cryptocurrencies & Contracts (IC3), is also researching smart contract and blockchain technologies. IC3 aims to address
               performance, confidentiality, and safety issues in blockchains and smart contracts
               and runs multiple projects to address these issues.
            

            
            More information about projects running in IC3 is available online at http://www.initc3.org/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Oracle service

            
         
         
         
         
            
            
            Oracle services either sign a transaction containing a fact, if it is true, or can
               themselves provide factual data. They allow real-world feed into the distributed ledgers.
               Oracles were discussed in Chapter 9, Smart Contracts.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            FPGA

            
         
         
         
         
            
            
            Even GPU mining did not last long, and soon miners found another way to perform mining
               using FPGAs. Field Programmable Gate Array (FPGA) is basically an integrated circuit that can be programmed to perform specific operations.
               FPGAs are usually programmed in Hardware Description Languages (HDLs), such as Verilog and VHDL. Double SHA-256 quickly became an attractive programming
               task for FPGA programmers and several open source projects started too. FPGA offered
               much better performance as compared to GPUs; however, issues such as accessibility,
               programming difficulty, and the requirement for specialized knowledge to program and
               configure FPGAs resulted in a short life of the FPGA era for bitcoin mining.
            

            
            The arrival of ASICs resulted in quickly phased out FPGA- based systems for mining.
               Mining hardware such as X6500 miner, Ztex, and Icarus were developed during the time
               when FPGA mining was profitable. Various FPGA manufacturers, such as Xilinx and Altera,
               produce FPGA hardware and development boards that can be used to program mining algorithms.
               It should be noted that GPU mining is still profitable for some other cryptocurrencies
               to some extent such as Zcoin (https://zcoin.io/guide-on-how-to-mine-zcoin-xzc/), but not Bitcoin, because network difficulty of Bitcoin is so high that only ASICs
               (specialized hardware) running in parallel can produce some reasonable profit.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Modular arithmetic

            
         
         
         
         
            
            
            Also known as clock arithmetic, numbers in modular arithmetic wrap around when they
               reach a certain fixed number. This fixed number is a positive number called modulus, and all operations are performed concerning this fixed number. Analogous to a clock,
               there are numbers from 1 to 12. When it reaches 12, the number 1 starts again. In
               other words, this type of arithmetic deals with the remainders after the division
               operation. For example, 50 mod 11 is 6 because 50 / 11 leaves a remainder of 6.
            

            
            This completes a basic introduction to some mathematical concepts involved in cryptography.
               In the next section, you will be introduced to cryptography concepts.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Bitcoin Unlimited

            
         
         
         
         
            
            
            In this proposal, the size of the block is increased but not set to a hard limit.
               Instead, miners come to a consensus on the block size cap over a period of time. Other
               concepts such as parallel validation and extreme thin blocks have also been proposed in Bitcoin Unlimited.
            

            
            Its client is available for download at https://www.bitcoinunlimited.info.
            

            
            Extreme thin blocks allow for a faster block propagation between Bitcoin nodes. In
               this scheme the node requesting blocks sends a getdata request along with a bloom filter to another node. Purpose of this bloom filter is
               to filter out the transactions that already exists in the mempool (short for memory pool) of the requesting node. The node then sends back a thin block only containing the missing transactions. This fixes an inefficiency in Bitcoin where
               by transaction are regularly received twice, once at the time of broadcast by the
               sender and then again when a mined block is broadcasted with the confirmed transaction.
            

            
            Parallel validation allows nodes to validate more than one block along with new incoming
               transactions in parallel. This mechanism is in contrast to Bitcoin where a node during
               its validation period after receiving a new block cannot relay new transactions or
               validate any blocks until it has accepted or rejected the block.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Blockchain defined

            
         
         
         
         
            
            
            Layman's definition: Blockchain is an ever-growing, secure, shared record keeping system in which each
               user of the data holds a copy of the records, which can only be updated if all parties
               involved in a transaction agree to update.

               Technical definition: Blockchain is a peer-to-peer, distributed ledger that is cryptographically-secure,
               append-only, immutable (extremely hard to change), and updateable only via consensus
               or agreement among peers.
            

            
            Now let's examine the preceding definitions in more detail. We will look at all keywords
               in the definitions one by one.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Plasma

            
         
         
         
         
            
            
            Another recent scalability proposal is Plasma, which has been proposed by Joseph Poon and Vitalik Buterin. This proposal describes
               the idea of running smart contracts on root blockchain (Ethereum MainNet) and have
               child blockchains that perform high number of transactions to feedback small amounts
               of commitments to the parent chain. In this scheme, blockchains are arranged in a
               tree hierarchy with mining performed only on the root (main) blockchain which feeds
               the proofs of security down to child chains. This is also called a Layer-2 system,
               like state channels also operate on Layer 2, and not on the main chain.
            

            
            The research paper is available at http://plasma.io.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Zcash on Ethereum

            
         
         
         
         
            
            
            A recent project by the Ethereum R&D team is the implementation of Zcash on Ethereum.
               This is an exciting project whereby developers are trying to create a privacy layer
               for Ethereum using ZK-SNARKs already used in Zcash project. With Zcash implementation
               on Ethereum, the aim is to create a platform that allows applications such as voting
               where privacy is of paramount importance.
            

            
            It will also allow the creation of anonymous tokens on Ethereum that can be used in
               a number of applications.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Architecture

            
         
         
         
         
            
            
            The main components of the Corda platform include state objects, contract code, legal
               prose, transactions, consensus, and flows. We will now explore them in more detail.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Distributed Ledger Technology

            
         
         
         
         
            
            
            It should be noted that over the last few years, the terms distributed ledger or Distributed Ledger Technology (DLT) have grown to be commonly used to describe blockchain in finance industry. Sometimes,
               blockchain and DLT are used interchangeably. Though this is not entirely accurate,
               it is how the term has evolved recently, especially in the finance sector. In fact,
               DLT is now a very active and thriving area of research in the financial sector. From
               a financial sector point of view, DLTs are permissioned blockchains that are shared
               and used between known participants. DLTs usually serve as a shared database, with
               all participants known and verified. They do not have a cryptocurrency or do not require
               mining to secure the ledger.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Compression of arbitrary messages into fixed-length digest

            
         
         
         
         
            
            
            This property relates to the fact that a hash function must be able to take an input
               text of any length and output a fixed-length compressed message. Hash functions produce
               a compressed output in various bit sizes, usually between 128-bits and 512-bits.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Contract creation transaction

            
         
         
         
         
            
            
            There are a few essential parameters that are required when creating an account. These
               parameters are listed as follows:
            

            
            
               
               	Sender

               
               	Original transactor (transaction originator)

               
               	Available gas

               
               	Gas price

               
               	Endowment, which is the amount of ether allocated

               
               	A byte array of an arbitrary length

               
               	Initialization EVM code

               
               	Current depth of the message call/contract-creation stack (current depth means the
                  number of items that are already there in the stack)
               

               
            

            
            Addresses generated as a result of contract creation transaction are 160-bit in length.
               Precisely, as defined in the yellow paper, they are the rightmost 160-bits of the
               Keccak hash of the RLP encoding of the structure containing only the sender and the
               nonce. Initially, the nonce in the account is set to zero. The balance of the account
               is set to the value passed to the contract. Storage is also set to empty. Code hash
               is Keccak 256-bit hash of the empty string.
            

            
            The new account is initialized when the EVM code (the Initialization EVM code, mentioned
               earlier) is executed. In the case of any exception during code execution, such as
               not having enough gas (running Out Of Gas, OOG), the state does not change. If the
               execution is successful, then the account is created after the payment of appropriate
               gas costs.
            

            
            Since the Ethereum (Homestead) is the result of a contract creation transaction is
               either a new contract with its balance or no new contract is created with no transfer
               of value. This is in contrast to versions prior to Homestead, where the contract would
               be created regardless of the contract code deployment being successful or not due
               to an out-of-gas exception.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Cryptoeconomics

            
         
         
         
         
            
            
            New fields of research are emerging with blockchains, most notably, cryptoeconomics,
               which is the study of protocols governing the decentralized digital economy. With
               the advent of blockchains and cryptocurrencies, research in this area has also grown.
               Cryptoeconomics has been defined as a combination of mathematics, cryptography, economics,
               and game theory by Vitalik Buterin.
            

            
            There is an excellent presentation available at https://vitalik.ca/files/intro_cryptoeconomics.pdf.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
         
            
            
            

            
            mapt.io

            
            Mapt is an online digital library that gives you full access to over 5,000 books and
               videos, as well as industry leading tools to help you plan your personal development
               and advance your career. For more information, please visit our website.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            State storage in the Ethereum blockchain

            
         
         
         
         
            
            
            At a fundamental level, Ethereum blockchain is a transaction and consensus-driven
               state machine. The state needs to be stored permanently in the blockchain. For this
               purpose, world state, transactions, and transaction receipts are stored on the blockchain
               in blocks. We discuss these components next.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Programming languages

            
         
         
         
         
            
            
            Code for smart contracts in Ethereum is written in a high-level language such as Serpent,
               LLL, Solidity, or Viper and is converted into the bytecode that EVM understands for
               it to be executed.
            

            
            Solidity is one of the high-level languages that has been developed for Ethereum with JavaScript
               like syntax to write code for smart contracts. Once the code is written, it is compiled
               into bytecode that's understandable by the EVM using the Solidity compiler called
               solc.
            

            
            Official Solidity documentation is available at http://solidity.readthedocs.io/en/latest/.

            
            Low-level Lisp-like Language (LLL) is another language that is used to write smart contract code. Serpent is a Python-like high-level language that can be used to write smart contracts for
               Ethereum. Vyper is a newer language which has been developed from scratch to achieve a secure, simple,
               and auditable language.
            

            
            More information regarding Vyper is available at https://github.com/ethereum/vyper.
            

            
            LLL and Serpent are no longer supported by the community and their usage has almost
               diminished. Most commonly used language is Solidity, which we will discuss at length
               in this chapter.
            

            
            For example, a simple program in Solidity is shown as follows:

            pragma solidity ^0.4.0;  
contract Test1 
{ 
    uint x=2; 
    function addition1(uint x) returns (uint y)  
    { 
        y=x+2; 
    } 
} 

            This program is converted into bytecode, as shown in the following subsection. Details
               on how to compile Solidity code with examples will be given in Chapter 13, Development Tools and Frameworks.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Deploying smart contracts on a blockchain

            
         
         
         
         
            
            
            Smart contracts may or may not be deployed on a blockchain, but it makes sense to
               deploy them on a blockchain due to the distributed and decentralized consensus mechanism
               provided by blockchain. Ethereum is an example of a blockchain platform that natively
               supports the development and deployment of smart contracts. Smart contracts on Ethereum
               blockchain are usually part of a broader application such as Decentralized Autonomous organization (DAOs).
            

            
            As a comparison, in Bitcoin blockchain, the transaction timelocks such as the nLocktime field and CHECKLOCKTIMEVERIFY (CLTV), CHECKSEQUENCEVERIFY script operator in the
               Bitcoin transaction can be seen as an enabler of a simple version of a smart contract.
               These timelocks enable a transaction to be locked until a specified time or until
               a number of blocks, thus enforcing a basic contract that a certain transaction can
               only be unlocked if certain conditions (elapsed time or number of blocks) are met.
               For example, you can implement conditions such as "Pay party X, N amount of bitcoins
               after 3 months". However, this is very limited and should be only viewed as an example
               of a basic smart contract. In addition to the example mentioned above, Bitcoin scripting
               language, though limited, can be used to construct basic smart contracts. One example,
               of a basic smart contract, is to fund a Bitcoin address that can be spent by anyone
               who demonstrates a "hash collision attack". This was a contest that was announced
               on the Bitcointalk forum where bitcoins were set as a reward for whoever manages to
               find hash collisions (we discussed this concept in Chapter 4, Public Key Cryptography) for hash functions. This conditional unlocking of Bitcoin only on the demonstration
               of a successful attack is a basic type of smart contract.
            

            
            This idea was presented on the Bitcointalk forum, and more information can be found
               at https://bitcointalk.org/index.php?topic=293382.0. This can also be considered a basic form of smart contract.
            

            
            Various other blockchain platforms support smart contracts such as Monax, Lisk, Counterparty,
               Stellar, Hyperledger fabric, corda, and Axoni core. Smart contracts can be developed
               in various languages. The critical requirement, however, is determinism, which is
               very important because it is vital that regardless of where the smart contract code
               executes, it produces the same result every time and everywhere. This requirement
               of deterministic nature of smart contracts also implies that smart contract code is
               absolutely bug-free. Validation and verification of smart contracts is an active area
               of research and detailed discussion of this topic will be presented in Chapter 18, Scalability and Other Challenges. Various languages have been developed to build smart contracts such as Solidity,
               which runs on Ethereum Virtual Machine (EVM). It's worth noting that there are platforms which already support mainstream languages
               for smart contract development, such as Lisk which supports JavaScript. However, another
               prominent example is Hyperledger fabric which supports Golang, Java, and JavaScript
               for smart contract development.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Encryption and decryption using RSA

            
         
         
         
         
            
            
            RSA uses the following equation to produce ciphertext:

            
            C = Pe mod n

            
            This means that plaintext P is raised to e number of times and then reduced to modulo n. Decryption in RSA is provided in the following equation:
            

            
            P = Cd mod n

            
            This means that the receiver who has a public key pair (n, e) can decipher the data by raising C to the value of the private key d and reducing to modulo n.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transactions

            
         
         
         
         
            
            
            Transactions are at the core of the bitcoin ecosystem. Transactions can be as simple
               as just sending some bitcoins to a bitcoin address, or it can be quite complex depending
               on the requirements. Each transaction is composed of at least one input and output.
               Inputs can be thought of as coins being spent that have been created in a previous
               transaction and outputs as coins being created. If a transaction is minting new coins,
               then there is no input and therefore no signature is needed. If a transaction is to
               send coins to some other user (a bitcoin address), then it needs to be signed by the
               sender with their private key and a reference is also required to the previous transaction
               in order to show the origin of the coins. Coins are, in fact, unspent transaction
               outputs represented in Satoshis.
            

            
            Transactions are not encrypted and are publicly visible in the blockchain. Blocks
               are made up of transactions and these can be viewed using any online blockchain explorer.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Embark

            
         
         
         
         
            
            
            This is a development framework for Ethereum which allows similar functionality to
               Truffle, which is discussed in Chapter 14, Introducing Web3. It allows automatic deployment of smart contracts, easier integration with JavaScript,
               and, especially, easier integration with IPFS. This is a very feature-rich framework,
               and many more functionalities are available. It can be installed via npm.
            

            
            This framework is available at GitHub: https://github.com/iurimatias/embark-framework.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The yellow paper

            
         
         
         
         
            
            
            The Ethereum yellow paper available at https://ethereum.github.io/yellowpaper/paper.pdf has been written by Dr. Gavin Wood, Founder, Ethereum & Parity (http://gavwood.com) and serves as a formal definition of the Ethereum protocol. Anyone can implement
               an Ethereum client by following the protocol specifications defined in the paper.
            

            
            While this paper can be somewhat challenging to read, especially for those who do
               not have a background in algebra or mathematics and are not familiar with mathematical
               notations, it contains a complete formal specification of Ethereum. This specification
               can be used to implement a fully compliant Ethereum client.
            

            
            The list of all symbols with their meanings used in the paper is provided here with
               the anticipation that it will make reading the Ethereum yellow paper more accessible.
               Once symbol meanings are known, it becomes quite easy to understand the concepts and
               specifications described.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Summary

            
         
         
         
         
            
            
            This chapter started with the introduction of programming languages for programming
               smart contracts in Ethereum. After this, other concepts such as blocks, block structure,
               gas, and messages were also introduced and discussed in detail. The later sections
               of the chapter introduced the practical installation and management of Ethereum clients.
               Two most famous clients, Geth and Parity, were discussed.
            

            
            Finally, supporting protocols and topics related to challenges faced by Ethereum were
               presented. Ethereum is under continuous development, and new improvements are being
               made by a dedicated community of developers regularly. Ethereum improvement proposals,
               available at https://github.com/ethereum/EIPs, are also an indication of the magnitude of research and keen interest by the community
               in this technology. Moreover, a recently launched initiative, Enterprise Ethereum Alliance (EEA) is aiming to develop enterprise-grade Ethereum platform which will be capable of
               meeting enterprise-level business requirements.
            

            
            In the next chapter, we will explore Ethereum smart contract development, relevant
               tools and frameworks.
            

            
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The DAO

            
         
         
         
         
            
            
            The DAO is one of the highest crowdfunded projects, and it started in April 2016.
               This was a set of smart contracts written to provide a platform for investment. Due
               to a bug in the code, this was hacked in June 2016, and an equivalent of 50 million
               dollars was siphoned out of the DAO into another account.
            

            
            Even though the term hacked is used above, it was not really hacked, the smart contract
               simply did what it was asked to do. It was just an unintentional behavior that programmers
               of the DAO did not foresee. This incident resulted in a hard fork on Ethereum to recover
               from the attack. It should be noted that the notion of code is the law or unstoppable smart contracts should be viewed with some skepticism as the implementation
               of these concepts is not mature enough to merit full and unquestionable trust. This
               is evident from the recent events where the Ethereum foundation was able to stop and
               change the execution of The DAO by introducing a hard fork. Though this hard fork was introduced for genuine reasons,
               it goes against the true spirit of decentralization, and the notion of code is law. On the other hand, resistance against this hard fork and some miners who decided
               to keep mining on the original chain resulted in the creation of Ethereum Classic.
               This chain is the original, non-forked Ethereum blockchain where the code is still the law.
            

            
            This attack highlights the dangers of not formally and thoroughly testing smart contracts.
               It also highlights the absolute need to develop a formal language for development
               and verification of smart contracts. The attack also highlighted the importance of
               thorough testing to avoid the issues that the DAO experienced. There have been various vulnerabilities discovered in Ethereum recently
                  around the smart contract development language. Therefore, it is of utmost importance
                  that a standard framework is developed to address all these issues. Some work has
                  already begun, for example, an online service at https://securify.ch, which provides tools to formally verify smart contract. However, this area is ripe
                  for more research to address limitations in smart contract languages.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Consensus plane

            
         
         
         
         
            
            
            The second layer is called the consensus plane. This layer is responsible for mining
               and achieving consensus. Bottlenecks in this layer revolve around limitations in PoW
               algorithms whereby increasing consensus speed and bandwidth results in compromising
               the security of the network due to an increase in the number of forks.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ripple

            
         
         
         
         
            
            
            Introduced in 2012, Ripple is a currency exchange and real-time gross settlement system.
               In Ripple, the payments are settled without any waiting as opposed to traditional
               settlement networks, where it can take days for settlement.
            

            
            It has a native currency called Ripples (XRP). It also supports non-XRP payments. This system is considered similar to an old
               traditional money transfer mechanism known as Hawala. This system works by making use of agents who take the money and a password from
               the sender, then contact the payee's agent and instruct them to release funds to the
               person who can provide the password. The payee then contacts the local agent, tells
               them the password and collects the funds. An analogy to the agent is gateway in Ripple.
               This is just a very simple analogy; the actual protocol is rather complex but principally
               it is the same.
            

            
            The Ripple network is composed of various nodes that can perform different functions
               based on their type:
            

            
            
               
               	User nodes: These nodes use in payment transactions and can pay or receive payments.
               

               
               	Validator nodes: These nodes participate in the consensus mechanism. Each server maintains a set
                  of unique nodes, which it needs to query while achieving consensus. Nodes in the Unique Node List (UNL) are trusted by the server involved in the consensus mechanism and will accept votes
                  only from this list of unique nodes.
               

               
            

            
            Ripple is sometimes not considered a truly decentralized network as there are network
               operators and regulators involved. However, it can be considered decentralized due
               to the fact that anyone can become part of the network by running a validator node.
               Moreover, the consensus process is also decentralized because any changes proposed
               to make on the ledger have to be decided by following a scheme of super majority voting.
               However, this is a hot topic among researchers and enthusiasts and there are arguments
               against and in favor of each school of thought. There are some discussions online
               that readers can refer to for further exploration of these ideas.
            

            
            You can find these online discussions at the following links:

               
               
                  
                  	https://www.quora.com/Why-is-Ripple-centralized

                  
                  	https://thenextweb.com/hardfork/2018/02/06/ripple-report-bitmex-centralized/

                  
                  	https://www.reddit.com/r/Ripple/comments/6c8j7b/is_ripple_centralized_and_other_related_questions/?st=jewkor7b&amp;sh=e39bc635

                  
               

               
            

            
            Ripple maintains a globally distributed ledger of all transactions that are governed
               by a novel low-latency consensus algorithm called Ripple Protocol Consensus Algorithm (RPCA). The consensus process works by achieving an agreement on the state of an open ledger
               containing transactions by seeking verification and acceptance from validating servers
               in an iterative manner until an adequate number of votes are achieved. Once enough
               votes are received (a super majority, initially 50% and gradually increasing with
               each iteration up to at least 80%) the changes are validated and the ledger is closed.
               At this point, an alert is sent to the whole network indicating that the ledger is
               closed.
            

            
            Original research paper for RPCA is available at https://ripple.com/files/ripple_consensus_whitepaper.pdf.
            

            
            In summary, the consensus protocol is a three-phase process:

            
            
               
               	Collection phase: In this phase validating nodes gather all transactions broadcasted on the network
                  by account owners and validate them. Transactions, once accepted, are called candidate
                  transactions and can be accepted or rejected based on the validation criteria.
               

               
               	Consensus phase: After the collection phase the consensus process starts, and after achieving it
                  the ledger is closed.
               

               
               	Ledger closing phase: This process runs asynchronously every few seconds in rounds and, as result, the
                  ledger is opened and closed (updated) accordingly:
               

               
            

            
            

            
            Ripple consensus protocol phases

            
            In a Ripple network, there are a number of components that work together in order
               to achieve consensus and form a payment network. These components are discussed individually
               here:
            

            
            
               
               	Server: This component serves as a participant in the consensus protocol. Ripple server
                  software is required in order to be able to participate in consensus protocol.
               

               
               	Ledger: This is the main record of balances of all accounts on the network. A ledger contains
                  various elements such as ledger number, account settings, transactions, timestamp,
                  and a flag that indicates the validity of the ledger.
               

               
            

            
            
               
               	Last closed ledger: A ledger is closed once consensus is achieved by validating nodes.
               

               
               	Open ledger: This is a ledger that has not been validated yet and no consensus has been reached
                  about its state. Each node has its own open ledger, which contains proposed transactions.
               

               
               	Unique Node List: This is a list of unique trusted nodes that a validating server uses in order to
                  seek votes and subsequent consensus.
               

               
               	Proposer: As the name suggests, this component proposes new transactions to be included in
                  the consensus process. It is usually a subset of nodes (UNL defined in the previous
                  point) that can propose transactions to the validating server.
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Enums

            
         
         
         
         
            
            
            This allows the creation of user-defined types. An example is shown as follows:

            enum Order {Filled, Placed, Expired };  
Order private ord; 
ord=Order.Filled; 

            Explicit conversion to and from all integer types is allowed with enums.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Other challenges

            
         
         
         
         
            
            
            Apart from security and privacy, discussed in Chapter 18, Scalability and Other Challenges, several other hurdles should be addressed before the mainstream adoption of blockchains
               can be realized. These include regulation, government control, immature technology,
               integration with existing systems, and implementation costs.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Casper

            
         
         
         
         
            
            
            This is the Proof of Stake algorithm for Ethereum in development. Significant research
               has already been conducted in this area and is expected to be implemented in 2017.
               The nodes become bonded validators in a Casper-based Ethereum network and are required
               to pay a security deposit for them to be able to propose new blocks.
            

            
            Casper research paper is available at https://github.com/ethereum/research/blob/master/papers/casper-basics/casper_basics.pdf.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Wallets

            
         
         
         
         
            
            
            The wallet software is used to store private or public keys and Bitcoin address. It
               performs various functions, such as receiving and sending bitcoins. Nowadays, software
               usually offers both functionalities: Bitcoin client and wallet. On the disk, the Bitcoin
               core client wallets are stored as the Berkeley DB file:
            

            $ file wallet.dat 
wallet.dat: Berkeley DB (B-tree, version 9, native byte-order)

            Private keys are generated by randomly choosing a 256-bit number by wallet software.
               The rules of generation are predefined and were discussed in Chapter 4, Public Key Cryptography. Private keys are used by wallets to sign the outgoing transactions. Wallets do not
               store any coins, and there is no concept of wallets storing balance or coins for a
               user. In fact, in the Bitcoin network, coins do not exist; instead, only transaction
               information is stored on the blockchain (more precisely, UTXO, unspent outputs), which
               are then used to calculate the number of bitcoins.
            

            
            In Bitcoin, there are different types of wallets that can be used to store private
               keys. As a software program, they also provide some functions to the users to manage
               and carry out transactions on the Bitcoin network.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Private net

            
         
         
         
         
            
            
            As the name suggests, this is the private network that can be created by generating
               a new genesis block. This is usually the case in private blockchain distributed ledger
               networks, where a private group of entities start their blockchain and use it as a
               permissioned blockchain.
            

            
            The following table shows the list of Ethereum network with their network IDs. These
               network IDs are used to identify the network by Ethereum clients.
            

            
            
               
               
                  
                  
                     
                     	
                        
                        Network name

                        
                     
                     
                     	
                        
                        Network ID / Chain ID

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Ethereum mainnet

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Morden

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Ropsten

                        
                     
                     
                     	
                        
                        3

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Rinkeby

                        
                     
                     
                     	
                        
                        4

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Kovan

                        
                     
                     
                     	
                        
                        42

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Ethereum Classic mainnet

                        
                     
                     
                     	
                        
                        61

                        
                     
                     
                  

                  
               
               
            

            
             

            
            More discussion on how to connect to testnet and how to set up private nets will be
               discussed in Chapter 12, Ethereum Development Environment.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Integers

            
         
         
         
         
            
            
            This data type represents integers. The following table shows various keywords used
               to declare integer data types:
            

            
            
               
               
                  
                  
                     
                     	
                        
                        Keyword

                        
                     
                     
                     	
                        
                        Types

                        
                     
                     
                     	
                        
                        Details

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        int

                        
                     
                     
                     	
                        
                        Signed integer

                        
                     
                     
                     	
                        
                        int8 to int256, which means that keywords are available from int8 up to int256 in increments of 8, for example, int8, int16, int24.
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        uint

                        
                     
                     
                     	
                        
                        Unsigned integer

                        
                     
                     
                     	
                        
                        uint8, uint16, ... to uint256, unsigned integer from 8 bits to 256 bits. The usage is dependent on the requirements
                           that how many bits are required to be stored in the variable.
                        

                        
                     
                     
                  

                  
               
               
            

            
             

            
            For example, in this code, note that uint is an alias for uint256:
            

            uint256 x;  
uint y;  
uint256 z; 

            These types can also be declared with the constant keyword, which means that no storage slot will be reserved by the compiler for these
               variables. In this case, each occurrence will be replaced with the actual value:
            

            uint constant z=10+10; 

            State variables are declared outside the body of a function, and they remain available
               throughout the contract depending on the accessibility assigned to them and as long
               as the contract persists.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Explorer

            
         
         
         
         
            
            
            This project aims to build a blockchain explorer for Hyperledger Fabric that can be
               used to view and query the transactions, blocks, and associated data from the blockchain.
               It also provides network information and the ability to interact with chain code.
            

            
            Currently, there are few other projects that are in incubation under Hyperledger.
               These projects are aimed to provide tools and utilities to support blockchain networks.
               These projects are introduced in the following section.
            

            
            The source code is available at https://github.com/hyperledger/blockchain-explorer.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Education of blockchain technology

            
         
         
         
         
            
            
            While blockchain technology has spurred a great interest among technologists, developers,
               and scientists throughout almost every industry around the world, there is a lack
               of formal learning resources and educational material. As this is a new technology,
               various courses are now being offered by various reputed institutions such as Princeton
               University that introduce the technology to anyone who wants to learn about this technology.
            

            
            For example, Princeton University has started a cryptocurrency and digital currencies
               course that is delivered online (https://online.princeton.edu/course/bitcoin-and-cryptocurrency-technologies). Many private organizations are also offering similar online and classroom training
               courses. More efforts like this will be seen soon due to the popularity and acceptance
               of blockchain technology.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Oracles

            
         
         
         
         
            
            
            As discussed in Chapter 9, Smart Contracts, Oracles are real-world data feeds into smart contracts. There are various services
               available in order to provide Oracles for smart contracts. A rather prominent one
               is Oraclize, which is available at http://www.oraclize.it/. This is especially useful if the smart contract needs, for example, live prices from
               a third-party source or any other real-life data, such as weather conditions in a
               particular city.
            

            
            There are many use cases where Oracles can provide a trusted data feed to smart contracts
               in order to enable them to make decisions according to real-life events. Oraclize
               makes it easier for smart contracts to access the Internet in order to get the required
               data.
            

            
            In order to utilize Oraclize on Ethereum, a transaction needs to be sent to the Oraclize
               contract along with the appropriate payment and the query. As a result, Oraclize will
               retrieve the results based on the query provided in the request transaction and send
               it back to the contract address. Once the transaction is sent back to the contract,
               the callback method or fall back function will be called.
            

            
            At a practical level in solidity, first, the Oraclize library needs to be imported
               and then all methods that have been inherited from it can be used. Currently, Oraclize
               is available to be used only on the PrivateNet (Ropsten) and Live Main Net Ethereum
               blockchain.
            

            
            Oraclize processing can be visualized as shown in the following diagram:

            
            

            
            Oraclize data ﬂow

            
            On top we have the Ethereum blockchain and smart contract, to which Oraclize talks
               via a secure mechanism. Oraclize can request data from external data sources, which
               can be fed into Oraclize, which can then be sent down to Ethereum blockchain. The
               answer comes with a TLSNotary proof ensuring the integrity and authenticity of the
               message. TLSNotary proofs are used to provide a cryptographic proof of communication between two parties.
            

            
            Original research paper of TLSNotary is available at https://tlsnotary.org/TLSNotary.pdf.

            
            The skeleton structure of a solidity contract using Oraclize looks like the one shown
               here. Note that import works only on the development environment provided on the web
               by Oraclize; usually, this file needs to be imported manually.
            

            
            Oraclize API is available at https://github.com/oraclize/ethereum-api.
            

            import "dev.oraclize.it/api.sol"; 
contract MyOracleContract is usingOraclize 
{ 
function MyOracleContract(){ 
} 

            A sample request looks like what is shown in the following example:

            oraclize_query("URL", "api.somewebsite.net/price?stock=XYZ"); 

            Oraclize can also make use of the TLS notary in order to ensure that the feed is secure
               and provably honest.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Types

            
         
         
         
         
            
            
            Solidity has two categories of data types: value types and reference types.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ring

            
         
         
         
         
            
            
            If more than one operation can be defined over an abelian group, that group becomes
               a ring. There are also specific properties that need to be satisfied. A ring must have closure
               and associative and distributive properties.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ganache

            
         
         
         
         
            
            
            Ganache is the latest addition to the plethora of development tools and libraries
               developed for Ethereum. This is, in a way a replacement of TestRPC and uses a user-friendly
               graphical user interface to see transaction and blocks and relevant details. This
               is fully working Byzantium enabled personal blockchain which is used to provide a
               local testing environment for blockchains.
            

            
            Ganache is based on a JavaScript implementation of the Ethereum blockchain, with built-in
               block explorer and mining, making testing locally on the system very easy.
            

            
            As shown in the following screenshot you can view transaction, blocks, and addresses
               in detail on the frontend:
            

            
            

            
            Ganache, A personal Ethereum blockchain

            
            Ganache can be downloaded from http://truffleframework.com/ganache/.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Remix

            
         
         
         
         
            
            
            Remix is the web-based environment for the development and testing of contracts using
               Solidity. It is a feature-rich IDE which does not run on live blockchain; in fact,
               it is a simulated environment in which contracts can be deployed, tested, and debugged.
            

            
            It is available at https://remix.ethereum.org. 
            

            
            An example interface is shown as follows:

            
            

            
            Remix IDE

            
            On the left-hand side, there is a code editor with syntax highlighting and code formatting,
               and on the right-hand side, there are a number of tools available that can be used
               to deploy, debug, test, and interact with the contract.
            

            
            Various features, such as transaction interaction, options to connect to JavaScript
               VM, configuration of execution environment, debugger, formal verification, and static
               analysis, are available. They can be configured to connect to execution environments
               such as JavaScript VM, injected Web3—where Mist, MetaMask, or a similar environment
               has provided the execution environment—or Web3 provider, which allows connection to
               the locally running Ethereum client (for example, geth) via IPC or RPC over HTTP (Web3 provider endpoint).
            

            
            Remix also has a debugger for EVM which is very powerful and can be used to perform
               detailed level tracing and analysis of the EVM bytecode. An example is shown here:
            

            
            

            
            Remix IDE, debugging

            
            The preceding screenshot shows different elements of the Remix IDE. On the top left-hand
               side, the source code is shown. Below that is the output log which shows informational
               messages and data related to compilation and execution of the contract.
            

            
            The following screenshot shown shows the Remix debugger in more detail. It has the
               source code decoded into EVM instructions. The user can step through the instructions
               one by one and can examine what the source code does when executed:
            

            
            

            
            Remix Debugger

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Sending a payment to someone

            
         
         
         
         
            
            
            This example will demonstrate that how money can be sent using Bitcoin network from
               one user to another. There are several steps that are involved in this process. As
               an example, we are using Blockchain wallet for mobile devices.
            

            
            The steps are described here:

            
            
               
               	First, either the payment is requested from a user by sending his Bitcoin address
                  to the sender via email or some other means such as SMS, chat applications or in fact
                  any appropriate communication mechanism. The sender can also initiate a transfer to
                  send money to another user. In both cases, the address of beneficiary is required.
                  As an example, the Blockchain wallet is shown here where a payment request is created:
               

               
            

            
            

            
            bitcoin payment request (using Blockchain wallet)

            
            
               
               	The sender either enters the receiver's address or scans the QR code that has the
                  Bitcoin address, amount and optional description encoded in it. The wallet application
                  recognizes this QR code and decodes it into something like Please send <Amount> BTC to the Bitcoin address <receiver's Bitcoin address>.
               

               
               	This will look like as shown here with values: Please send 0.00033324 BTC to the Bitcoin address 1JzouJCVmMQBmTcd8K4Y5BP36gEFNn1ZJ3.
               

               
               	This is also shown in the screenshot presented here:
                  
                  

                  
               

               
            

            
            Bitcoin payment QR code

            
            The QR code shown in the preceding screenshot is decoded to bitcoin://1JzouJCVmMQBmTcd8K4Y5BP36gEFNn1ZJ3?amount=0.00033324 which can be opened as a URL in Bitcoin wallet.
            

            
            
               
               	In the wallet application of the sender, this transaction is constructed by following
                  some rules and broadcasted to the Bitcoin network. This transaction is digitally signed
                  using the private key of the sender before broadcasting it. How the transaction is
                  created, digitally signed, broadcasted, validated and added to the block will become
                  clear in the following sections. From a user's point of view, once the QR code is
                  decoded the transaction will appear similar to what is shown in the following screenshot:
               

               
            

            
            

            
            Send BTC using Blockchain wallet

            
            Note that in the preceding screenshot there are a number of fields such as From, To, BTC, and Fee. While other fields are self-explanatory, it's worth noting that Fee is calculated based on the size of the transaction and a fee rate is a value that
               depends on the volume of the transaction in the network. This is represented in Satoshis/byte.
               Fee in Bitcoin network ensures that your transaction will be included by miners in
               the block.
            

            
            Recently the Bitcoin fees were so high that even for smaller transactions a high amount
               of fee was charged. This was due to the fact that miners are free to choose which
               transactions they pick to verify and add in a block, and they select the ones with
               higher fees. The high number of users creating thousands of transactions also played
               a role in causing this situation of high fees because transactions were competing
               with each other to be picked up first and miners picked up the ones with highest fees.
               This fee is also usually estimated and calculated by the Bitcoin wallet software automatically
               before sending the transactions. The higher the transaction fee the more chances are
               that your transaction will be picked up at priority and included in the block. This
               task is performed by the miners. Mining and miners is a concept that we will look
               at a bit later in this chapter in the context of Bitcoin mining.
            

            
            Once the transaction is sent it will appear as shown here in the Blockchain wallet
               software:
            

            
            

            
            Transaction sent

            
            
               
               	At this stage, the transaction has been constructed, signed and sent out to the Bitcoin
                  network. This transaction will be picked up by miners to be verified and included
                  in the block. Also note that in the preceding screenshot, confirmation is pending
                  for this transaction. These confirmations will start to appear as soon as the transaction
                  is verified, included in the block, and mined. Also, the appropriate fee will be deducted
                  from the original value to be transferred and will be paid to the miner who has included
                  it in the block for mining.
               

               
            

            
            This flow is shown in the following diagram, where a payment of 0.001267 BTC (approximately
               11 USD) is originated from the sender's address and been paid to receiver's address
               (starting with 1Jz). The fee of 0.00010622 (approximately 95 cents) is also deducted
               from the transaction as mining fee.
            

            
            

            
            Transaction flow visualization (Blockchain.info)

            
            The preceding screenshot visually shows how the transaction flowed on the network
               from origin (sender) to receivers on the right-hand side.
            

            
            A summary view of various attributes of the transaction is shown here:

            
            

            
            Snapshot of the transaction taken from Blockchain.info

            
            Looking at the preceding screenshot there are a number of fields that contain various
               values. Important fields are listed here with their purpose and explanation:
            

            
            
               
               	Size: This is the size of the transaction in bytes.
               

               
               	Weight: This is the new metric given for block and transaction size since the introduction
                  of Segregated Witness (SegWit) version of Bitcoin.
               

               
               	Received Time: This is the time when the transaction is received.
               

               
               	Included In Blocks: This shows the block number on the blockchain in which the transaction is included.
               

               
               	Confirmations: This is the number of confirmations by miners for this transaction.
               

               
               	Total Input: This is the number of total inputs in the transaction.
               

               
               	Total Output: This is the number of total outputs in the transaction.
               

               
               	Fees: This is the total fees charged.
               

               
               	Fee per byte: This field represents the total fee divided by the number of bytes in a transaction.
                  For example 10 Satoshis per byte.
               

               
               	Fee per weight unit: For legacy transaction it is calculated using total number of bytes * 4. For SegWit transactions it is calculated by combining SegWit marker, flag, and witness
                  field as one weight unit and each byte of other fields as four weight units.
               

               
            

            
            Transaction ID of this transaction on the Bitcoin network is d28ca5a59b2239864eac1c96d3fd1c23b747f0ded8f5af0161bae8a616b56a1d and can be further explored using the https://blockchain.info/tx/d28ca5a59b2239864eac1c96d3fd1c23b747f0ded8f5af0161bae8a616b56a1d link via services provided by https://blockchain.info/. This transaction ID is available in the wallet software after transaction is sent
               to the network. From there it can be further explored using one of many Bitcoin blockchain
               explorers available online. We are using https://blockchain.info/ as an example.
            

            
            Bitcoin transactions are serialized for transmission over the network and encoded
               in hexadecimal format. As an example, the preceding transaction, is also shown here.
               We will see later in the Transactions section that how this hexadecimal encoded transaction can be decoded and what fields
               make up a transaction.
            

            01000000017d3876b14a7ac16d8d550abc78345b6571134ff173918a096ef90ff0430e12408b0000006b483045022100de6fd8120d9f142a82d5da9389e271caa3a757b01757c8e4fa7afbf92e74257c02202a78d4fbd52ae9f3a0083760d76f84643cf8ab80f5ef971e3f98ccba2c71758d012102c16942555f5e633645895c9affcb994ea7910097b7734a6c2d25468622f25e12ffffffff022c820000000000001976a914c568ffeb46c6a9362e44a5a49deaa6eab05a619a88acc06c0100000000001976a9149386c8c880488e80a6ce8f186f788f3585f74aee88ac00000000  

            In summary, the payment transaction in the Bitcoin network can be divided into the
               following steps:
            

            
            
               
               	Transaction starts with a sender signing the transaction with their private key

               
               	Transaction is serialized so that it can be transmitted over the network

               
               	Transaction is broadcasted to the network

               
               	Miners listening for the transactions picks up the transaction

               
               	Transaction are verified for their validity by the miners

               
               	Transaction are added to the candidate/proposed block for mining

               
               	Once mined, the result is broadcasted to all nodes on the Bitcoin network

               
            

            
            Mining, transaction and other relevant concepts will become clearer in the following
               sections in the chapter. Now in the next section various denominations of bitcoin
               are presented.
            

            
            The bitcoin currency, being digital has various denominations which are shown in the
               following table. A sender or receiver can request any amount. The smallest bitcoin
               denomination is the Satoshi. The bitcoin currency units are described as follows:
            

            
            

            
            bitcoin denominations

            
            Now you will be introduced to the building blocks of Bitcoin one by one. First, we
               will look at the keys and addresses which are used to represent the ownership and
               transfer of value on the Bitcoin network.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Runtime bytecode

            
         
         
         
         
            
            
            Raw hex codes:

            606060405260e060020a6000350463989e17318114601c575b6000565b346000576029600435603b565b60408051918252519081900360200190f35b600281015b91905056 

            Opcodes:

            PUSH1 0x60 PUSH1 0x40 MSTORE PUSH1 0x2 PUSH1 0x0 SSTORE CALLVALUE PUSH1 0x0 JUMPI JUMPDEST PUSH1 0x45 DUP1 PUSH1 0x1A PUSH1 0x0 CODECOPY PUSH1 0x0 RETURN PUSH1 0x60 PUSH1 0x40 MSTORE PUSH1 0xE0 PUSH1 0x2 EXP PUSH1 0x0 CALLDATALOAD DIV PUSH4 0x989E1731 DUP2 EQ PUSH1 0x1C JUMPI JUMPDEST PUSH1 0x0 JUMP JUMPDEST CALLVALUE PUSH1 0x0 JUMPI PUSH1 0x29 PUSH1 0x4 CALLDATALOAD PUSH1 0x3B JUMP JUMPDEST PUSH1 0x40 DUP1 MLOAD SWAP2 DUP3 MSTORE MLOAD SWAP1 DUP2 SWAP1 SUB PUSH1 0x20 ADD SWAP1 RETURN JUMPDEST PUSH1 0x2 DUP2 ADD JUMPDEST SWAP2 SWAP1 POP JUMP 

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            Emerging trends

            
         
         
         
         
            
            
            Blockchain technology is under rapid change and intense development due to the deep
               interest in it by academics and the commercial sector. As the technology is becoming
               mature, a few trends have started to emerge recently. For example, private blockchains
               have recently gained quite a lot of attention due to their specific use cases in finance.
               Also, enterprise blockchains are another new trend that is aiming to develop blockchain
               solutions that meet enterprise-level efficiency, security, and integration requirements.
               Some of the trends are listed here and discussed.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Block size increase

            
         
         
         
         
            
            
            This is the most debated proposal for increasing blockchain performance (transaction
               processing throughput). Currently, Bitcoin can process only about three to seven transactions
               per second, which is a major inhibiting factor in adapting the Bitcoin blockchain
               for processing microtransactions. Block size in Bitcoin is hardcoded to be 1 MB, but
               if the block size is increased, it can hold more transactions and can result in faster
               confirmation time. There are several Bitcoin Improvement Proposals (BIPs) made in favor of block size increase. These include BIP 100, BIP 101, BIP 102, BIP
               103, and BIP 109.
            

            
            An excellent account of historic references and discussion is available at https://en.bitcoin.it/wiki/Block_size_limit_controversy.

            
            In Ethereum, the block size is not limited by hardcoding; instead, it is controlled
               by a gas limit. In theory, there is no limit on the size of a block in Ethereum because
               it's dependent on the amount of gas, which can increase over time. This is possible
               because miners are allowed to increase the gas limit for subsequent blocks if the
               limit has been reached in the previous block. Bitcoin SegWit has addressed this issue
               by separating witness data from transaction data which resulted in more space for
               transactions. Other proposals for Bitcoin include Bitcoin Unlimited, Bitcoin XT and
               Bitcoin Cash. Readers can refer back to Chapter 5, Introducing Bitcoin, for more details.
            

            
            For more information refer to the following links:
               
               
                  
                  	https://www.bitcoinunlimited.info

                  
                  	https://bitcoinxt.software

                  
                  	https://www.bitcoincash.org

                  
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Events 

            
         
         
         
         
            
            
            Events in Solidity can be used to log certain events in EVM logs. These are quite
               useful when external interfaces are required to be notified of any change or event
               in the contract. These logs are stored on the blockchain in transaction logs. Logs
               cannot be accessed from the contracts but are used as a mechanism to notify change
               of state or the occurrence of an event (meeting a condition) in the contract.
            

            
            In a simple example here, the valueEvent event will return true if the x parameter passed to function Matcher is equal to or greater than 10:
            

            pragma solidity ^0.4.0;  
contract valueChecker  
{  
    uint8 price=10; 
    event valueEvent(bool returnValue);  
    function Matcher(uint8 x) public returns (bool) 
    { 
        if (x>=price) 
        { 
            valueEvent(true);  
            return true; 
        } 
    } 
} 

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            Regulation

            
         
         
         
         
            
            
            Regulation is considered one of the most significant challenges that need to be addressed.
               The core issue is that blockchains and especially cryptocurrencies are not recognized
               as a legal currency by any government. Even though in some cases, it has been classified
               as money in the US and Germany, it is still far from being accepted as a regular currency.
               Moreover, blockchains in their current state are not recognized as a platform that
               can be used by financial institutions. No financial regulatory body has yet accepted
               it as a platform that can be authorized to be used.
            

            
            There are, however, various initiatives taken by regulatory authorities around the
               world to research and propose regulations. Bitcoin in its current state is fully unregulated,
               even though some attempts have been made by governments to tax the bitcoin. In the
               UK, under the EU VAT directive, bitcoin transactions are exempt from Value Added Tax (VAT), but this may change after Brexit. However, Capital Gains Tax (CGT) may still be applicable in some scenarios.
            

            
            Some regulation attempt is expected very soon from financial regulatory authorities
               generally regarding blockchain technology, especially after the recent announcement
               by the Financial Conduct Authority (FCA) in the UK that it may approve some companies that are using blockchain.
            

            
            It is a general concern that the blockchain technology is not ready for production
               deployments. Even though the Bitcoin blockchain has evolved into a solid blockchain
               platform and is used in production, it is not suitable for every scenario. This is
               especially true in the case of sensitive environments such as finance and health.
               However, this situation is changing very quickly and we've already seen in this chapter
               various examples of new blockchain projects, that have been implemented in real life
               such as ASX blockchain post trade solution. This trend is expected to grow as ample
               efforts discussed previously in this chapter are being made to improve the technology
               and address any technical limitations such as scalability and privacy.
            

            
            Security is also another general concern which has been highlighted by many researchers
               and is especially applicable to the finance and health sectors. A report by the European Union Agency for Network and Information Security (ENISA) has highlighted distributed ledger specific concerns that should be addressed.
            

            
            The report is available at https://www.enisa.europa.eu/news/enisa-news/enisa-report-on-blockchain-technology-and-security.

            
            Some concerns highlighted in the report include smart contract management, key management,
               Anti Money Laundering (AML), and anti-fraud tools. Also, the need for regulation, audit, control, and governance has been highlighted in the report.
            

            
            Integration with existing legacy systems is also a prime concern. It is not clear
               how blockchains can be integrated with the existing financial systems.
            

            
            Hurdles toward adoption are more or less related to regulatory, security, and interoperability.
               Integration with existing systems can be carried out in several ways.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Applications (DApps and DAOs) developed on Ethereum

            
         
         
         
         
            
            
            There are various implementations of DAOs and smart contracts in Ethereum, most notably,
               the DAO, which was recently misused due to a weakness in the code and required a hard
               fork for funds to be recovered that have been syphoned out by the attackers. The DAO
               was created to serve as a decentralized platform to collect and distribute investments.
            

            
            Augur is another DApp that has been implemented on Ethereum, which is a decentralized
               prediction market.
            

            
            Many other decentralized applications are listed on https://www.stateofthedapps.com/.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Digital keys and addresses

            
         
         
         
         
            
            
            On the Bitcoin network, possession of bitcoins and transfer of value via transactions
               is reliant upon private keys, public keys, and addresses. In Chapter 4, Public Key Cryptography, we have already covered these concepts, and here we will see that how private and
               public keys are used in the Bitcoin network.
            

            
            Elliptic Curve Cryptography (ECC) is used to generate public and private key pairs in the Bitcoin network.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Transactions

            
         
         
         
         
            
            
            Transactions are created by the network users in order to update the ledger. A transaction
               is expected to be digitally signed and valid in order for it to be considered as a
               candidate in the consensus process. Each transaction costs a small amount of XRP,
               which serves as a protection mechanism against denial of service attacks caused by
               spamming.
            

            
            There are different types of transaction in the Ripple network. A single field within
               the Ripple transaction data structure called TransactionType is used to represent the type of the transaction. Transactions are executed by using
               a four-step process:
            

            
            
               
               	First, transactions are prepared whereby an unsigned transaction is created by following
                  the standards
               

               
               	The second step is signing, where the transaction is digitally signed to authorize
                  it
               

               
               	After this, the actual submission to the network occurs via the connected server

               
               	Finally, the verification is performed to ensure that the transaction is validated
                  successfully
               

               
            

            
            Roughly, the transactions can be categorized into three types, namely payments related,
               order related, and account and security related. All these types are described in
               the following section.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            String literals

            
         
         
         
         
            
            
            String literals specify a set of characters written with double or single quotes.
               An example is shown as follows:
            

            'packt' "packt" 

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            How to decentralize

            
         
         
         
         
            
            
            Arvind Narayanan and others have proposed a framework in their book, Bitcoin and Cryptocurrency Technologies, Princeton University Press, that can be used to evaluate the decentralization requirements of a variety of issues
               in the context of blockchain technology. The framework raises four questions whose
               answers provide a clear understanding as to how a system can be decentralized:
            

            
            
               
               	What is being decentralized?

               
               	What level of decentralization is required?

               
               	What blockchain is used?

               
               	What security mechanism is used?

               
            

            
            The first question simply asks you to identify what system is being decentralized.
               This can be any system, such as an identity system or a trading system.
            

            
            The second question asks you to specify the level of decentralization required by
               examining the scale of decentralization as discussed earlier. It can be full disintermediation
               or partial disintermediation.
            

            
            The third question asks developers to determine which blockchain is suitable for a
               particular application. It can be Bitcoin blockchain, Ethereum blockchain, or any
               other blockchain that is deemed fit for the specific application.
            

            
            Finally, a fundamental question that needs to be addressed is how the security of
               a decentralized system will be guaranteed. For example, the security mechanism can
               be atomicity-based, where either the transaction executes in full or does not execute
               at all. This deterministic approach ensures the integrity of the system. Other mechanisms
               may include one based on reputation, which allows for varying degrees of trust in
               a system.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Authentication

            
         
         
         
         
            
            
            Authentication provides assurance about the identity of an entity or the validity of a message.
            

            
            There are two types of authentication mechanisms, namely entity authentication and
               data origin authentication, which are discussed in the following section.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Zcash

            
         
         
         
         
            
            
            Zcash was launched on October 28, 2016. This is the first currency that uses a specific
               type of ZKPs known as Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge (ZK-SNARKs) to provide complete privacy to the user. These proofs are concise and easy to verify;
               however, setting up the initial public parameters is a complicated process. The latter
               include two keys: the proving key and verifying key. The process requires sampling
               some random numbers to construct the public parameters. The issue is that these random
               numbers, also called toxic waste, must be destroyed after the parameter generation
               in order to prevent counterfeiting of Zcash.
            

            
            For this purpose, the Zcash team came up with a multi-party computation protocol to
               generate the required public parameters collaboratively from independent locations
               to ensure that toxic waste is not created. Because these public parameters are required
               to be created by the Zcash team, it means that the participants in the ceremony are
               trusted. This is the reason why the ceremony was very open and conducted by making
               use of a multi-party computation mechanism.
            

            
            This mechanism has a property whereby all of the participants in the ceremony will
               have to be compromised to compromise the final parameters. When the ceremony is completed
               all participants physically destroyed the equipment used for private key generation.
               This action eliminates any trace of the participants' part of the private key on the
               equipment.
            

            
            ZK-SNARKs must satisfy the properties for completeness, soundness, succinctness, and
               non- interactivity. Completeness means that there is a definite strategy for a prover
               to satisfy a verifier that an assertion is true. On the other hand, soundness means
               that no prover can convince the verifier that a false statement is true. Succinctness
               means that messages passed between the prover and verifier are tiny in size.
            

            
            Finally, the property non-interactive means that the verification of correctness of
               an assertion can be carried out without any interaction or very little interaction.
               Also, being a ZKP, the property of zero-knowledge (discussed in Chapter 4, Public Key Cryptography) needs to be met too.
            

            
            Zcash developers have introduced the concept of a Decentralized Anonymous Payment scheme (DAP scheme) that is used in the Zcash network to enable direct and private payments. The transactions
               reveal no information about the origin, destination, and amount of the payments. There
               are two types of addresses available in Zcash, Z address and T address. Z addresses
               are based on ZKPs and provide privacy protection whereas T addresses are similar to
               those of bitcoin. A snapshot of various attributes of Zcash (after an initial slow
               start) is shown as follows:
            

            
            

            
            Zcash attributes summary

            
            Zcash uses an efficient PoW scheme named asymmetric PoW (Equihash), which is based
               on the Generalized Birthday Problem. It allows very efficient verification. It is a memory-hard and ASIC-resistant function.
               A novel idea (initial slow mining) has been introduced with Zcash, which means that
               the block reward increases gradually over a period until it reaches the 20,000th block.
               This allows for initial scaling of the network and experimentation by early miners,
               and adjustment by Zcash developers if required. The slow start did have an impact
               on price due to scarcity as the price of ZEC on its first day of launch reached roughly
               25,000 USD. A slightly modified version of the DigiShield difficulty adjustment algorithm
               has been implemented in Zcash. The formula is shown as follows:
            

            
            (Next difficulty) = (last difficulty) x SQRT [ (150 seconds) / (last solve time) ]

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Consensus algorithms

            
         
         
         
         
            
            
            There is a choice of consensus algorithms available, for example PoW used in Bitcoin
               or PoS, used in Peercoin. There are also other algorithms available such as Proof of Capacity (PoC) and few others, but PoW and PoS are the most common choices.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            RSA

            
         
         
         
         
            
            
            RSA was invented in 1977 by Ron Rivest, Adi Shamir, and Leonard Adelman, hence the name
               Rivest–Shamir–Adleman (RSA). This type of public key cryptography is based on the integer factorization problem,
               where the multiplication of two large prime numbers is easy, but it is difficult to
               factor it (the result of multiplication, product) back to the two original numbers.
            

            
            The crux of the work involved with the RSA algorithm is during the key generation
               process. An RSA key pair is generated by performing the following steps:
            

            
            
               
               	Modulus generation:
               

               
            

            
            
               
               	
                  
                  
                     
                     	Select p and q, which are very large prime numbers
                     

                     
                     	Multiply p and q, n=p.q to generate modulus n

                     
                  

                  
               

               
            

            
            
               
               	Generate co-prime:
               

               
            

            
            
               
               	
                  
                  
                     
                     	Assume a number called e.
                     

                     
                     	e should satisfy a certain condition; that is, it should be greater than 1 and less than (p-1) (q-1). In other words, e must be a number such that no number other than 1 can divide e and (p-1) (q-1). This is called co-prime, that is, e is the co-prime of (p-1) (q-1).
                     

                     
                  

                  
               

               
            

            
            
               
               	Generate the public key:
               

               
            

            
            The modulus generated in step 1 and co-prime e generated in step 2 is a pair together that is a public key. This part is the public
               part that can be shared with anyone; however, p and q need to be kept secret.
            

            
            
               
               	Generate the private key:
               

               
            

            
            The private key, called d here, is calculated from p, q, and e. The private key is basically the inverse of e modulo (p-1) (q-1). In the equation form, it is this as follows:
            

            
            ed = 1 mod (p-1) (q-1)

            
            Usually, the extended Euclidean algorithm is used to calculate d. This algorithm takes p, q, and e and calculates d. The key idea in this scheme is that anyone who knows p and q can easily calculate private key d by applying the extended Euclidean algorithm. However, someone who does not know
               the value of p and q cannot generate d. This also implies that p and q should be large enough for the modulus n to become extremely difficult (computationally impractical) to factor.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Account and security-related

            
         
         
         
         
            
            
            This type of transaction includes the fields listed as follows. Each field is responsible
               for performing a certain function:
            

            
            
               
               	AccountSet: This transaction is used to modify the attributes of an account in the Ripple consensus
                  ledger.
               

               
               	SetRegularKey: This is used to change or set the transaction signing key for an account. An account
                  is identified using a base-58 Ripple address derived from the account's master public
                  key.
               

               
               	SignerListSet: This can be used to create a set of signers for use in multisignature transactions.
               

               
               	TrustSet: This is used to create or modify a trust line between accounts.
               

               
            

            
            A transaction in Ripple is composed of various fields that are common to all transaction
               types. These fields are listed as follows with a description:
            

            
            
               
               	Account: This is the address of the initiator of the transaction.
               

               
               	AccountTxnID: This is an optional field which contains the hash of another transaction. It is
                  used to chain the transaction together.
               

               
               	Fee: This is the amount of XRP.
               

               
               	Flags: This is an optional field specifying the flags for the transaction.
               

               
               	LastLedgerSequence: This is the highest sequence number of the ledger in which the transaction can appear.
               

               
               	Memos: This represents optional arbitrary information.
               

               
               	SigningPubKey: This represents the public key.
               

               
               	Signers: This represent signers in a multisig transaction.
               

               
               	SourceTag: This represents either sender or reason of the transaction.
               

               
               	SourceTag: This represents either sender or reason of the transaction.
               

               
               	TxnSignature: This is the verification digital signature for the transaction.
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Cello

            
         
         
         
         
            
            
            The aim behind Cello is to allow easy deployment of blockchains. This will provide
               an ability to allow "as a service" deployments of blockchain service. Currently, this
               project is in the incubation stage.
            

            
            The source code of Cello is available at https://github.com/hyperledger/cello.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Obtaining Namecoins

            
         
         
         
         
            
            
            Even though Namecoins can be mined independently, they are usually mined as part of
               bitcoin mining by utilizing the merged mining technique as explained earlier. This
               way Namecoin can be mined as a by-product of bitcoin mining. Solo mining is no longer
               profitable as is evident from the following difficulty graph; instead, it is recommended
               to use merged mining, use a mining pool, or even use a cryptocurrency exchange to
               buy Namecoin.
            

            
            

            
            Namecoin difficulty as shown at: https://bitinfocharts.com/comparison/diﬃculty-nmc.html
               (since December, 2016)
            

            
            Various mining pools such as https://slushpool.com also offer the option of merged mining. This allows a miner to mine primarily bitcoin
               but also, as a result, earn Namecoin too.
            

            
            Another method that can be used to quickly get some Namecoins is to swap your existing
               coins with Namecoins, for example, if you already have some bitcoins or another cryptocurrency
               that can be used to exchange with Namecoin.
            

            
            An online service, https://shapeshift.io/, is available that provides this service. This service allows conversion from one
               cryptocurrency to another, using a simple user-friendly interface.
            

            
            For example, paying BTC to receive NMC is shown as follows:

            
            
               
               	First the deposit coin is selected, which in this case is bitcoin and coin to be received
                  is selected, which is Namecoin in this case. In the top editbox, the Namecoin address
                  where you want to receive the exchanged Namecoin is entered. In the second editbox,
                  at the bottom the bitcoin refund address is entered, where the coins will be returned
                  to in case the transaction fails for any reason.
               

               
               	The exchange rate and miner fee are calculated instantly as soon as the deposit and
                  exchange currency are chosen. Exchange rate is driven by the market conditions whereas
                  miner fee is calculated algorithmically based on the target currency chosen and what
                  the target network's miner would charge.
               

               
            

            
            

            
            Bitcoin to Namecoin exchange

            
            
               
               	Once Start Transaction is clicked, the transaction starts and instructs the user to send the bitcoins to
                  a specific bitcoin address. When the user sends the required amount, the conversion
                  process starts as shown in the following screenshot. This whole process takes few
                  minutes:
               

               
            

            
            

            
            Notification of Namecoin delivery

            
            The preceding screenshot shows that after sending the deposit the exchange occurs
               and finally All Done! message is displayed indicating that the exchange has been successful.
            

            
            A few other order details are displayed on the page such as what currency was deposited
               and what was received after exchange. In this case it is Bitcoin to Namecoin exchange.
               It's also worth noting that relevant addresses are also displayed under each coin
               icon. There are few other option such Email receipt which can be invoked to receive an email receipt of the transaction.
            

            
            When the process completes, the transactions can be viewed in the Namecoin wallet
               as shown here:
            

            
            

            
            Namecoin wallet

            
            It may take some time (usually around 1 hour) to confirm the transactions; until that
               time, it is not possible to use the Namecoins to manage names. Once Namecoins are
               available in the wallet, the Manage Names option can be used to generate Namecoin records.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Updateable via consensus

            
         
         
         
         
            
            
            Finally, the most critical attribute of a blockchain is that it is updateable only via consensus. This is what gives it the power of decentralization. In this
               scenario, no central authority is in control of updating the ledger. Instead, any
               update made to the blockchain is validated against strict criteria defined by the
               blockchain protocol and added to the blockchain only after a consensus has been reached
               among all participating peers/nodes on the network. To achieve consensus, there are
               various consensus facilitation algorithms which ensure that all parties are in agreement
               about the final state of the data on the blockchain network and resolutely agree upon
               it to be true. Consensus algorithms are discussed later in this chapter and throughout
               the book as appropriate.
            

            
            Blockchain can be thought of as a layer of a distributed peer-to-peer network running
               on top of the internet, as can be seen in the following diagram. It is analogous to
               SMTP, HTTP, or FTP running on top of TCP/IP.
            

            
            

            
            The network view of a blockchain

            
            At the bottom layer in the preceding diagram, there is the internet, which provides
               a basic communication layer for any network. In this case, a peer-to-peer network
               runs on top of the internet, which hosts another layer of blockchain. That layer contains
               transactions, blocks, consensus mechanisms, state machines, and blockchain smart contracts.
               All of these components are shown as a single logical entity in a box, representing
               blockchain above the peer-to-peer network. Finally, at the top, there are users or
               nodes that connect to the blockchain and perform various operations such as consensus,
               transaction verification, and processing. These concepts will be discussed in detail
               later in this book.
            

            
            From a business standpoint, a blockchain can be defined as a platform where peers
               can exchange value / electronic cash using transactions without the need for a centrally-trusted
               arbitrator. For example, for cash transfers, banks act as a trusted third party. In
               financial trading, a central clearing house acts as an arbitrator between two trading
               parties. This concept is compelling, and once you absorb it, you will realize the
               enormous potential of blockchain technology. This disintermediation allows blockchain
               to be a decentralized consensus mechanism where no single authority is in charge of
               the database. Immediately, you'll see a significant benefit of decentralization here,
               because if no banks or central clearing houses are required, then it immediately leads
               to cost savings, faster transaction speeds, and trust.
            

            
            A block is merely a selection of transactions bundled together and organized logically. A
               transaction is a record of an event, for example, the event of transferring cash from a sender's
               account to a beneficiary's account. A block is made up of transactions, and its size
               varies depending on the type and design of the blockchain in use.
            

            
            A reference to a previous block is also included in the block unless it is a genesis
               block. A genesis block is the first block in the blockchain that is hardcoded at the time the blockchain
               was first started. The structure of a block is also dependent on the type and design
               of a blockchain. Generally, however, there are just a few attributes that are essential
               to the functionality of a block: the block header, which is composed of pointer to
               previous block, the timestamp, nonce, Merkle root, and the block body that contains
               transactions. There are also other attributes in a block, but generally, the aforementioned
               components are always available in a block.
            

            
            A nonce is a number that is generated and used only once. A nonce is used extensively in
               many cryptographic operations to provide replay protection, authentication, and encryption.
               In blockchain, it's used in PoW consensus algorithms and for transaction replay protection.
            

            
            Merkle root is a hash of all of the nodes of a Merkle tree. Merkle trees are widely used to validate
               the large data structures securely and efficiently. In the blockchain world, Merkle
               trees are commonly used to allow efficient verification of transactions. Merkle root
               in a blockchain is present in the block header section of a block, which is the hash
               of all transactions in a block. This means that verifying only the Merkle root is
               required to verify all transactions present in the Merkle tree instead of verifying
               all transactions one by one. We will elaborate further on these concepts in Chapter 4, Public Key Cryptography.
            

            
            

            
            The generic structure of a block.

            
            This preceding structure is a simple block diagram that depicts a block. Specific
               block structures relative to their blockchain technologies will be discussed later
               in the book with greater in-depth technical detail.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Alternatives to Proof of Work

            
         
         
         
         
            
            
            The PoW scheme in the context of cryptocurrency was first used in Bitcoin and served
               as a mechanism to provide assurance that a miner had completed the required amount
               of work to find a block. This process in return provided decentralization, security,
               and stability for the blockchain. This is the primary vehicle in Bitcoin for providing
               decentralized distributed consensus. PoW schemes are required to have a much-desired
               property called progress freeness, which means that the reward for consuming computational resources should be random
               and proportional to the contribution made by the miners. In this case, some chance
               of winning the block reward is given to even those miners who have comparatively less
               computational power.
            

            
            The term progress freeness was introduced by Arvind Narayanan and others in the book
               Bitcoin and Cryptocurrency Technologies. Other requirements for mining computational puzzles include adjustable difficulty
               and quick verification. Adjustable difficulty ensures that the difficulty target for
               mining on the blockchain is regulated in response to increased hashing power and the
               number of users.
            

            
            Quick verification is a property which means that mining computational puzzles should
               be easy and quick to verify. Another aspect of the PoW scheme, especially the one
               used in Bitcoin (Double SHA-256), is that since the introduction of ASICs the power
               is shifting towards miners or mining pools who can afford to operate large-scale ASIC
               farms. This power shift challenges the core philosophy of the decentralization of
               Bitcoin.
            

            
            There are a few alternatives that have been proposed such as ASIC-resistant puzzles
               and are designed in such a way that building ASICs for solving this puzzle is infeasible
               and does not result in a major performance gain over commodity hardware. A common
               technique used for this purpose is to apply a class of computationally hard problems
               called memory hard computational puzzles. The core idea behind this method is that as puzzle solving requires a large amount
               of memory, it is not feasible to be implemented on ASIC-based systems.
            

            
            This technique was initially used in Litecoin and Tenebrix where the Scrypt hash function
               was used as an ASIC-resistant PoW scheme. Even though this scheme was initially advertised
               as ASIC resistant, recently Scrypt ASICs have now become available, disproving the
               original claim by Litecoin. This happened because Scrypt is a memory intensive mechanism
               and initially it was thought that building ASICs with large memories is difficult
               due to technical and cost limitations. This is no longer the case, because memory
               is increasingly becoming cheaper and with the ability to produce nanometer scale circuits
               it is possible to build ASICs that can run Scrypt algorithm.
            

            
            Another approach to ASIC resistance is where multiple hash functions are required
               to be calculated to provide PoW. This is also called a chained hashing scheme. The rationale behind this idea is that designing multiple hash functions on an ASIC
               is not very feasible. The most common example is the X11 memory hard function implemented
               in Dash. X11 comprises 11 SHA-3 contestants where one algorithm outputs the calculated
               hash to the next algorithm until all 11 algorithms are used in a sequence. These algorithms
               include BLAKE, BMW, Groestl, JH, Keccak, Skein, Luffa, CubeHash, SHAvite, SIMD, and
               ECHO.
            

            
            This approach did provide some resistance to ASIC development initially, but now ASIC
               miners are available commercially and support mining of X11 and similar schemes. A
               recent example is ASIC Baikal Miner, which supports X11, X13, X14, and X15 mining.
               Other examples include miners such as iBeLink DM384M X11 miner and PinIdea X11 ASIC
               miner.
            

            
            Perhaps another approach could be to design self-mutating puzzles that intelligently
               or randomly change the PoW scheme or its requirements as a function of time. This
               strategy will make it almost impossible to be implemented in ASICs as it will require
               multiple ASICs to be designed for each function and also randomly changing schemes
               would be almost impossible to handle in ASICs. At the moment, it is unclear how this
               can be achieved practically.
            

            
            PoW does have various drawbacks, and the biggest of all is energy consumption. It
               is estimated that the total electricity consumed by Bitcoin miners currently is more
               than that of Bangladesh at 54.69 Terawatt hash (TWh). This is huge, and all that power is in a way wasted; in fact, no useful purpose
               is served except mining. Environmentalists have raised real concerns about this situation.
               In addition to electricity consumption, the carbon footprint is also very high currently
               estimated at around 387 kg of CO2 per transaction.
            

            
            The following graph shows the scale of Bitcoin energy consumption as compared to other
               countries. This is only expected to grow and it is estimated that by the end of year
               2018, the energy consumption can reach approximately 125 TWh per year.
            

            
            

            
            Energy consumption by country

            
            The preceding graph shown is taken from the website which tracks this subject. It
               is available at https://digiconomist.net/bitcoin-energy-consumption.
            

            
            It has been proposed that PoW puzzles can be designed in such a way that they serve
               two purposes. First, their primary purpose is in consensus mechanisms and second to
               perform some useful scientific computation. This way not only can the schemes be used
               in mining but they can also help to solve other scientific problems too potentially.
               This proof of useful work has been recently put into practice by Primecoin where the
               requirement is to find special prime number chains known as Cunningham chains and
               bi-twin chains. As the study of prime number distribution has special significance
               in scientific disciplines such as physics, by mining Primecoin miners not only achieve
               the block reward but also help in finding the special prime numbers.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Bitcoin-qt

            
         
         
         
         
            
            
            This is the Bitcoin Core client GUI. When the wallet software starts up first, it
               verifies the blocks on the disk and then starts up and shows the following GUI:
            

            
            

            
            Bitcoin Core QT client, just after installation, showing that blockchain is not in
               sync
            

            
            The verification process is not specific to the Bitcoin-qt client; it is performed
               by the Bitcoind client as well.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Routes to decentralization

            
         
         
         
         
            
            
            Even though there were systems that pre-existed blockchain and Bitcoin, including
               BitTorrent and the Gnutella file sharing system, which to a certain degree could be
               classified as decentralized. However, with the advent of blockchain technology, many
               initiatives are now being taken to leverage this new technology for achieving decentralization.
               The Bitcoin blockchain is typically the first choice for many, as it has proven to
               be the most resilient and secure blockchain and has a market cap of nearly $145 billion
               at the time of this writing. Alternatively, other blockchains, such as Ethereum, serve
               as the tool of choice for many developers for building decentralized applications.
               As compared to Bitcoin, Ethereum has become a more prominent choice because of the
                  flexibility it allows for programming any business logic into the blockchain by using
                  smart contracts.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Initial Coin Offerings (ICOs)

            
         
         
         
         
            
            
            ICOs are comparable to the Initial Public Offering (IPO). Just as an IPO is launched to raise capital by a firm similarly, ICOs are launched
               to generate money for a start-up project. The critical difference is that IPOs are
               regulated and fall under the umbrella of securities market (shares in the company)
               whereas ICOs are unregulated and do not fall under any strict category of already
               established market structures.
            

            
            However, there are few suggestions that ICOs should be treated as securities in the
               light of some scam ICO schemes launched in the last few months and growing concerns
               around investor protection. Recently the Securities and Exchange Commission (SEC) suggested that all coins, ICOS, digital assets fall under the definition of security. This means that same laws would be applicable to ICOs, Bitcoin and other digital
               coins that are in applicable to securities. Also, an introduction of formal Know Your Customer (KYC) and Anti Money Laundering (AML) is also being recommended to addresses issues related to money laundering. Experts
               are recommending Howey Test as some criteria for any ICO to be considered a security.
            

            
            Another difference is that ICOs by design usually require investors to invest using
               cryptocurrencies and payouts are paid using cryptocurrencies, most commonly this is
               the new token (a new cryptocurrency) introduced by the ICO. This can also be Fiat
               currency, but most commonly cryptocurrency is used. For example, in the Ethereum crowdfunding
               campaign a new token, Ether was introduced. The name token sale for crowdfunding is
               also quite popular and both terms are used interchangeably. ICO are also called crowd
               sales.
            

            
            When a new blockchain based application or organization is launched, a new token can
               be launched with it as a token to access and use the application and also to gain
               incentives that are paid in the very same token that has been introduced by the ICO.
               This token is released to the public in exchange of some already established cryptocurrency
               (for example, Bitcoin or Ethereum) or Fiat currency. The advantage is that when the
               usage of the application or product launched increases the value of the new token
               also increases with it. This way the investors who invested initially gain a good
               incentive.
            

            
            In the year 2017, ICOs have become a leading tool for raising capital for new start-ups.
               The first successful ICO was that of Ethereum which raised 18 million USD in 2014.
               A recent success is Tezos which made 232 million USD in a few weeks' time. Another
               example is Filecoin which raised more than 250 million USD.
            

            
            The process of creating a new token has been standardized on Ethereum blockchain thus
               making it relatively easy to launch an ICO and issue new tokens in exchange of Ether,
               Bitcoin or some other cryptocurrency. This standard is called ECR20 and is described
               in the next section. It's worth noting that using ECR20 is not a requirement and a
               completely new cryptocurrency can be invented on a new blockchain to start an ICO,
               but ERC20 has been used in various ICOs recently and provides a comparatively easier
               way to build a token for an ICO.
            

            
            Recently ICOs have also been offered via platforms other than Ethereum, such as NEM
               (https://nem.io) and Stellar (https://www.stellar.org).
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Raspberry Pi node setup

            
         
         
         
         
            
            
            On Raspberry Pi, the following command is required to be run to start geth and to sync it with other nodes (in this case only one node). The following is the
               command:
            

            $ ./geth --networkid 786 --maxpeers 5 --rpc --rpcapi web3,eth,debug,personal,net --rpccorsdomain "*" --port 30302 --identity "raspberry"  

            This should produce the output similar to the one shown in the following screenshot.
               When the output contains the row displaying Block synchronisation started it means that the node has connected successfully to its peer.
            

            
            

            
            geth on the Raspberry Pi.

            
            This can be further verified by running commands in the geth console on both nodes as shown in the following screenshot. The geth client can be attached by simply running the following command on the Raspberry Pi:
            

            $ geth attach 

            This will open the JavaScript geth console for interacting with the geth node. We can use admin.peers command to see the connected peers:
            

            
            

            
            geth console admin peers command running on Raspberry Pi

            
            Similarly, we can attach to the geth instance by running the following command on the first node:
            

            $ geth attach ipc:.ethereum/privatenet/geth.ipc  

            Once the console is available admin.peers can be run to reveal the details about other connected nodes as shown in the following
               screenshot:
            

            
            

            
            geth console admin peers command running on the other peer

            
            Once both nodes are up-and-running further prerequisites can be installed to set up
               the experiment. Installation of Node.js and the relevant JavaScript libraries is required.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Trading Namecoins

            
         
         
         
         
            
            
            The current market cap of Namecoin is $29,143,884 USD as per https://coinmarketcap.com/ in March, 2018. It can be bought and sold at various exchanges such as:
            

            
            
               
               	https://cryptonit.net/

               
               	https://bisq.network

               
               	https://www.evonax.com

               
               	https://bter.com

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Scalability

            
         
         
         
         
            
            
            This is another major requirement which once met will allow reasonable transaction
               throughput, which will be sufficient for all business requirements and also a large
               number of users.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            OpenSSL example of hash functions

            
         
         
         
         
            
            
            The following command will produce a hash of 256-bits of the Hello messages using the SHA-256 algorithm:
            

            $ echo -n 'Hello' | openssl dgst -sha256
(stdin)= 185f8db32271fe25f561a6fc938b2e264306ec304eda518007d1764826381969  

            Note that even a small change in the text, such as changing the case of the letter
               H, results in a big change in the output hash. This is known as the avalanche effect,
               as discussed earlier:
            

            $ echo -n 'hello' | openssl dgst -sha256
(stdin)= 2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824  

            Note that both outputs are completely different:

            Hello: 
18:5f:8d:b3:22:71:fe:25:f5:61:a6:fc:93:8b:2e:26:43:06:ec:30:4e:da:51:80:07: 
d1:76:48:26:38:19:69
    
hello: 
2c:f2:4d:ba:5f:b0:a3:0e:26:e8:3b:2a:c5:b9:e2:9e:1b:16:1e:5c:1f:a7:42:5e:73:
04:33:62:93:8b:98:24  

            Usually, hash functions do not use a key. Nevertheless, if they are used with a key, then they can be used to create another cryptographic construct
               called MACs.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Citizen identification (ID cards)

            
         
         
         
         
            
            
            Electronic IDs or national ID cards are issued by various countries around the world
               at present. These cards are secure and possess many security features that thwart
               duplication or tampering attempts. However, with the advent of blockchain technology,
               several improvements can be made to this process.
            

            
            Digital identity is not only limited to just government-issued ID cards; it is a concept
               that applies to online social networks and forums too. There can be multiple identities
               used for different purposes. A blockchain-based online digital identity allows control
               over personal information sharing. Users can see who used their data and for what
               purpose and can control access to it. This is not possible with the current infrastructures
               which are centrally controlled. The key benefit is that a single identity issued by
               the government can be used easily and in a transparent manner for multiple services
               via a single government blockchain. In this case, the blockchain serves as a platform
               where a government is providing various services such as pensions, taxation, or benefits
               and a single ID is being used for accessing all these services. Blockchain, in this
               case, provides a permanent record of every change and transaction made by a digital
               ID, thus ensuring integrity and transparency of the system. Also, citizens can notarize
               birth certificates, marriages, deeds, and many other documents on the blockchain tied
               with their digital ID as a proof of existence.
            

            
            Currently, there are successful implementations of identity schemes in various countries
               that work well, and there is an argument that perhaps blockchain is not required in
               identity management systems. Although there are several benefits such as privacy and
               control over the usage of identity information due to the current immaturity of blockchain
               technology, perhaps it is not ready for use in real-world identity systems. However,
               research is being carried out by various governments to explore the usage of blockchain
               for identity management.
            

            
            Moreover, laws such as the right to be forgotten can be quite difficult to incorporate
               into blockchain due to its immutable nature.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Post-trade settlement

            
         
         
         
         
            
            
            This is the most sought-after application of blockchain technology. Currently, many
               financial institutions are exploring the possibility of using blockchain technology
               to simplify, automate, and speed up the costly and time-consuming post-trade settlement
               process.
            

            
            To understand the problem better, the trade life cycle is described briefly. A trade
               life cycle contains three steps: execution, clearing, and settlement. Execution is
               concerned with the commitment of trading between two parties and can be entered into
               the system via front office order management terminals or exchanges. Clearing is the
               next step whereby the trade is matched between the seller and buyer based on certain
               attributes such as price and quantity. At this stage, accounts that are involved in
               payment are also identified. Finally, the settlement is where eventually the security
               is exchanged for payment between the buyer and seller.
            

            
            In the traditional trade life cycle model, a central clearinghouse is required to
               facilitate trading between parties which bears the credit risk of both parties. The
               current scheme is somewhat complicated, whereby a seller and buyer have to take a
               complicated route to trade with each other. This comprises of various firms, brokers,
               clearing houses, and custodians but with blockchain, a single distributed ledger with
               appropriate smart contracts can simplify this whole process and can enable buyers
               and sellers to talk directly to each other.
            

            
            Notably, the post-trade settlement process usually takes two to three days and has
               a dependency on central clearing houses and reconciliation systems. With the shared
               ledger approach, all participants on the blockchain can immediately see a single version
               of truth regarding the state of the trade. Moreover, the peer-to-peer settlement is
               possible, which results in the reduction of complexity, cost, risk, and the time it
               takes to settle the trade. Finally, intermediaries can be eliminated by making use
               of appropriate smart contracts on the blockchain. Also, regulators can also see view
               the blockchain for auditing and regulatory requirements.
            

            
            This can be very useful in implementing MIFID-II regulation requirements (https://www.fca.org.uk/markets/mifid-ii).
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Elliptic Curve Cryptography

            
         
         
         
         
            
            
            Elliptic Curve Cryptography (ECC) is based on the discrete logarithm problem founded upon elliptic curves over finite
               fields (Galois fields). The main benefit of ECC over other types of public key algorithms
               is that it requires a smaller key size while providing the same level of security
               as, for example, RSA. Two notable schemes that originate from ECC are ECDH for key
               exchange and ECDSA for digital signatures.
            

            
            ECC can also be used for encryption, but it is not usually used for this purpose in
               practice. Instead, it is used for key exchange and digital signatures commonly. As
               ECC needs less space to operate, it is becoming very popular on embedded platforms
               and in systems where storage resources are limited. By comparison, the same level
               of security can be achieved with ECC only using 256-bit operands as compared to 3072-bits
               in RSA.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Ledger storage

            
         
         
         
         
            
            
            In order to save the state of the ledger, by default, LevelDB is used which is available
               at each peer. An alternative is to use CouchDB which provides the ability to run rich
               queries.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            EthereumJS

            
         
         
         
         
            
            
            At times, it is not possible to test on the testnet and mainnet is obviously not a
               place to test the contracts. Private net can be time-consuming to set up at times.
               EthereumJS' TestRPC comes in handy when quick testing is required and no proper testnet
               is available. It uses EthereumJS to simulate the Ethereum geth client behavior and allows for faster development testing. TestRPC is available via
               npm as a Node package.
            

            
            Before installing TestRPC, Node should already have been installed and the npm package manager should also be available.
            

            
            TestRPC can be installed using this command:

            $ npm install -g ethereumjs-testrpc 

            In order to start testrpc, simply issue this command and keep it running in the background and open another
               Terminal to work on contracts:
            

            $ testrpc  

            When TestRPC runs, it will display the output similar to the one shown in the following
               screenshot. It will automatically generate ten accounts and private keys, along with
               HD wallet. It will start to listen for incoming connection on TCP port 8545.
            

            
            

            
            TestRPC

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Scalability, security, and other challenges

            
         
         
         
         
            
            
            Scalability in any blockchain is a fundamental issue. Security is also of paramount
               importance. Issues such as privacy and confidentiality have caused some adaptability
               issues, especially in the financial sector. However, a great deal of research is being
               conducted in these areas. A more detailed discussion regarding all blockchain-related
               issues will be carried out in Chapter 18, Scalability and Other Challenges.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Mining guide

            
         
         
         
         
            
            
            The first step is to download a wallet. Primecoin supports native mining within the
               wallet, just like original Bitcoin clients, but also can be mined on the cloud via
               various online cloud service providers.
            

            
            A quick Windows guide is presented as follows, Linux client is also available at http://primecoin.io/downloads.php. 
            

            
            
               
               	The first step is to download the Primecoin wallet from http://primecoin.io/index.php.
               

               
               	Once the wallet is installed and synced with the network, mining can be started by
                  following the next step. A debug window can be opened in the Primecoin wallet by clicking
                  on the Help menu and selecting the Debug window menu item. Additional help can be invoked through typing help in the Console window of Debug window used to enable the Primecoin mining function:
               

               
            

            
            

            
            Primecoin mining

            
            
               
               	Once the preceding commands are successfully executed mining will start in solo mode.
                  This may not be very fast and profitable if you have an entry level PC with slower
                  CPU but as this is a CPU mined cryptocurrency the miner can use PCs with powerful
                  CPUs. As an alternative cloud services can be used which host powerful server hardware:
               

               
            

            
            

            
            Primecoin wallet software, synching with the network

            
            The Primecoin source code is available at https://github.com/primecoin/primecoin.
            

            
            Primecoin is a novel concept and the PoW that it has introduced have great scientific
               significance. It is still in use with a market cap of $17,034,198 USD but it appears
               that no active development is being carried out to further develop Primecoin as is
               evident from GitHub inactivity.
            

            
            Readers can further explore Primecoin by reading the Primecoin whitepaper by Sunny
               King (pseudonym) at: http://primecoin.io/bin/primecoin-paper.pdf.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Coinbase transactions

            
         
         
         
         
            
            
            A coinbase transaction or generation transaction is always created by a miner and
               is the first transaction in a block. It is used to create new coins. It includes a
               special field, also called coinbase, which acts as an input to the coinbase transaction. This transaction also allows
               up to 100 bytes of arbitrary data that can be used to store arbitrary data. In the
               genesis block, this transaction included the most famous comment taken from The Times newspaper:
            

            
            "The Times 03/Jan/2009 Chancellor on brink of second bailout for banks."

            
            This message is a proof that the genesis block was not mined earlier than January
               3, 2009. This is because first Bitcoin block (genesis block) was created on January
               3, 2009 and this news excerpt was taken from that day's newspaper.
            

            
            A coinbase transaction input has the same number of fields as usual transaction input,
               but the structure contains coinbase data size and coinbase data fields instead of
               unlocking script size and unlocking script fields. Also, it does not have a reference
               pointer to the previous transaction. This structure is shown in the following table:
            

            
            
               
               
                  
                  
                     
                     	
                        
                        Field

                        
                     
                     
                     	
                        
                        Size

                        
                     
                     
                     	
                        
                        Description

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Transaction hash

                        
                     
                     
                     	
                        
                        32 bytes

                        
                     
                     
                     	
                        
                        Set to all zeroes as no hash reference is used

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Output index

                        
                     
                     
                     	
                        
                        4 bytes

                        
                     
                     
                     	
                        
                        Set to 0xFFFFFFFF

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Coinbase data length

                        
                     
                     
                     	
                        
                        1-9 bytes

                        
                     
                     
                     	
                        
                        2 bytes-100 bytes

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Data

                        
                     
                     
                     	
                        
                        Variable

                        
                     
                     
                     	
                        
                        Any data

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        Sequence number

                        
                     
                     
                     	
                        
                        4 bytes

                        
                     
                     
                     	
                        
                        Set to 0xFFFFFFFF

                        
                     
                     
                  

                  
               
               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Storage

            
         
         
         
         
            
            
            Data can be stored directly in a blockchain, and with this fact it achieves decentralization.
               However, a significant disadvantage of this approach is that a blockchain is not suitable
               for storing large amounts of data by design. It can store simple transactions and
               some arbitrary data, but it is certainly not suitable for storing images or large
               blobs of data, as is the case with traditional database systems.
            

            
            A better alternative for storing data is to use Distributed Hash Tables (DHTs). DHTs were used initially in peer-to-peer file sharing software, such as BitTorrent,
               Napster, Kazaa, and Gnutella. DHT research was made popular by the CAN, Chord, Pastry,
               and Tapestry projects. BitTorrent is the most scalable and fastest network, but the
               issue with BitTorrent and the others is that there is no incentive for users to keep
               the files indefinitely. Users generally don't keep files permanently, and if nodes
               that have data still required by someone leave the network, there is no way to retrieve
               it except by having the required nodes rejoin the network so that the files once again
               become available.
            

            
            Two primary requirements here are high availability and link stability, which means
               that data should be available when required and network links also should always be
               accessible. InterPlanetary File System (IPFS) by Juan Benet possesses both of these properties, and its vision is to provide a
               decentralized World Wide Web by replacing the HTTP protocol. IPFS uses Kademlia DHT
               and Merkle Directed Acyclic Graph (DAG) to provide storage and searching functionality, respectively. The concept of DHTs
               and DAGs will be introduced in detail in Chapter 4, Public Key Cryptography.
            

            
            The incentive mechanism for storing data is based on a protocol known as Filecoin,
               which pays incentives to nodes that store data using the Bitswap mechanism. The Bitswap
               mechanism lets nodes keep a simple ledger of bytes sent or bytes received in a one-to-one
               relationship. Also, a Git-based version control mechanism is used in IPFS to provide
               structure and control over the versioning of data.
            

            
            There are other alternatives for data storage, such as Ethereum Swarm, Storj, and
               MaidSafe. Ethereum has its own decentralized and distributed ecosystem that uses Swarm
               for storage and the Whisper protocol for communication. MaidSafe aims to provide a
               decentralized World Wide Web. All of these projects are discussed later in this book
               in greater detail.
            

            
            BigchainDB is another storage layer decentralization project aimed at providing a
               scalable, fast, and linearly-scalable decentralized database as opposed to a traditional
               filesystem. BigchainDB complements decentralized processing platforms and file systems
               such as Ethereum and IPFS.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Components of a trade

            
         
         
         
         
            
            
            A trade ticket is the combination of all of the details related to a trade. However, there is some
               variation depending on the type of the instrument and the asset class. These elements
               are described in the following subsections.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Requirements of a Decentralized Application

            
         
         
         
         
            
            
            For an application to be considered decentralized, it must meet the following criteria.
               This definition was provided in the whitepaper by Johnston and others, The General Theory of Decentralized Applications, Dapps:
            

            
            
               
               	The DApp should be fully open source and autonomous, and no single entity should be
                  in control of a majority of its tokens. All changes to the application must be consensus-driven
                  based on the feedback given by the community.
               

               
               	Data and records of operations of the application must be cryptographically secured
                  and stored on a public, decentralized blockchain to avoid any central points of failure.
               

               
               	A cryptographic token must be used by the application to provide access and rewards
                  to those who contribute value to the applications, for example, miners in Bitcoin.
               

               
               	The tokens must be generated by the DApp according to a standard cryptographic algorithm.
                  This generation of tokens acts as a proof of the value to contributors (for example,
                  miners).
               

               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Value types

            
         
         
         
         
            
            
            These are explained in detail here:

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Consensus

            
         
         
         
         
            
            
            Consensus is the backbone of a blockchain and, as a result, it provides decentralization
               of control through an optional process known as mining. The choice of the consensus algorithm is also governed by the type of blockchain in use; that is, not all consensus mechanisms
               are suitable for all types of blockchains. For example, in public permissionless blockchains,
               it would make sense to use PoW instead of a simple agreement mechanism that is perhaps
               based on proof of authority. Therefore, it is essential to choose an appropriate consensus
               algorithm for a particular blockchain project.
            

            
            Consensus is a process of agreement between distrusting nodes on the final state of data. To
               achieve consensus, different algorithms are used. It is easy to reach an agreement
               between two nodes (in client-server systems, for example), but when multiple nodes
               are participating in a distributed system and they need to agree on a single value,
               it becomes quite a challenge to achieve consensus. This process of attaining agreement
               common state or value among multiple nodes despite the failure of some nodes is known
               as distributed consensus.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Kadena

            
         
         
         
         
            
            
            Kadena is a private blockchain that has successfully addressed scalability and privacy
               issues in blockchain systems. A new Turing incomplete language, called Pact, has also
               been introduced with Kadena that allows the development of smart contracts. A key
               innovation in Kadena is its Scalable BFT consensus algorithm, which has the potential
               to scale to thousands of nodes without performance degradation.
            

            
            Scalable BFT is based on the original Raft algorithm and is a successor of Tangaroa
               and Juno. Tangaroa, which is a name given to an implementation of Raft with fault
               tolerance (a BFT Raft), was developed to address the availability and safety issues
               that arose from the behavior of Byzantine nodes in the Raft algorithm, and Juno was
               a fork of Tangaroa that was developed by JPMorgan. Consensus algorithms are discussed
               in Chapter 1, Blockchain 101 in more detail.
            

            
            Both of these proposals have a fundamental limitation—they cannot scale while maintaining
               a high level of high performance. As such, Juno could not gain much traction. Private
               blockchains have the more desirable property of maintaining high performance as the
               number of nodes increase, but the aforementioned proposals lack this feature. Kadena
               solves this issue with its proprietary Scalable BFT algorithm, which is expected to
               scale up to thousands of nodes without any performance degradation.
            

            
            Moreover, confidentiality is another significant aspect of Kadena that enables privacy
               of transactions on the blockchain. This security service is achieved by using a combination
               of key rotation, symmetric on-chain encryption, incremental hashing, and Double Ratchet
               protocol.
            

            
            Key rotation is used as a standard mechanism to ensure the security of the private
               blockchain. It is used as a best practice to thwart any attacks if the keys have been
               compromised, by periodically changing the encryption keys. There is native support
               for key rotation in Pact smart contract language.
            

            
            Symmetric on-chain encryption allows encryption of transaction data on the blockchain.
               These transactions can be automatically decrypted by the participants of a particular
               private transaction. Double Ratchet protocol is used to provide key management and
               encryption functions.
            

            
            Scalable BFT consensus protocol ensures that adequate replication and consensus has
               been achieved before smart contract execution. The consensus is achieved by following
               the process described here.
            

            
            This is how a transaction originates and flows in the network:

            
            
               
               	First, a new transaction is signed by the user and broadcasted over the blockchain
                  network, which is picked up by a leader node that adds it to its immutable log. At
                  this point, an incremental hash is also calculated for the log. Incremental hash is
                  a type of hash function that allows computation of hash messages in the scenario where,
                  if a previous original message which is already hashed is slightly changed, then the
                  new hash message is computed from the already existing hash. This scheme is quicker
                  and less resource intensive compared to a conventional hash function where an altogether
                  new hash message is required to be generated even if the original message has only
                  changed very slightly.
               

               
               	Once the transaction is written to the log by the leader node, it signs the replication
                  and incremental hash and broadcasts it to other nodes.
               

               
               	Other nodes after receiving the transaction, verify the signature of the leader node,
                  add the transaction into their own logs, and broadcast their own calculated incremental
                  hashes (quorum proofs) to other nodes. Finally, the transaction is committed to the
                  ledger permanently after an adequate number of proofs are received from other nodes.
               

               
            

            
            A simplified version of this process is shown in the following diagram, where the
               leader node is recording the new transactions and then replicating them to the follower
               nodes:
            

            
            

            
            Consensus mechanism in Kadena

            
            Once the consensus is achieved, a smart contract execution can start and takes a number
               of steps, as follows:
            

            
            
               
               	First, the signature of the message is verified.

               
               	Pact smart contract layer takes over.

               
               	Pact code is compiled.

               
               	The transaction is initiated and executes any business logic embedded within the smart
                  contract. In case of any failures, an immediate rollback is initiated that reverts
                  that state back to what it was before the execution started.
               

               
               	Finally, the transaction completes and relevant logs are updated.

               
            

            
            Pact has been open sourced by Kadena and is available for download at http://kadena.io/pact/downloads.html.

            
            This can be downloaded as a standalone binary that provides a REPL for Pact language.
               An example is shown here where Pact is run by issuing the ./pact command in Linux console:
            

            
            

            
            Pact REPL, showing sample commands and error output

            
            A smart contract in Pact language is usually composed of three sections: keysets,
               modules, and tables. These sections are described here:
            

            
            
               
               	Keysets: This section defines relevant authorization schemes for tables and modules.
               

               
               	Modules: This section defines the smart contract code encompassing the business logic in
                  the form of functions and pacts. Pacts within modules are composed of multiple steps
                  and are executed sequentially.
               

               
               	Tables: This section is an access-controlled construct defined within modules. Only administrators
                  defined in the admin keyset have direct access to this table. Code within the module
                  is granted full access, by default to the tables.
               

               
            

            
            Pact also allows several execution modes. These modes include contract definition,
               transaction execution, and querying. These execution modes are described here:
            

            
            
               
               	Contract definition: This mode allows a contract to be created on the blockchain via a single transaction
                  message.
               

               
               	Transaction execution: This mode entails the execution of modules of smart contract code that represent
                  business logic.
               

               
               	Querying: This mode is concerned with simply probing the contract for data and is executed
                  locally on the nodes for performance reason. Pact uses LISP-like syntax and represents
                  in the code exactly what will be executed on the blockchain, as it is stored on the
                  blockchain in human-readable format. This is in contrast to Ethereum's EVM, which
                  compiles into bytecode for execution, which makes it difficult to verify what code
                  is in execution on the blockchain. Moreover, it is Turing incomplete, supports immutable
                  variables, and does not allow null values, which improves the overall safety of the
                  transaction code execution.
               

               
            

            
            It is not possible to cover the complete syntax and functions of Pact in this limited
               length chapter; however, a small example is shown here, that shows the general structure
               of a smart contract written in Pact. This example shows a simple addition module that
               defines a function named addition that takes three parameters. When the code is executed it adds all three values and
               displays the result.
            

            
            The following example has been developed using the online Pact compiler available
               at http://kadena.io/try-pact/.
            

            
            

            
            Sample Pact code

            
            When the code is run, it produces the output shown as follows:

            
            

            
            The output of the code

            
            As shown in the preceding example, the execution output matches exactly with the code
               layout and structure, which allows for greater transparency and limits the possibility
               of malicious code execution.
            

            
            Kadena is a new class of blockchains introducing the novel concept of pervasive determinism where, in addition to standard public/private key-based data origin security, an
               additional layer of fully deterministic consensus is also provided. It provides cryptographic
               security at all layers of the blockchain including transactions and consensus layer.
            

            
            Relevant documentation and source code for Pact can be found here https://github.com/kadena-io/pact.
            

            
            Kadena has also introduced a public blockchain in January, 2018 which is another leap
               forward in building blockchains with massive throughput. The novel idea in this proposal
               is to build a PoW parallel chain architecture. This scheme works by combining individually
               mined chains on peers into a single network. The result is massive throughput capable
               of processing more than 10,000 transactions per second.
            

            
            The original research paper is available at http://kadena.io/docs/chainweb-v15.pdf.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            A cyclic group

            
         
         
         
         
            
            
            A cyclic group is a type of group that can be generated by a single element called the group generator.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Cryptographic hash mode

            
         
         
         
         
            
            
            Hash functions are primarily used to compress a message to a fixed-length digest.
               In cryptographic hash mode, block ciphers are used as a compression function to produce a hash of plaintext.
            

            
            With this, we have now concluded the introduction to block ciphers. In the following
               section, you will be introduced to the design and mechanism of a currently market-dominant
               block cipher known as AES.
            

            
            Before discussing AES, however, some history is presented about the Data Encryption Standard (DES) that led to the development of the new AES standard.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Proof of Deposit (PoD)

            
         
         
         
         
            
            
            The core idea behind this scheme is that newly minted blocks by miners are made unspendable
               for a certain period. More precisely the coins get locked for a set number of blocks
               during the mining operation. The scheme works by allowing miners to perform mining
               at the cost of freezing a certain number of coins for some time. This is a type of
               PoS.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Real-world implementations

            
         
         
         
         
            
            
            Many proofs of concept have been developed in recent years, especially in 2017, using
               blockchain technology. A few application-specific implementations emerged, such as
               Everledger for diamond tracking and filament for the IoT but are still lacking in
               various areas.
            

            
            This seems not too far now as many proofs of concept have already been developed and
               proved to work; the next stage is to implement these in real-life scenarios. For example,
               recently, a group of seven banks agreed to build a Digital Trade Chain (DTC) that will simplify the trade finance process.
            

            
            DTC related information is available at http://www.bankingtech.com/2017/10/ibm-and-eight-banks-unleash-we-trade-platform-for-blockchain-powered-commerce/.
            

            
            Concrete, real-life, end-to-end implementations are also now becoming available, even
               in finance industry such as Australian Securities Exchange (ASX) replacing it legacy post trade system with blockchain.
            

            
            The information regarding this project from ASX is available at https://www.asx.com.au/services/chess-replacement.htm.

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Integer literals

            
         
         
         
         
            
            
            Integer literals are a sequence of decimal numbers in the range of 0-9. An example
               is shown as follows:
            

            uint8 x = 2; 

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            The modular approach

            
         
         
         
         
            
            
            The main requirement of Hyperledger is a modular structure. It is expected that as
               a cross-industry fabric (blockchain), it will be used in many business scenarios.
               As such, functions related to storage, policy, chaincode, access control, consensus,
               and many other blockchain services should be modular and pluggable. The specification
               suggests that the modules should be plug and play and users should be able to easily
               remove and add a different module that meets the requirements of the business.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Commonly used opcodes

            
         
         
         
         
            
            
            All opcodes are declared in the script.h file in the Bitcoin reference client source code.
            

            
            This can be accessed from the link at https://github.com/bitcoin/bitcoin/blob/master/src/script/script.h under the following comment:

               /** Script opcodes */

            
            A description of the most commonly used opcodes is listed here. This table is taken
               from the Bitcoin developer's guide:
            

            
            
               
               
                  
                  
                     
                     	
                        
                        Opcode

                        
                     
                     
                     	
                        
                        Description

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_CHECKSIG

                        
                     
                     
                     	
                        
                        This takes a public key and signature and validates the signature of the hash of the
                           transaction. If it matches, then TRUE is pushed onto the stack; otherwise, FALSE is pushed.
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_EQUAL

                        
                     
                     
                     	
                        
                        This returns 1 if the inputs are exactly equal; otherwise, 0 is returned.
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_DUP

                        
                     
                     
                     	
                        
                        This duplicates the top item in the stack.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_HASH160

                        
                     
                     
                     	
                        
                        The input is hashed twice, first with SHA-256 and then with RIPEMD-160.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_VERIFY

                        
                     
                     
                     	
                        
                        This marks the transaction as invalid if the top stack value is not true.

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_EQUALVERIFY

                        
                     
                     
                     	
                        
                        This is the same as OP_EQUAL, but it runs OP_VERIFY afterwards.
                        

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        OP_CHECKMULTISIG

                        
                     
                     
                     	
                        
                        This takes the first signature and compares it against each public key until a match
                           is found and repeats this process until all signatures are checked. If all signatures
                           turn out to be valid, then a value of 1 is returned as a result; otherwise, 0 is returned.
                        

                        
                     
                     
                  

                  
               
               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Types of consensus mechanisms

            
         
         
         
         
            
            
            All consensus mechanisms are developed to deal with faults in a distributed system
               and to allow distributed systems to reach a final state of agreement. There are two
               general categories of consensus mechanisms. These categories deal with all types of
               faults (fail stop type or arbitrary). These common types of consensus mechanisms are
               as follows:
            

            
            
               
               	Traditional Byzantine Fault Tolerance (BFT)-based: With no compute-intensive operations, such as partial hash inversion (as in Bitcoin
                  PoW), this method relies on a simple scheme of nodes that are publisher-signed messages.
                  Eventually, when a certain number of messages are received, then an agreement is reached.
               

               
               	Leader election-based consensus mechanisms: This arrangement requires nodes to compete in a leader-election lottery, and the
                  node that wins proposes a final value. For example, the PoW used in Bitcoin falls
                  into this category.
               

               
            

            
            Many practical implementations of consensus protocols have been proposed. Paxos is the most famous of these protocols. It was introduced by Leslie Lamport in 1989.
               With Paxos, nodes are assigned various roles such as Proposer, Acceptor, and Learner.
               Nodes or processes are named replicas, and consensus is achieved in the presence of
               faulty nodes by agreement among a majority of nodes.
            

            
            An alternative to Paxos is RAFT, which works by assigning any of three states; that
               is, follower, candidate, or leader to the nodes. A leader is elected after a candidate
               node receives enough votes, and all changes then have to go through the leader. The
               leader commits the proposed changes once replication on the majority of the follower
               nodes is completed. More detail on the theory of consensus mechanisms from a distributed
               system point of view are beyond the scope of this chapter. Later in this chapter,
               however, a full section is dedicated to the introduction of consensus protocols. Specific
               algorithms will be discussed in chapters dedicated to Bitcoin and other blockchains
               later in this book.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Coinage

            
         
         
         
         
            
            
            This parameter defines how long the coin has to remain unspent in order for it to
               become eligible to be considered stake worthy.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Installation

            
         
         
         
         
            
            
            The following installation procedure describes the installation of various Ethereum
               clients on Ubuntu systems. Instructions for other operating systems are available
               on Ethereum Wiki. As Ubuntu systems will be used in examples, later on, only the installation
               on Ubuntu has been described here.
            

            
            Geth client can be installed by using the following command on an Ubuntu system:

            > sudo apt-get install -y software-properties-common
> sudo add-apt-repository -y ppa:ethereum/ethereum
> sudo apt-get update
> sudo apt-get install -y ethereum

            After installation is completed Geth can be launched simply by issuing the geth command at Terminal, as it comes preconfigured with all the required parameters to
               connect to the live Ethereum network (mainnet):
            

            > geth  

            
            
            
         
         
         
      
      
   
      
      
         
         
         
            
            Creating a web3 object

            
         
         
         
         
            
            if (typeof web3 !== 'undefined') 
{ 
web3 = new Web3(web3.currentProvider); 
} 
else 
{ 
web3 = new Web3(new Web3.providers.HttpProvider("http://localhost: 8545")); 
} 

            This code checks whether there is already an available provider; if yes, then it will
               set the provider to the current provider. Otherwise, it sets the web3 provider to localhost: 8001; this is where the local instance of geth is running.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Summary

            
         
         
         
         
            
            
            This chapter started with a discussion on the history of Ethereum, the motivation
               behind Ethereum development, and Ethereum clients. Then, you were introduced to the
               core concepts of the Ethereum blockchain, such as state machine model, world and machine
               state, accounts, and types of accounts. Moreover, a detailed introduction to the core
               components of the EVM was also presented.
            

            
            With research being carried out on topics such as scalability, optimization, throughput,
               capacity, and security, it is envisaged that over time, Ethereum will evolve into
               a more robust, user-friendly, and stable blockchain ecosystem.
            

            
            In the next chapter, we will continue to explore Ethereum concepts and will look at
               more concepts such as programming languages, blockchain data structures, mining and
               various Ethereum clients.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Summary

            
         
         
         
         
            
            
            We started this chapter with the introduction of asymmetric key cryptography. We discussed
               various constructs such as RSA and ECC. We also performed some experiments using OpenSSL
               to see that how theoretical concepts can be implemented practically. After this, we
               discussed hash functions in detail along with its properties and usage. Next, we covered
               concepts such as Merkle trees, which are used extensively in blockchain and, in fact,
               are at its core. We also presented other concepts such as Patricia trees and hash
               tables.
            

            
            In the next chapter, we will present Bitcoin, which is the first blockchain invented
               in 2009 with the introduction of Bitcoin cryptocurrency.
            

            
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Mist browser

            
         
         
         
         
            
            
            The Mist browser is a user-friendly interface for end users with a feature-rich graphical
               user interface that is used to browse Decentralized Applications (DApps) and for account management and contract management. Mist installation is covered
               in the next chapter.
            

            
            When Mist is launched for the first time, it will initialize Geth in the background
               and will sync with the network. It can take from a few hours to a few days depending
               on the speed and type of the network to fully synchronize with the network. If testnet
               is used, then syncing completes relatively faster as the size of testnet (Ropsten)
               is not as big as mainnet. More information on how to connect to testnet will be provided
               in the next chapter, Chapter 12, Ethereum Development Environment.
            

            
            

            
            Mist browser starting up and syncing with the main network

            
            Mist browser is not a wallet; in fact, it is a browser of DApps and provides a user-friendly
               user interface for the creation and management of contracts, accounts, and browsing
               decentralized applications. Ethereum wallet is a DApp that is released with Mist.
            

            
            A wallet is a generic program that can store private keys and based on the addresses
               stored within it, it can compute the existing balance of Ether associated with the
               addresses by querying the blockchain. It can also be used to deploy smart contracts.
            

            
            Latest version of Mist is available at https://github.com/ethereum/mist.
            

            
            Other wallets include but are not limited to MyEtherWallet, which is an open source
               Ether wallet developed in JavaScript. MyEtherWallet runs in the client browser.
            

            
            This software is available at https://www.myetherwallet.com.
            

            
            Icebox is developed by ConsenSys. This is a cold storage browser that provides secure
               storage of Ether. It depends on whether the computer on which Icebox is run is connected
               to the internet or not.
            

            
            Various wallets are available for Ethereum for desktop, mobile, and web platforms.
               A popular Ethereum iOS wallet is named Jaxx which we used as an example earlier in
               this chapter.
            

            
            Once the blockchain is synchronized, Mist will launch and show the following interface.
               In this example, two accounts are displayed with no balance:
            

            
            

            
            Mist browser

            
            A new account can be created in a number of ways. In the Mist browser, it can be created
               by clicking on the ACCOUNTS menu and selecting New account or by clicking on the ADD ACCOUNT option in the Mist Accounts Overview screen:
            

            
            

            
            Add new account

            
            The account will need a password to be set, as shown in the preceding screenshot;
               once the account is set up, it will be displayed in the Accounts Overview section of the Mist browser.
            

            
            Accounts can also be added via the command line using the Geth or Parity command-line
               interface. This process is shown in the next section.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Components of the fabric

            
         
         
         
         
            
            
            There are various components that can be part of the Hyperledger Fabric blockchain.
               These components include but are not limited to the ledger, chaincode, consensus mechanism,
               access control, events, system monitoring and management, wallets, and system integration
               components.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Execution environment

            
         
         
         
         
            
            
            There are some key elements that are required by the execution environment to execute
               the code. The key parameters are provided by the execution agent, for example, a transaction.
               These are listed as follows:
            

            
            
               
               	System state.

               
               	Remaining gas for execution.

               
               	The address of the account that owns the executing code.

               
               	The address of the sender of the transaction.

               
               	The originating address of this execution (it can be different from the sender).

               
               	The gas price of the transaction that initiated the execution.

               
               	Input data or transaction data depending on the type of executing agent. This is a
                  byte array; in the case of a message call, if the execution agent is a transaction,
                  then the transaction data is included as input data.
               

               
               	The address of the account that initiated the code execution or transaction sender.

               
               	This is the address of the sender in case the code execution is initiated by a transaction;
                  otherwise, it is the address of the account.
               

               
               	The value or transaction value. This is the amount in Wei. If the execution agent
                  is a transaction, then it is the transaction value.
               

               
               	The code to be executed presented as a byte array that the iterator function picks
                  up in each execution cycle.
               

               
               	The block header of the current block.

               
               	The number of message calls or contract creation transactions currently in execution.
                  In other words, this is the number of CALLs or CREATEs currently in execution.
               

               
               	Permission to make modifications to the state.

               
            

            
            The execution environment can be visualized as a tuple of ten elements, as follows:

            
            

            
            Execution environment tuple

            
            The execution results in producing the resulting state, the gas remaining after the
               execution, self-destruct or suicide set (described later), log series (described later),
               and any gas refunds.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Bitcoin Cash

            
         
         
         
         
            
            
            Bitcoin Cash increases the block limit to 8 MB. This immediately increases the number
               of transactions that can be processed in one block to a much larger number as compared
               to 1 MB limit in original Bitcoin protocol. It uses PoW as consensus algorithm, and
               mining hardware is still ASIC based. The block interval is changed from 10 minutes
               to 10 seconds and up to 2 hours. It also provides replay protection and wipe-out protection.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            RSA public and private key pair

            
         
         
         
         
            
            
            First, how the RSA private key can be generated using OpenSSL is shown in the following
               subsection.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Burrow

            
         
         
         
         
            
            
            This project is currently in the incubation state. Hyperledger Burrow was contributed
               by Monax, who develop blockchain development and deployment platforms for business.
               Hyperledger Burrow introduces a modular blockchain platform and an Ethereum Virtual Machine (EVM) based smart contract execution environment. Burrow uses proof of stake, Byzantine
               fault tolerant Tendermint consensus mechanism. As a result, Burrow provides high throughput
               and transaction finality.
            

            
            The source code is available at https://github.com/hyperledger/burrow.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Block information

            
         
         
         
         
            
            
            This set of instructions is related to retrieving various attributes associated with
               a block. These opcodes are available in the range of 0x40 to 0x45:
            

            
            
               
               
                  
                  
                     
                     	
                        
                        Mnemonic

                        
                     
                     
                     	
                        
                        Value

                        
                     
                     
                     	
                        
                        POP

                        
                     
                     
                     	
                        
                        PUSH

                        
                     
                     
                     	
                        
                        Gas

                        
                     
                     
                     	
                        
                        Description

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        BLOCKHASH

                        
                     
                     
                     	
                        
                        0x40

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        20

                        
                     
                     
                     	
                        
                        Gets the hash of one of the 256 most recently completed blocks

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        COINBASE

                        
                     
                     
                     	
                        
                        0x41

                        
                     
                     
                     	
                        
                        0

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                     	
                        
                        Retrieves the address of the beneficiary set in the block

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        TIMESTAMP

                        
                     
                     
                     	
                        
                        0x42

                        
                     
                     
                     	
                        
                        0

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                     	
                        
                        Retrieves the timestamp set in the blocks

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        NUMBER

                        
                     
                     
                     	
                        
                        0x43

                        
                     
                     
                     	
                        
                        0

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                     	
                        
                        Gets the block's number

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        DIFFICULTY

                        
                     
                     
                     	
                        
                        0x44

                        
                     
                     
                     	
                        
                        0

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                     	
                        
                        Retrieves the block difficulty

                        
                     
                     
                  

                  
                  
                     
                     	
                        
                        GASLIMIT

                        
                     
                     
                     	
                        
                        0x45

                        
                     
                     
                     	
                        
                        0

                        
                     
                     
                     	
                        
                        1

                        
                     
                     
                     	
                        
                        2

                        
                     
                     
                     	
                        
                        Gets the gas limit value of the block

                        
                     
                     
                  

                  
               
               
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Private blockchain

            
         
         
         
         
            
            
            Private blockchains are inherently fast because no real decentralization is required
               and participants on the network do not need to mine; instead, they can only validate
               transactions. This can be considered as a workaround to the scalability issue in public
               blockchains; however, this is not the solution to the scalability problem. Also, it
               should be noted that private blockchains are only suitable in specific areas and setups
               such as enterprise environments where all participants are known.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
         
            
            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            The permissioning service

            
         
         
         
         
            
            
            A permissioning service is used to provision TLS certificates for security. In order
               to participate in the network, participants are required to have a signed identity
               issued by a root certificate authority. Identities are required to be unique on the
               network and the permissioning service is used to sign these identities. The naming
               convention used to recognize participants is based on the X.500 standard. This ensures
               the uniqueness of the name.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Sawtooth Lake

            
         
         
         
         
            
            
            Sawtooth Lake can run in both permissioned and non-permissioned modes. It is a distributed
               ledger that proposes two novel concepts: the first is the introduction of a new consensus
               algorithm called Proof of Elapsed Time (PoET); and the second is the idea of transaction families.
            

            
            A description of these novel proposals is given in the following sections.
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            There are many applications of blockchain technology, and as discussed in the chapter
               they can be implemented in various industries to bring about multiple benefits to
               existing solutions. In this chapter, five main industries that can benefit from blockchain
               have been discussed. First IoT was discussed, which is another revolutionary technology
               on its own; and by combining it with the blockchain, several fundamental limitations
               can be addressed, which brings about tremendous benefits to the IoT industry. More
               focus has been given to IoT as it is the most prominent and most ready candidate for
               adapting blockchain technology.
            

            
            Already, practical use cases and platforms have emerged in the form of Platform as a Service (PaaS) for blockchain-based IoT such as the IBM Watson IoT blockchain. IBM Blue Horizon
               is also now available for experimentation, which is a decentralized blockchain-based
               IoT network. Second, applications in the government sector were discussed whereby
               various government processes such as homeland security, identification cards, and
               benefit disbursements can be made transparent, secure, and more robust.
            

            
            Furthermore, issues in the finance sector were discussed with possible solutions that
               blockchain technology could provide. Although the finance sector is exploring the
               possibilities of using blockchain with high energy and enthusiasm, it is still far
               away from production-ready blockchain-based systems. Finally, some aspects of the
               health sector and music industry were also discussed. All these use cases and much
               more in the industry stand on pillars provided by core attributes of blockchain technology
               such as decentralization, transparency, reliability, and security. However, certain
               challenges need to be addressed before blockchain technology can be adapted fully;
               these will be discussed in the next chapter.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            A finite field

            
         
         
         
         
            
            
            A finite field is one with a finite set of elements. Also known as Galois fields, these structures are of particular importance in cryptography as they can be used
               to produce accurate and error-free results of arithmetic operations. For example,
               prime finite fields are used in Elliptic Curve Cryptography (ECC) to construct discrete logarithm problems.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Second preimage resistance

            
         
         
         
         
            
            
            The second preimage resistance property requires that given x and h(x), it is almost impossible to find any other message m, where m != x and hash of m = hash of x or h(m) = h(x). This property is also known as weak collision resistance.
            

            
            
            
         
         
         
         
      
      
   
      
      
         
         
         
            
            Global variables

            
         
         
         
         
            
            
            Solidity provides a number of global variables that are always available in the global
               namespace. These variables provide information about blocks and transactions. Additionally,
               cryptographic functions and address-related variables are available as well.
            

            
            A subset of available functions and variables is shown as follows:

            keccak256(...) returns (bytes32) 

            This function is used to compute the Keccak-256 hash of the argument provided to the
               function:
            

            ecrecover(bytes32 hash, uint8 v, bytes32 r, bytes32 s) returns (address) 

            This function returns the associated address of the public key from the elliptic curve
               signature:
            

            block.number 

            This returns the current block number.

            
            
            
         
         
         
         
      
      
   