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If I find the right solution, you have to offer me a coffee!—An informal discussion between a software development veteran and a newbie around the coffee machine.

Working as a professional in software development for over 20 years, I have been lucky to be an actor and user of .NET technologies since the early beginnings. While working on many software development projects as tech-lead and application architect, I was also one of the first MSDN seminar and DevDays speakers in France and Switzerland, teaching and explaining the amazing new features of C# Beta 1 a long time ago.

I still remember the first French edition of the Professional Developer Conference (PDC) in 2001, where Microsoft's evangelists showed the first public demo of .NET, C#, and ASP.NET (it was Web Forms era).  Every attendee, who were mostly developers, writing rich VB6 client applications or web applications using ASP, VBScript, or Visual InterDev, had discovered how easy it was to write .NET applications using the already well-known paradigms from VB6. However, they also learned how professional tooling offered by .NET and Visual Studio together with modern languages such as C, C++, or Java could lead to more productivity and efficiency. It was a big success.

As a result, I spent a lot of time learning and acquiring deep knowledge of .NET, the CLR, and other CLR languages (C#, VB.Net, and C++/CLI) either through professional projects, personal applications, blog posts, or by speaking about various subjects during technical events and conferences.

At that time, high-quality technical information was concentrated on some reference websites (with special tributes to the fabulous Dotnet Guru, TechHeadBrother).

Since then, the internet and its major application—the web—became essential to the world economy. Then, cloud computing appeared. It allowed exceptional growth, faster than ever, which not only transformed software hosting and development practices, but also business models. Time-To-Market became very important, which meant that the development of applications and services had to be done in an extremely short and fast time scale to have an advantage over the competition.

Regardless of the size of the project, it became inevitable to envision continuous delivery, continuous integration, test automation, and build pipelines. Topics such as Scale-out, microservices and clouds patterns, operating system agnostic technologies, IaaS/PaaS/SaaS, API cultures, and other trendy subjects had to be considered and integrated in application architecture and design decisions.

Today, choosing a development technology is not guided by the hosting operating system anymore, but instead by the matching of application requirements and the richness of the technical ecosystem around that technology (developer community, additional software packages, compatibility and interoperability with other technologies and so on).

.NET succeeded in its evolution (or maybe even its revolution?) mainly because it was adapted to match these new requirements and development processes. It transformed from an open and standardized platform (since 2002: ECMA-334 and ECMA-335, with the shared source CLI 'Rotor' implementation, then ISO-23270 since 2003) into a new multi-platform technology. With .NET Core and ASP.NET Core, it reached even farther by fully embracing the collaborative open source development concepts and methodologies. This allows .NET to remain on the top list of 'first-class citizen' technologies, seamlessly adapted to cloud providers (Microsoft Azure, Amazon AWS and so on).

The fast-changing characteristics of development technologies entails to quickly identify trustable information sources and reliable learning channels for newbies and even for more experienced developers. This continuous knowledge quest is one of the most interesting and inspiring tasks of our job.

The internet contains such a vast quantity of information with more or less documented code samples (from few lines to thousand lines of code) and varying quality, that finding the right information to a problem is a challenge by itself.

As the saying goes: too much information, kills the information. If you need a guided journey for a technology, ranging from the starting point to the target line, the choices can be very limited or lost in a crowd of information.

Being able to trust professionals who make their professional experiences accessible through a didactic book is an awesome gain of time and productivity, which will also increase the quality of your future code.

During these past few years, I had the opportunity to collaborate with Jason and Michel at multiple times. Whether it be in the Microsoft Most Valuable Professional (MVP) and Regional Director (RD) worldwide community, or through joint professional projects.

I feel perfectly safe letting you start a fabulous journey with ASP.NET Core 2.0 and this book.

Good reading … and you will no longer have to thank veterans with caffeinated drinks anymore … you will become a veteran yourself!

Nicolas Clerc
Cloud Architect, Microsoft France
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This book is for developers who would like to build modern web applications with ASP.NET Core 2.0. No prior knowledge of ASP.NET or .NET Core is required. However, basic programming knowledge is assumed. Additionally, previous Visual Studio experience will be helpful but is not required, since detailed instructions will guide you through the samples of the book. This book can also help people who work in infrastructure engineering and operations to monitor and diagnose problems during the runtime of ASP.NET Core 2.0 web applications.
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In this book, you will find a number of text styles that distinguish between different kinds of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "Start Visual Studio 2017, open the Tic-Tac-Toe ASP.NET Core 2.0 project you have created, create three new folders called Controllers, Services, and Views, and create a subfolder called Shared in the Views folder."

A block of code is set as follows:

    [HttpGet] 
    public IActionResult EmailConfirmation (string email) 
    { 
      ViewBag.Email = email; 
      return View(); 
    } 

Any command-line input or output is written as follows. The input command might be broken into several lines to aid readability, but needs to be entered as one continuous line in the prompt:

sudo apt-get install code

New terms and important words are shown in bold. Words that you see on the screen, for example, in menus or dialog boxes, appear in the text like this: "Open Visual Studio 2017, go to the Team Explorer tab, and click on the Branches button".

Warnings or important notes appear like this.

Tips and tricks appear like this.
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You can download the example code files for this book from your account at http://www.packtpub.com. If you purchased this book elsewhere, you can visit http://www.packtpub.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:


	Log in or register to our website using your email address and password.

	Hover the mouse pointer on the SUPPORT tab at the top.

	Click on Code Downloads & Errata.

	Enter the name of the book in the Search box.

	Select the book for which you're looking to download the code files.

	Choose from the drop-down menu where you purchased this book from.

	Click on Code Download.



Once the file is downloaded, please make sure that you unzip or extract the folder using the latest version of:


	WinRAR / 7-Zip for Windows

	Zipeg / iZip / UnRarX for macOS

	7-Zip / PeaZip for Linux



The code bundle for the book is also hosted on GitHub at the following repositories:


	https://github.com/JasonDeOliveira/Learning-ASP.NET-Core-2.0/commits/master

	https://github.com/PacktPublishing/Learning-ASP.NET-Core-2.0



We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!
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Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you find a mistake in one of our books—maybe a mistake in the text or the code—we would be grateful if you could report this to us. By doing so, you can save other readers from frustration and help us improve subsequent versions of this book. If you find any errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting your book, clicking on the Errata Submission Form link, and entering the details of your errata. Once your errata are verified, your submission will be accepted and the errata will be uploaded to our website or added to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/content/support and enter the name of the book in the search field. The required information will appear under the Errata section.
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The first preview release of ASP.NET came out almost 15 years ago as part of the .NET Framework. Since then millions of software developers have used it to build and run all types of great web applications. Over the years Microsoft has added and evolved many of its features until coming up with a complete redesign of the ASP.NET Framework called ASP.NET Core in June 2016. After ASP.NET Core 1.0 and 1.1, version 2.0 is the third and latest installment of ASP.NET Core. Let's see what it offers and when it makes sense to use it in your projects.

ASP.NET Core 2.0 is a new open-source and cross-platform framework for building modern cloud-based applications, such as web applications, Internet of Things (IoT) applications and even mobile backend.

ASP.NET Core 2.0 applications run on the .NET Core Framework as well as on the full .NET Framework. The ASP.NET Core Framework was architected to provide an optimized development framework for applications, which have to be deployed either within the cloud or on-premises. It consists of modular components with minimal overhead, so you retain a high degree of flexibility when conceiving and implementing your software solutions. You can develop and run your ASP.NET Core 2.0 applications on Windows, Linux, and macOS.

In the following diagram you can see how the different .NET Framework versions and components work together:



ASP.NET Core 2.0 includes several architectural changes that result in a much leaner and more modular framework when compared to the framework that came before it. It is no longer based on System.Web.dll, instead, it uses a set of granular and well factored NuGet packages. This allows optimizing of applications to include just the NuGet packages that are really needed.

The benefits of a smaller application surface area include:


	Better security

	Reduced dependencies between components

	Improved performance

	Decreased optimized financial costs in a pay-for-what-you-use cloud consumer world



As a developer, when building applications based on the classic .NET Framework, you must choose between six application models (WPF, Windows Forms, Web Forms, Web MVC, Web API, and Xamarin), which can be confusing and not very productive.

With the release of the ASP.NET Core 1.0 and 1.1, this was optimized and reduced to three different application models, with the drawback that you cannot share code between them.

With ASP.NET Core 2.0, the number of application models was further reduced to two and code is now sharable, meaning that you can now reuse more than 90% of your code. For you as a developer, this makes you more productive and allows for switching between application models quickly and easily.

In this chapter, we will cover the following topics:


	ASP.NET 2.0 features

	Cross-platform support

	Microservice architecture

	Working with Docker and containers

	Performance and scalability

	Side-by-side deployments

	Technology restrictions

	When to choose ASP.NET Core 2.0
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The new Microsoft.AspNet.Core.All package contains all ASP.NET Core 2.0 features in a single library. It includes authentication, MVC, Razor, monitoring, Kestrel support and many others. They are explained in more detail later in the book.

Note that if you want to selectively add packages one by one, you can still reference them manually instead of using the single packages that contain it all but then you will miss several advantages as you will see here.

The runtime store is an important new component shipped with ASP.NET Core 2.0. It contains compiled packages, which were compiled using the native machine language and it is key for improved performance. All applications using the Microsoft.AspNet.Core.All package benefit from it, because they do not need to be deployed with all the dependent packages anymore. Everything is already there, so their deployment size will be reduced and their execution time will be optimized.

ASP.NET Core 2.0 allows you to create well-factored and testable web applications that follow the Model-View-Controller (MVC) pattern. We have dedicated a full chapter to this topic later in the book.

Furthermore, you can build HTTP services with full support for content negotiation using custom and built-in formatters such as JSON or XML as well as RESTful services.

ASP.NET Core 2.0 fully supports Razor which contains an efficient language for creating your views and Tag Helpers enable server-side code to participate in creating and rendering HTML elements in Razor files.

Model binding automatically maps data from HTTP requests to action method parameters and model validation automatically performs client and server side validation.

In terms of client-side development, ASP.NET Core 2.0 is designed to integrate seamlessly with a variety of client-side frameworks including AngularJS, KnockoutJS, and Bootstrap.

Additionally, it provides the following fundamental improvements:


	ASP.NET MVC and Web API have been combined into a single framework

	Modern client-side frameworks and development workflows

	Environment-based configuration system ready for cloud hosting

	Built-in dependency injection functionalities

	New light-weight and modular HTTP request pipeline

	Host the same application in IIS, self-host, Docker, Cloud and even in your own processes

	Hosts multiple versions of an application or a component side-by-side

	Ships entirely as NuGet packages

	New tooling that simplifies modern web development

	Simplified csproj file, making it easier to work with development environments other than Visual Studio (on Linux and macOS, for example)

	The Program.cs class has been extended to fully automate the integration of Kestrel, the setting of the ContentRootPath, loading the configuration files, initializing the logging middleware, and other steps by only calling a single method

	The Startup.cs has been simplified by moving logging and configuration into the WebHost builder initialization
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Docker and containers are everywhere at the moment. Everybody is speaking about them and there are so many use cases where they seem to be a great fit. They provide an efficient, lightweight and self-contained approach for packaging applications with their dependencies while re-using the underlying operating system files and resources.

They are a perfect fit for microservice architectures, but can also be used for any other application archetypes. They work exceptionally well together with ASP.NET Core 2.0 applications since both have been conceived with modularity, performance, scalability, lightweight nature, and efficiency in mind.

Note that Docker container images including ASP.NET Core 2.0 applications are much smaller than images with classic ASP.NET applications, meaning that they are faster to deploy and to start-up.

Both, Docker containers and the ASP.NET Core 2.0 framework, provide full cross-platform support (Windows, Linux, and macOS). Furthermore, you can host your containers on-premises and in the cloud. You can use Azure for example, either via IAAS deployments or via Azure Container Services, which additionally allows for mixing and matching different operating systems and technologies.
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In this chapter, you have learned about the ASP.NET Core 2.0 framework and its features. You have seen that it includes everything necessary to work efficiently in a cross-platform environment while using microservices architectures and container technologies such as Docker.

Furthermore, you have learned that it provides very good performances and exceptional scalability for your web applications and that even side-by-side deployments are supported.

At the end, we have talked about technical restrictions and when it is advisable to use the ASP.NET Core 2.0 framework.

In the next chapter, we will talk about how to set up your development environment including either Visual Studio 2017 or Visual Studio Code as an integrated development environment.
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After installing Visual Studio 2017, you are now able to explore everything it has to offer for improving developer productivity. Following is a list of some of the features that are provided.

Start Visual Studio 2017 and the first thing you will see is the Visual Studio Start Page. It displays by default a Get Started section with a list of help topics, the history of projects you have recently worked on, a developer and community news feed, and some shortcuts to common developer tasks, such as creating or opening projects:



The Start Page is fully customizable, so if you do not want to see the news section, for example, containing developer news from Microsoft's official channels, then you just have to close the collapsed list or remove it completely. You can customize the Start Page much more, and you can look up the details in MSDN at https://msdn.microsoft.com/en-us/library/ff425532.aspx, should you be interested in doing so.

One of the most important features of Visual Studio is IntelliSense. It helps developers to be much more productive by offering features like List Member, Parameter Info, Quick Info, and Complete Word. It has been improved in Visual Studio 2017 with some very interesting new features, since you can now filter by type (class, namespace, or keyword) and by CamelCase search.

It is also possible now to select the best matching results from the list of results, instead of just picking the top one:



The Code Refactoring and Live Code Analysis features of Visual Studio 2017 accelerate development and assure readable and maintainable code. For example, you can add missing namespaces or remove unnecessary namespaces automatically:



Here is an example of a Code Refactoring suggestion:



As the name depicts, the Find All References feature allows a developer to easily and quickly find all references of a method or an object. Coloring, grouping, and a Peek Preview functionality aid visually to better navigate within your code and really help to understand it:



The Peek Definition and Go to Definition features serve to examine the definition of a method, interface, or class either within a popup window, without changing the current window, or by directly opening the file containing the source code with the requested definition. The Go To Implementation feature does the same, but navigates to the implementation instead:



Another important feature, one of our favorite features, by the way, is Live Unit Testing. It requires Visual Studio 2017 Enterprise Edition and allows you to automatically run unit tests in the background after each modification or compilation of your code. It can be configured and activated in the Test Settings. You can set, for instance, the number of test processes, maximum duration for each test, and maximum memory consummation:



There are many more interesting and exciting features in Visual Studio 2017, and we invite you to visit the official Visual Studio web page at https://docs.microsoft.com/en-us/visualstudio/welcome-to-visual-studio for more details. It is key for a developer to know his developer IDE as best as he can and to familiarize himself with a lot of its features which can then help him to do his job better and faster. So, do take some time to look at this before you start developing your applications.
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You will now see how to initialize your first ASP.NET Core 2.0 application using the built-in Visual Studio Code terminal window. Then, you are going to install all of the necessary extensions to be able to run and debug it at the end:


	Start Visual Studio Code; no folder has been opened in the Explorer viewlet yet:






	Click on Open Folder, and then click on Create Folder. Name the folder aspnetcoremvcsample and click on OK:






	Display the integrated terminal window via View | Integrated Terminal and initialize a new ASP.NET Core 2.0 MVC project by entering dotnet new mvc:






	When opening any of the C# files, you are asked to install additional project dependencies and Visual Studio Code extensions. Do this to be able to build, run, and debug your application in the next steps:






	Modify the launch.json file in the .vscode folder and set the debugger to .NET Core Launch (web):






	Set a breakpoint somewhere in the code and start debugging by either pressing F5 or clicking on the green flash in the Debugging viewlet. Try hitting the breakpoint; everything should work correctly:
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In this chapter, you have learned how to set up your development environment to be able to work with ASP.NET Core 2.0. You have seen how to install either Visual Studio 2017 or Visual Studio Code.

You then created your first ASP.NET Core 2.0 web application in both development environments, and you have even built a project in Linux to showcase the cross-platform capabilities.

In the next chapter, we will talk about how to set up a continuous integration pipeline by using Visual Studio Team Services, including work items and Git branches, as well as build and release pipelines.
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We will now explain how to create your own free VSTS subscription and your first project. You are going to use it later to try out and understand the examples illustrated within this book:


	Go to https://www.visualstudio.com/team-services and click on the Get Started for free button:






	Log in with your work, school, or personal Microsoft account:






	If you are connecting for the first time, enter additional information such as your name, your country, and your email address, then click on Continue:






	Now that your account is created, let's create a new project. For our example, select Git as version control, click on Change Details, then choose Work item process—Scrum:






	Your new project gets generated, and you are now ready to create your first work items and Git repositories, as shown later in the book.
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Work items are used to plan, assign, track, and more generally speaking, organize your work during a software development project. They help to better understand what needs to be done and give insights on the status of your project.

Some common work item usages are:


	Create, prioritize, and track user stories for application features

	Create and track development tasks necessary to implement user stories

	Create, prioritize, and track application bugs

	Determine application quality and application release dates

	Display progress of user stories, tasks, and bugs in a single Kanban board



As you have seen before, you can choose the work item process during VSTS project creation. This choice defines the standard work item types (WITs) available.

There are more than 14 WITs by default and you can create your own custom WITs for advanced scenarios. Most of the time, you will not need to create your own custom WITs.

Possible work item process choices are:


	Scrum, if your team uses the Scrum methodology and if you want to track your product backlog items (PBI) on a Kanban board

	Agile, if your team practices an Agile methodology but does not want to comply with specific Scrum constraints and terminologies

	CMMI, if your team follows a more formal development tasks follow-up, you can track requests, changes, risks, and reviews



Here is a list of WITs depending on the work item process:




	
Domain


	
Scrum


	
Agile


	
CMMI





	
Product planning


	
PBI

Bug


	
User story

Bug


	
Requirement

Change

Bug





	
Portfolio


	
Epic

Feature


	
Epic

Feature


	
Epic

Feature





	
Task and sprint planning


	
Task


	
Task


	
Task





	
Bug backlog management


	
Bug


	
Bug


	
Bug





	
Issue and risk management


	
Impediment


	
Issue


	
Issue

Risk

Review







 

In our example, we have chosen the Scrum process. Product owners create epics, features, and product backlog items (the equivalent to user stories). During the sprint planning development, tasks are defined and linked to product backlog items. Everything is visible to the whole team via a Kanban board in the cloud:



Testers create and execute test cases by using the VSTS web portal or Microsoft Test Manager. They create and assign bugs and code defects and blocking issues can be tracked:



VSTS allows you to hierarchically organize your work. You can drill up, drill down, reorder, and modify parent items as well as use filters in hierarchical views.

For even more information, go to https://www.visualstudio.com/en-us/docs/work/backlogs/create-your-backlog.

Let's look at the different elements in more detail. An epic can be described as a large user story with a large amount of work. It must be broken down into features and smaller product backlog items to be able to fully understand its requirements and then implement it efficiently during multiple sprints:



Features decompose epics into smaller apprehensible parts. They consist of a group of product backlog items that correspond to the detailed expected functionalities:



A product backlog item is a unit of work that has business value and that is small enough to be completed during a single sprint. If you cannot finish it in a single sprint, then it has to be considered a feature and must be decomposed further:



Tasks describe the development work necessary for implementing the expected product backlog item functionalities during the sprint. They are linked to product backlog items for trackability and to be able to automatically calculate project advancement.

Bugs contain issues that have been raised and that need to be resolved during a sprint. They are linked to their corresponding product backlog items:



After defining epics, features, and product backlog items, you can do your sprint planning and decide what needs to be done in which iteration. Additionally, the Kanban board provides a great visual representation for better understanding:



The working capacity for each team member can be defined for each sprint and a work detail's report allows you to follow their work achievements in real time:



Furthermore, each work item has a state that changes over time. The state allows you to track work achievements and filter work items for better understanding and detecting issues.

The following figure shows the various default work item states depending on the work item process:




	
 


	
Scrum


	
Agile


	
CMMI





	
Work Item States


	
New

Approved

Committed

Done

Removed


	
New

Active

Resolved

Closed

Removed


	
Proposed

Active

Resolved

Closed







You can query for work items, create graphs, and publish them to your VSTS project home page. This is a very useful feature if you need to retrieve specific work items or need to get a holistic view of your project:





            

            
        
    
        

                            
                    Using the Microsoft.AspNetCore.All metapackage

                
            
            
                
When looking in the Solution Explorer in the Dependencies | NuGet section, you can see something very interesting, specific to ASP.NET Core 2.0 projects: the Microsoft.AspNetCore.All metapackage:



The Microsoft.AspNetCore.All project dependency was added automatically when you created your ASP.NET Core 2.0 Web Application. This is done by default for this type of project.

However, Microsoft.AspNetCore.All is not a standard NuGet package, since it does not contain any code or DLLs. Instead, it acts as a metapackage, referencing other packages it depends on. To be more specific, it includes all of the packages for ASP.NET Core and Entity Framework Core, together with their internal and external dependencies, and takes advantage of the .NET Core runtime store.

In the example, you can see that a wide variety of packages are retrieved, such as Application Insights, Authentication, Authorization, Azure App Services, and many others.

In older versions of .NET Core (version 1.0 and 1.1), you had to add those NuGet packages all by yourself. Now that Microsoft has created the concept of the ASP.NET Core metapackage, you can find everything in one place.

Furthermore, package trimming excludes binaries, which are not used, so that they are not published when deploying your applications.



            

            
        
    
        

                            
                    Working with middlewares

                
            
            
                
As you have seen before, the Startup class is responsible for adding and configuring middlewares in your ASP.NET Core 2.0 applications. But what is middleware? When and how do you use it and how do you create your own middlewares? Those are all the questions we are going to discuss now.

Essentially, multiple middlewares compose the functionalities of your ASP.NET Core 2.0 applications. Even the most basic functionalities such as serving up static content are performed by them, as you might have noticed by now.

Middlewares are part of the ASP.NET Core 2.0 request pipeline for handling requests and responses. When they are chained together, they can pass incoming requests from one to another and perform actions before and after the next middleware is called within the pipeline:



Using middlewares allows your applications to be more flexible and evolutive, since you can add and remove middlewares easily in the Configure method of the Startup class.

Furthermore, the order in which you call the middlewares in the Configure method is the order in which they are going to get invoked. It is advised to call middlewares in the following order to assure better performance, functionality, and security:


	Exception handling middlewares.

	Static files middlewares.

	Authentication middlewares.

	MVC middlewares.



If you do not call them in this order, you might get some unexpected behavior and even errors, since middleware actions might be applied too late or too early within the request pipeline.

For example, if you do not call the Exception Handling Middleware first, you might not catch all of the exceptions that occur before its invocation. Another example is when you call the Response Compression Middleware after the Static Files Middleware. In this case, your static files will not be compressed, which might not be the desired behavior. So, take care of the ordering of your middleware calls; it can make a huge difference.

The following are some of the built-in middlewares you can use in your applications (the list is not exhaustive; there are many more):




	
Authentication


	
OAuth 2 and OpenID authentication, based on the newest version of IdentityModel





	
CORS


	
Cross-origin resource sharing protection, based on HTTP headers





	
Response caching


	
HTTP response caching





	
Response compression


	
HTTP responses gzip compression





	
Routing


	
HTTP request routing framework





	
Session


	
Basic local and distributed session object management





	
Static files


	
HTML, CSS, JavaScript, and image support including directory browsing





	
URL rewriting


	
URL SEO optimization and rewriting







The built-in middlewares will be sufficient for the most basic requirements and standard use cases, but you will surely need to create your own middlewares. There are two ways of doing that: creating them inline in the Startup class or creating them within a self-contained class.

Let's look at how to define inline middlewares first; here are the methods available:


	Run

	Map

	MapWhen

	Use



The Run method is used to add middleware and immediately return a response, thus short-circuiting the request pipeline. It does not call any of the following middlewares and ends the request pipeline. It is therefore advised to place it at the end of your middleware calls (see middleware ordering, discussed previously).

The Map method allows for executing a certain branch and adding the corresponding middleware if the request path starts with a specific path, which means you can effectively branch the request pipeline.

The MapWhen method provides basically the same concept of branching the request pipeline and adding a specific middleware, but with control over the branching conditions, since it is based on the result of a Func<HttpContext, bool> predicate.

The Use method adds middleware and allows either calling the next middleware in line or short-circuiting the request pipeline. However, if you want to pass on the request after executing a specific action, you have to call the next middleware manually by using next.Invoke with the current context as a parameter.

Here are some examples of how to use these extension methods:

    private static void ApiPipeline(IApplicationBuilder app) 
    { 
      app.Run(async context => 
      { 
        await context.Response.WriteAsync("Branched to Api Pipeline."); 
      }); 
    } 
 
    private static void WebPipeline(IApplicationBuilder app) 
    { 
      app.MapWhen(context => 
      { 
        return context.Request.Query.ContainsKey("usr"); 
      }, UserPipeline); 
 
      app.Run(async context => 
      { 
        await context.Response.WriteAsync("Branched to Web Pipeline."); 
      }); 
    } 
 
    private static void UserPipeline(IApplicationBuilder app) 
    { 
      app.Run(async context => 
      { 
        await context.Response.WriteAsync("Branched to User Pipeline."); 
      }); 
    } 
 
    public void Configure(IApplicationBuilder app, IHostingEnvironmentenv) 
    { 
      app.Map("/api", ApiPipeline); 
      app.Map("/web", WebPipeline); 
 
      app.Use(next =>async context => 
      { 
        await context.Response.WriteAsync("Called Use."); 
        await next.Invoke(context); 
      }); 
 
      app.Run(async context => 
      { 
        await context.Response.WriteAsync("Finished with Run."); 
      }); 
    } 

As shown before, you can create your middlewares inline, but this is not recommended for more advanced scenarios. We advise you to put your middlewares in self-contained classes in this case, and the process for doing so is really easy. Middleware is just a class with a certain structure, which is exposed via an extension method.

Let's create a basic communication middleware for the Tic-Tac-Toe application:


	Create a new folder called Middlewares within your project, then add a new class called CommunicationMiddleware.cs, using the following code:



        public class CommunicationMiddleware 
        { 
          private readonly RequestDelegate _next; 
          private readonly IUserService _userService; 
 
          public CommunicationMiddleware(RequestDelegate next,
           IUserService userService) 
          { 
            _next = next; 
            _userService = userService; 
          } 
 
          public async Task Invoke(HttpContext context) 
          { 
            await _next.Invoke(context); 
          } 
        }


	Create a new folder called Extensions within your project, then add a new class called CommunicationMiddlewareExtension.cs, with the following code:



        public static class CommunicationMiddlewareExtension 
        { 
          public static IApplicationBuilder
           UseCommunicationMiddleware(this IApplicationBuilder app) 
          { 
            return app.UseMiddleware<CommunicationMiddleware>(); 
          } 
        } 


	Add a using directive for TicTacToe.Extensions in the Startup class, then add the Communication Middleware in the Configure method:



        using TicTacToe.Extensions; 
        ... 
        public void Configure(IApplicationBuilder app,
         IHostingEnvironment env) 
        { 
          ... 
          app.UseCommunicationMiddleware(); 
          app.UseMvc(routes => 
          { 
            routes.MapRoute( 
             name: "default", 
             template: "{controller=Home}/{action=Index}/{id?}"); 
          }); 
        } 


	Set some breakpoints in the Communication Middleware implementation and start the application by pressing F5. You will see that the breakpoints will be hit if everything is working correctly:





This is just a basic example of how to create your own middleware; there are no functional changes visible between this section and the others. You are going to further implement the various functionalities for finalizing the Tic-Tac-Toe application in the next chapters, and the communication middleware seen in this chapter is going to do some real work shortly.



            

            
        
    
        

                            
                    Working with static files

                
            
            
                
When working with web applications, most of the time, you have to work with HTML, CSS, JavaScript, and images, which are considered static files by ASP.NET Core 2.0.

Access to these files is not available by default, but you saw what needs to be done to allow static files to be used within your applications at the beginning of the chapter. In fact, you must add and configure the corresponding middleware in the Startup class to be able to serve static files:

    app.UseStaticFiles();

Note that by default all static files served by this middleware are public and anyone can access them. If you need to protect some of your files, you need to either store them outside the wwwroot folder or you need to use the FileResult controller action, which supports the authorization middleware.

Furthermore, directory browsing is disabled by default for security reasons. You can, however, activate it easily if you need to allow users to see folders and files:


	Add the DirectoryBrowsingMiddleware in the ConfigureService method of the Startup class right after calling the AddMvc() method:



        services.AddDirectoryBrowser(); 


	From within the Configure method of the Startup class, call the UseDirectoryBrowser method (after calling the UseCommunicationMiddleware method) to activate directory browsing:



        app.UseDirectoryBrowser(); 




	Remove the call to the UseDirectoryBrowser method from the Startup class; we do not need it for the sample application





            

            
        
    
        

                            
                    Using routing, URL redirection, and URL rewriting

                
            
            
                
When building applications, routing is used for mapping incoming requests to route handlers (URL matching) and for generating URLs for the responses (URL generation).

The routing capabilities of ASP.NET Core 2.0 combine and unify the routing capabilities of MVC and Web API that have existed before. They have been rebuilt from the ground up to create a common routing framework with all of the various features in a single place, available to all types of ASP.NET Core 2.0 projects.

Let's look at how routing works internally to better understand how it can be useful in your applications and how to apply it to our Tic-Tac-Toe example.

For each received request, a matching route is retrieved, based on the request URL. Routes are processed in the order they appear within the route collection.

To be more specific, incoming requests are dispatched to the corresponding handlers. Most of the time this is done based on data in the URL, but you could also use any data in your requests for more advanced scenarios.

If you are using the MVC middleware, you can define and create your routes in the Startup class, as shown at the beginning of the chapter. This is the easiest way for getting started with URL matching and URL generation:

    app.UseMvc(routes => 
    { 
      routes.MapRoute( 
        name: "default", 
        template: "{controller=Home}/{action=Index}/{id?}"); 
    }); 

There is also a dedicated routing middleware that you can use for working with routing in your applications, which you have seen in the previous section on middleware. You just have to add it in the Startup class:

    public void ConfigureServices(IServiceCollection services) 
    { 
      services.AddRouting(); 
    }

Here is an example of how to use it to call the UserRegistration service in the Startup class:

    public void ConfigureServices(IServiceCollection services)
    {
      services.AddMvc();
      services.AddSingleton<IUserService, UserService>();
      services.AddRouting();
    }
    public void Configure(IApplicationBuilder app, IHostingEnvironment env)
    {
      if (env.IsDevelopment())
      {
        app.UseDeveloperExceptionPage();
        app.UseBrowserLink();
      }
      else
      {
        app.UseExceptionHandler("/Home/Error");
      }
      app.UseStaticFiles();
      var routeBuilder = new RouteBuilder(app);
      routeBuilder.MapGet("CreateUser", context =>
      {
        var firstName = context.Request.Query["firstName"];
        var lastName = context.Request.Query["lastName"];
        var email = context.Request.Query["email"];
        var password = context.Request.Query["password"];
        var userService = 
          context.RequestServices.GetService<IUserService>();
        userService.RegisterUser(new UserModel { FirstName = firstName,
         LastName = lastName, Email = email, Password = password });
        return context.Response.WriteAsync($"User {firstName} 
         {lastName} has been sucessfully created.");
      });
      var newUserRoutes = routeBuilder.Build();
      app.UseRouter(newUserRoutes);
      app.UseCommunicationMiddleware();
      app.UseMvc(routes =>
      {
        routes.MapRoute(
         name: "default",
         template: "{controller=Home}/{action=Index}/{id?}");
      });
      app.UseStatusCodePages("text/plain",
      "HTTP Error - Status Code: {0}");
    }

If you call it with some query string parameters, you will get the following result:



Another important middleware is the URL Rewriting Middleware. It provides URL redirection and URL rewriting functionalities. However, there is a crucial difference between both that you need to understand.

URL redirection requires a round-trip to the server and is done on the client side. The client first receives a moved permanently 301 or moved temporary 302 HTTP status code, which indicates the new redirection URL to be used. Then, the client calls the new URL to retrieve the requested resource, so it will be visible to the client.

URL rewriting, on the other hand, is purely server side. The server will internally retrieve the requested resource from a different resource address. The client will not know that the resource has been served from another URL, as it is not visible to the client.

Coming back to the Tic-Tac-Toe application, we can use URL rewriting to give a more meaningful URL for registering new users. Instead of using UserRegistration/Index, we can use a much shorter URL, such as /NewUser:

    var options = new RewriteOptions() 
      .AddRewrite("NewUser", "/UserRegistration/Index", false); 
    app.UseRewriter(options);

Here, the user thinks that the page has been served from /NewUser, while in reality it has been served from /UserRegistration/Index without the user noticing:
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When developing applications, the question is not if errors and bugs will occur, but when they will occur. Building applications is a very complex task and it is nearly impossible to think about all of the cases that might occur during runtime. And even if you think you have thought about everything, then the environment is not behaving as expected, for example, a service is not available or processing a request is taking much more time than expected.

You have two solutions to this problem, which need to be applied at the same time—unit tests and error handling. Unit tests will assure the correct behavior during development time from an application point of view, while error handling helps you to be prepared during runtime for environmental issues. We are going to look at how to add efficient error handling to your ASP.NET Core 2.0 applications in this section.

By default, if there is no error handling at all and if an exception occurs, your application will just stop, users will not be able to use it anymore, and in the worst case scenario, there will be an interruption of service.

The first thing to do during development time is to activate the default development exception page; it displays detailed information on exceptions that occur. You have already seen how to do this at the beginning of the chapter:

    if (env.IsDevelopment()) 
    { 
      app.UseDeveloperExceptionPage(); 
    } 

On the default development exception page, you can deep dive into the raw exception details for analyzing the stack trace. You have multiple tabs that allow you to look at query string parameters, client-side cookies, and request headers.

Those are some powerful indicators for better understanding what has happened and why it has happened. They should help you pinpoint problems and resolve issues more quickly during development time.

The following is an example of what happens if an exception has occurred:



However, it is not recommended to use the default development exception page in production environments because it contains too much information about your system, which could be used to compromise your system.

For production environments, it is advised to configure a dedicated error page with static content. In the following example, you can see that the default development exception page is used during development time and that a specific error page is displayed if the application is configured to run in a non-development environment:

    if (env.IsDevelopment()) 
    { 
      app.UseDeveloperExceptionPage(); 
      app.UseBrowserLink(); 
    } 
    else 
    { 
      app.UseExceptionHandler("/Home/Error"); 
    } 

By default, no information is displayed in case of HTTP error codes between 400 and 599. This includes, for example, 404 (not found) and 500 (internal server error). Users will just see a blank page, which is not very user-friendly.

You should activate the specific UseStatusCodePages middleware in the Startup class. It will help you to customize what needs to be displayed in this case. Meaningful information will help users to better understand what happens within your applications and will lead to better customer satisfaction.

The most basic configuration could be to just display a text message:

    app.UseStatusCodePages("text/plain", "HTTP Error - Status Code: {0}"); 



But, you can go even further. For instance, you can redirect to specific error pages for specific HTTP error status codes.

The following example shows how to send a moved temporary 302 (found) HTTP status code to the client and then redirect them to a specific error page:

    app.UseStatusCodePagesWithRedirects("/error/{0}"); 

This example shows how to return the original HTTP status code to the client and then redirect them to a specific error page:

    app.UseStatusCodePagesWithReExecute("/error/{0}"); 

You can disable HTTP status code pages for specific requests as shown here:



var statusCodePagesFeature =

  context.Features.Get<IStatusCodePagesFeature>();

  if (statusCodePagesFeature != null)

  {

    statusCodePagesFeature.Enabled = false;

  }

Now that we have seen how to handle errors on the outside, let's look at how to handle them on the inside, within your applications.

If we go back to the UserRegisterController implementation, we can see that it has multiple flaws. What if the fields have not been filled in correctly or not at all? What if the model definition has not been respected? For now, we do not require anything and we do not validate anything.

Let's fix that and see how to build an application that is more robust:


	Update the UserModel, use decorators to set some properties as required, and require a certain data type:



        public class UserModel 
        { 
          public Guid Id { get; set; } 
          [Required()] 
          public string FirstName { get; set; } 
          [Required()] 
          public string LastName { get; set; } 
          [Required(), DataType(DataType.EmailAddress)] 
          public string Email { get; set; } 
          [Required(), DataType(DataType.Password)] 
          public string Password { get; set; } 
          public bool IsEmailConfirmed { get; set; } 
          public System.DateTime? EmailConfirmationDate { get; set; } 
          public int Score { get; set; } 
        } 


	Update the specific Index method within the UserRegistrationController, then add the ModelState validation code:



        [HttpPost] 
        public async Task<IActionResult> Index(UserModel userModel) 
        { 
          if (ModelState.IsValid) 
          { 
            await _userService.RegisterUser(userModel); 
            return Content($"User {userModel.FirstName}  
             {userModel.LastName} has been registered sucessfully"); 
          } 
          return View(userModel); 
        }  


	If you do not fill the required fields or you give an incorrect email address and click on OK, you will now get a corresponding error message:
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In the previous chapter, you created a home page and a user registration page using the MVC pattern. You implemented a controller (UserRegistrationController) as well as a corresponding view for processing user registration requests. You then added a service (UserService) and middleware (CommunicationMiddleware), but we have just started, so they are not finished yet.



When comparing with the initial workflow of the Tic-Tac-Toe application, we can see that there are still multiple things missing, such as the whole client-side part, really working with the Communication Middleware, as well as multiple other features we still need to implement.

Let's start by working on the client-side part and see how to apply more advanced techniques. Then, you will learn how to optimize everything as best as possible.

If you remember, last time, we stopped after a user had submitted his data to the registration form, which was sent to the UserService. We then just displayed a plain text message, as follows:



But, the processing is not finished here. We need to add the whole email confirmation process using client-side development and JavaScript, and that is what we are going to do next:


	Start Visual Studio 2017 and open the Tic-Tac-Toe project. Add a new method called EmailConfirmation to the UserRegistrationController:



        [HttpGet] 
        public IActionResult EmailConfirmation (string email) 
        { 
          ViewBag.Email = email; 
          return View(); 
        } 


	Right-click on the EmailConfirmation method and generate the corresponding view and update it with some meaningful information:



        @{ 
            ViewData["Title"] = "EmailConfirmation"; 
            Layout = "~/Views/Shared/_Layout.cshtml"; 
        } 
        <h2>EmailConfirmation</h2> 
        An email has been sent to @ViewBag.Email, please confirm your
        email address by clicking on the provided link. 


	Go to the UserRegistrationController and modify the Index method to redirect to the EmailConfirmation method from the previous step instead of returning the text message:



        [HttpPost] 
        public async Task<IActionResult> Index(UserModel userModel) 
        { 
          if (ModelState.IsValid) 
          { 
            await _userService.RegisterUser(userModel); 
            return RedirectToAction(nameof(EmailConfirmation),
            new { userModel.Email }); 
          } 
          else 
          { 
            return View(userModel); 
          } 
        } 


	Start the application by pressing F5 and register a new user and verify that the new EmailConfirmation page is displayed correctly:





Very good, you have implemented the first set of modifications necessary to finalize the user registration process. In the next part, we need to check that the user has confirmed his email address. Let's see how to do that next:


	Add two new methods, GetUserByEmail and UpdateUser, to the IUser interface. These will be used for handling the email confirmation updates:



        public interface IUserService 
        { 
          Task<bool> RegisterUser(UserModel userModel); 
          Task<UserModel> GetUserByEmail(string email); 
          Task UpdateUser(UserModel user); 
        } 


	Implement the new methods, use a static ConcurrentBag to persist the UserModel, and modify the RegisterUser method in the UserService, as follows:



        public class UserService : IUserService 
        { 
          private static  ConcurrentBag<UserModel> _userStore; 
 
          static UserService() 
          { 
            _userStore = new ConcurrentBag<UserModel>(); 
          } 
 
          public Task<bool> RegisterUser(UserModel userModel) 
          { 
            _userStore.Add(userModel); 
            return Task.FromResult(true); 
          } 
 
          public Task<UserModel> GetUserByEmail(string email) 
          { 
            return Task.FromResult(_userStore.FirstOrDefault(
             u => u.Email == email)); 
          } 
 
          public  Task UpdateUser(UserModel userModel) 
          { 
            _userStore = new ConcurrentBag<UserModel>
            (_userStore.Where(u => u.Email != userModel.Email)) 
            { 
              userModel 
            }; 
            return Task.CompletedTask; 
          } 
        } 


	Add a new model called GameInvitationModel. This will be used for game invitations after successful user registration:



        public class GameInvitationModel 
        { 
          public Guid Id { get; set; } 
          public string EmailTo { get; set; } 
          public string InvitedBy { get; set; } 
          public bool IsConfirmed { get; set; } 
          public DateTime ConfirmationDate { get; set; } 
        } 


	Add a new controller called GameInvitationController and update its Index method for automatically setting the InvitedBy property:



        public class GameInvitationController : Controller 
        { 
          private IUserService _userService; 
          public GameInvitationController(IUserService userService) 
          { 
            _userService = userService; 
          } 
 
          [HttpGet] 
          public async Task<IActionResult> Index(string email) 
          { 
            var gameInvitationModel = new GameInvitationModel {
              InvitedBy = email }; 
            return View(gameInvitationModel); 
          } 
        } 


	Generate a corresponding view by right-clicking on the Index method, while selecting the Create template and using as the Model class the GameInvitationModel from before:






	Modify the auto-generated view, remove all unnecessary input controls, and leave only the EmailTo input control:



        @model TicTacToe.Models.GameInvitationModel 
        @{ 
           ViewData["Title"] = "Index"; 
        } 
        <h4>GameInvitationModel</h4> 
        <hr /> 
        <div class="row"> 
          <div class="col-md-4"> 
            <form asp-action="Index"> 
              <input type="hidden" asp-for="Id" /> 
              <input type="hidden" asp-for="InvitedBy" /> 
              <div asp-validation-summary="ModelOnly"
               class="text-danger"></div> 
              <div class="form-group"> 
                <label asp-for="EmailTo" class="control-label"></label> 
                <input asp-for="EmailTo" class="form-control" /> 
                <span asp-validation-for="EmailTo"
                 class="text-danger"></span> 
              </div> 
              <div class="form-group"> 
                <input type="submit" value="Create" 
                 class="btn btn-default" /> 
              </div> 
            </form> 
          </div> 
        </div> 


	Now, update the EmailConfirmation method in the UserRegistrationController. The user has to be redirected to the GameInvitationController after his email has been confirmed, and, as you can see, we are going to simulate the effective confirmation in the code for now:



      [HttpGet] 
      public async Task<IActionResult> EmailConfirmation(string email) 
      { 
        var user = await _userService.GetUserByEmail(email); 
        if (user?.IsEmailConfirmed == true) 
          return RedirectToAction("Index", "GameInvitation",
           new { email = email }); 
 
        ViewBag.Email = email; 
        user.IsEmailConfirmed = true; 
        user.EmailConfirmationDate = DateTime.Now; 
        await _userService.UpdateUser(user); 
        return View(); 
      }


	Start the application by pressing F5, register a new user, and verify that the Email Confirmation page is displayed as before. In Microsoft Edge, press F5 to reload the page, and if everything is working as expected, you should now be redirected to the Game Invitation page:





Great, some more progress! Everything is working up until the game invitation now, but unfortunately, there is still user intervention necessary. The user has to manually refresh the Email Confirmation page by pressing F5 until his email has been confirmed; only then is he redirected to the Game Invitation page.

The entire refresh process must be automated and optimized in the next step. Your options are:


	Place a HTML meta refresh tag in the head section of the page

	Use simple JavaScript, which does the refresh programmatically

	Implement XMLHttpRequest (XHR) using jQuery



HTML3 has introduced the meta refresh tag for automatically refreshing pages after a certain amount of time. However, this method is not advisable because it creates a high server load, and a security setting in Microsoft Edge may completely deactivate it and some ad blockers will stop it from working. So, if you use it, you cannot be sure that it is going to work correctly.

Using simple JavaScript might very well automate the page refresh programmatically, but it has mainly the same flaws and is, therefore, neither recommended.

XHR is what we are really looking for, as it provides exactly what we need for our Tic-Tac-Toe application. It allows for:


	Updating web pages without reloading them

	Requesting and receiving data from the server even after page load

	Sending data to the server in the background





You are now going to use XHR for automating and optimizing the client-side implementation of the user registration email confirmation processing. The steps for doing so are as follows:


	Create a new folder called app in the wwwroot folder (this folder will contain all the client-side code in the following steps) and create a subfolder within this folder called js.

	Add a new JavaScript file called scripts1.js in the wwwroot/app/js folder, with the following content:



        var interval; 
        function EmailConfirmation(email) { 
          interval = setInterval(() => { 
            CheckEmailConfirmationStatus(email); 
          }, 5000); 
        } 


	Add a new JavaScript file called scripts2.js in the wwwroot/app/js folder, with the following content:



        function CheckEmailConfirmationStatus(email) { 
          $.get("/CheckEmailConfirmationStatus?email=" + email,
            function (data) { 
              if (data === "OK") { 
                if (interval !== null) 
                clearInterval(interval); 
                alert("ok"); 
              } 
          }); 
        } 


	Open the layout page in the Views\Shared\_Layout.cshtml file and add a new Development environment element before the closing body tag (it is best practice to put it there):



        <environment include="Development"> 
          <script src="~/app/js/scripts1.js"></script> 
          <script src="~/app/js/scripts2.js"></script> 
        </environment> 


	Update the Invoke method in the Communication Middleware and add a new method called ProcessEmailConfirmation, which is going to simulate the email confirmation:



        public async Task Invoke(HttpContext context) 
        { 
          if (context.Request.Path.Equals(
            "/CheckEmailConfirmationStatus")) 
          { 
            await ProcessEmailConfirmation(context); 
          } 
          else 
          { 
            await _next?.Invoke(context); 
          } 
        } 
 
        private async Task ProcessEmailConfirmation(
         HttpContext context) 
        { 
          var email = context.Request.Query["email"]; 
          var user = await _userService.GetUserByEmail(email); 
 
          if (string.IsNullOrEmpty(email)) 
          { 
            await context.Response.WriteAsync("BadRequest:Email is
             required"); 
          } 
          else if (
           (await _userService.GetUserByEmail(email)).IsEmailConfirmed) 
          { 
            await context.Response.WriteAsync("OK"); 
          } 
          else 
          { 
            await context.Response.WriteAsync(
             "WaitingForEmailConfirmation"); 
            user.IsEmailConfirmed = true; 
            user.EmailConfirmationDate = DateTime.Now; 
            _userService.UpdateUser(user).Wait(); 
 
          } 
        } 


	Update the EmailConfirmation view by adding at the bottom of the page a call to the JavaScript EmailConfirmation function from the previous step:



        @section Scripts 
        { 
          <script> 
             $(document).ready(function () { 
               EmailConfirmation('@ViewBag.Email'); 
             }); 
          </script> 
        } 


	Update the EmailConfirmation method in the UserRegistrationController. Since the Communication Middleware is now going to simulate the effective email confirmation, remove the following lines:



        user.IsEmailConfirmed = true; 
        user.EmailConfirmationDate = DateTime.Now; 
        await _userService.UpdateUser(user); 


	Start the application by pressing F5 and register a new user. You will see a JavaScript alert box returning WaitingForEmailConfirmation, and after some time, another with OK:






	Now, you have to update the CheckEmailConfirmationStatus method in the scripts2.js file to redirect in case of a confirmed email. For that, remove the alert("OK"); instruction and add the following instruction in its place:



        window.location.href = "/GameInvitation?email=" + email;


	Start the application by pressing F5 and register a new user. Everything should be automated and you should automatically be redirected to the Game Invitation page at the end:





Note that if you still see the alert box even though you have updated the project in Visual Studio, you might have to delete the cached data in your browser to have the JavaScript refreshed correctly in your browser and see the new behavior.
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As you saw in Chapter 4, Basic Concepts of ASP.NET Core 2.0 - Part 1, we have chosen the community-proven Bower as a client-side package manager. We have left the bower.json file untouched, which means that we have restored the four default packages and added some references within the ASP.NET Core 2.0 Layout Page to use them:



In today's world of modern web application development, it is best practice to separate client-side JavaScript code and CSS style sheets into multiple files during development. But, having so many files may lead to performance and bandwidth problems during runtime in production environments.

That is why during the build process, everything must be optimized before generating the final release packages, which means that JavaScript and CSS files must be bundled and minified. TypeScript and CoffeeScript files must be transcompiled into JavaScript.

Bundling and minification are two techniques you can use for improving the overall page load performance of your web applications. Bundling allows for combining multiple files into a single file, whereas minification optimizes the code of your JavaScript and CSS files for smaller payloads. They work together to reduce the number of server requests as well as the overall request size.

ASP.NET Core 2.0 supports different solutions for bundling and minification:


	Visual Studio extension Bundler & Minifier

	Gulp

	Grunt



Let's see how to bundle and minify multiple JavaScript files in the Tic-Tac-Toe project by using the Visual Studio extension Bundler & Minifier together with the bundleconfig.json file:


	In the top menu select Tools | Extensions and Updates, click on Online, enter Bundler & Minifier in the search box, select Bundler & Minifier, and finally, click on Download:






	Close Visual Studio; the installation will continue. Next, click on Modify:






	Restart Visual Studio. You are now going to optimize the number of opened connections as well as the bandwidth usage by bundling and minifying. For that, add a new JSON file called bundleconfig.json to the project.

	Update the bundleconfig.json file for bundling the two JavaScript files into a single one called site.js and for minifying the site.css and site.js files:



        [ 
          { 
            "outputFileName": "wwwroot/css/site.min.css", 
            "inputFiles": [ 
              "wwwroot/css/site.css" 
            ] 
          }, 
          { 
            "outputFileName": "wwwroot/js/site.js", 
            "inputFiles": [ 
              "wwwroot/app/js/scripts1.js", 
              "wwwroot/app/js/scripts2.js" 
            ], 
            "sourceMap": true, 
            "includeInProject": true 
          }, 
          { 
            "outputFileName": "wwwroot/js/site.min.js", 
            "inputFiles": [ 
              "wwwroot/js/site.js" 
            ], 
            "minify": { 
              "enabled": true, 
              "renameLocals": true 
            }, 
            "sourceMap": false 
          }   
        ] 


	Right-click on the project and select Bundler & Minifier | Update Bundles:






	When looking in the Solution Explorer, you can see that two new files called site.min.css and site.min.js have been generated.

	When looking in the Task Runner Explorer, you can see the bundling and minifying process you have configured for the project:






	Right-click on Update all files and select Run. You can now see and understand what the process is doing in more detail:






	Schedule the process for execution after each build by right-clicking on Update all files and selecting Bindings | After build. A new file called bundleconfig.json.bindings gets generated, and if you remove the wwwroot/js folder and rebuild the project, the files are auto-generated.



 


	To see the newly-generated files in action, go to the Debug tab in the project settings and set the ASPNETCORE_ENVIRONMENT variable to Staging and save:






	Start the application by pressing F5, open the Developer Tools by pressing F12 in Microsoft Edge, and redo the registration process. You will see that only the bundled and minified site.min.css and site.min.js files have been loaded and that load times are faster:





OK, now that we know how to implement the client side and benefit from bundling and minification in modern web application development, let's return to the Tic-Tac-Toe game and optimize it even further and add the missing components.
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At the end of the previous section, everything was working fully automated as expected. However, there is still some room for additional improvements.

As it is, the client side sends periodical requests to the server side to see if the email confirmation status has changed. This may lead to a lot of requests to see if there has been a status change or not.

Furthermore, the server side cannot inform the client side as soon as an email has been confirmed, since it has to wait for a client request to respond to.

In this section, you will learn about the concepts of WebSockets (https://docs.microsoft.com/en-us/aspnet/core/fundamentals/websockets), and how they will allow you to further optimize your client-side implementations.

WebSockets enables persistent two-way communication channels over TCP, which is especially interesting for applications that need to run real-time communication scenarios (chat, stock tickers, games, and more). And it just so happens that our application is a game, which is one of the main application types that largely benefit from working directly with a socket connection.

Note that you could also consider SignalR as an alternative. At the time of writing this book, the SignalR Core version was not yet available. However, it could be available after publication, so you should look it up and use it instead if it is available. It will provide a better solution for real-time communication scenarios and encapsulate some of the functionalities missing from WebSockets you might have implemented for yourself manually.



You can look it up at https://github.com/aspnet/SignalR.

Let's optimize the client-side implementation of the Tic-Tac-Toe application by using WebSockets for real-time communication:


	Go to the Tic-Tac-Toe Startup class in the Configure method and add the WebSockets Middleware just before the Communication Middleware and the MVC Middleware (remember that the middleware invocation order is important for assuring correct behavior):



        app.UseWebSockets(); 
        app.UseCommunicationMiddleware(); 
        ... 


	Update the Communication Middleware and add two new methods called SendStringAsync and ReceiveStringAsync for WebSockets communication:



       private static Task SendStringAsync(WebSocket socket,
        string data, CancellationToken ct = default(CancellationToken)) 
       { 
         var buffer = Encoding.UTF8.GetBytes(data); 
         var segment = new ArraySegment<byte>(buffer); 
         return socket.SendAsync(segment, WebSocketMessageType.Text,
          true, ct); 
       } 
 
       private static async Task<string> ReceiveStringAsync(
        WebSocket socket, CancellationToken ct =
         default(CancellationToken)) 
       { 
         var buffer = new ArraySegment<byte>(new byte[8192]); 
         using (var ms = new MemoryStream()) 
         { 
           WebSocketReceiveResult result; 
           do 
           { 
             ct.ThrowIfCancellationRequested(); 
 
             result = await socket.ReceiveAsync(buffer, ct); 
             ms.Write(buffer.Array, buffer.Offset, result.Count); 
           } 
           while (!result.EndOfMessage); 
 
           ms.Seek(0, SeekOrigin.Begin); 
           if (result.MessageType != WebSocketMessageType.Text) 
             throw new Exception("Unexpected message"); 
 
           using (var reader = new StreamReader(ms, Encoding.UTF8)) 
           { 
             return await reader.ReadToEndAsync(); 
           } 
         } 
       } 


	Update the Communication Middleware and add a new method called ProcessEmailConfirmation for email confirmation processing via WebSockets:



        public async Task ProcessEmailConfirmation(HttpContext context,
         WebSocket currentSocket, CancellationToken ct, string email) 
        { 
          UserModel user = await _userService.GetUserByEmail(email); 
          while (!ct.IsCancellationRequested &&
           !currentSocket.CloseStatus.HasValue &&
           user?.IsEmailConfirmed == false) 
          { 
            if (user.IsEmailConfirmed) 
            { 
              await SendStringAsync(currentSocket, "OK", ct); 
            } 
            else 
            { 
              user.IsEmailConfirmed = true; 
              user.EmailConfirmationDate = DateTime.Now; 
 
              await _userService.UpdateUser(user); 
              await SendStringAsync(currentSocket, "OK", ct); 
            } 
 
            Task.Delay(500).Wait(); 
            user = await _userService.GetUserByEmail(email); 
          } 
        } 


	Update the Invoke method in the Communication Middleware and add calls to the WebSockets-specific methods from the previous step, while still keeping the standard implementations for browsers that do not support WebSockets:



        public async Task Invoke(HttpContext context) 
        { 
          if (context.WebSockets.IsWebSocketRequest) 
          { 
            var webSocket =
              await context.WebSockets.AcceptWebSocketAsync(); 
            var ct = context.RequestAborted; 
            var json = await ReceiveStringAsync(webSocket, ct); 
            var command = JsonConvert.DeserializeObject<dynamic>(json); 
 
            switch (command.Operation.ToString()) 
            { 
              case "CheckEmailConfirmationStatus": 
              { 
                await ProcessEmailConfirmation(context, webSocket,
                 ct, command.Parameters.ToString()); 
                break; 
              } 
            } 
          } 
          else if (context.Request.Path.Equals(
           "/CheckEmailConfirmationStatus")) 
          { 
            await ProcessEmailConfirmation(context); 
          } 
          else 
          { 
            await _next?.Invoke(context); 
          } 
        }  


	Modify the scripts1.js file and add some WebSockets-specific code for opening and working with sockets:



        var interval; 
        function EmailConfirmation(email) { 
          if (window.WebSocket) { 
            alert("Websockets are enabled"); 
            openSocket(email, "Email"); 
          } 
          else { 
            alert("Websockets are not enabled"); 
            interval = setInterval(() => { 
              CheckEmailConfirmationStatus(email); 
            }, 5000); 
          } 
        } 


	Modify the scripts2.js file and add some WebSockets-specific code for opening and working with sockets and redirecting to the Game Invitation page if the email has been confirmed:



       function CheckEmailConfirmationStatus(email) { 
         $.get("/CheckEmailConfirmationStatus?email=" + email,
          function (data) { 
            if (data === "OK") { 
              if (interval !== null) 
               clearInterval(interval); 
               window.location.href = "/GameInvitation?email=" + email; 
            } 
         }); 
       } 
 
       var openSocket = function (parameter, strAction) { 
         if (interval !== null) 
          clearInterval(interval); 
 
         var protocol = location.protocol === "https:" ?
          "wss:" : "ws:"; 
         var operation = ""; 
         var wsUri = ""; 
 
         if (strAction == "Email") { 
           wsUri = protocol + "//" + window.location.host + 
            "/CheckEmailConfirmationStatus"; 
           operation = "CheckEmailConfirmationStatus"; 
         } 
 
         var socket = new WebSocket(wsUri); 
         socket.onmessage = function (response) { 
           console.log(response); 
           if (strAction == "Email" && response.data == "OK") { 
             window.location.href = "/GameInvitation?email=" +
              parameter; 
           } 
         }; 
 
         socket.onopen = function () { 
           var json = JSON.stringify({ 
             "Operation": operation, 
             "Parameters": parameter 
           }); 
 
           socket.send(json); 
         }; 
 
         socket.onclose = function (event) { 
         }; 
       };


	When you start the application and proceed with the user registration, you will get the information if WebSockets is supported. If it is, you will get redirected to the Game Invitation page like before, but with the benefit of a much faster processing time:





That concludes our trip into client-side development and optimization under ASP.NET Core 2.0 for the moment. You are now going to see how to further extend and finalize the Tic-Tac-Toe application with additional ASP.NET Core concepts that will help you in your daily work building multi-lingual, production-ready web applications.
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As a web developer, you might know that HTTP is a stateless protocol, which means that by default there is not a notion of sessions as such. Each request is handled independently and no values are retained between different requests.

Nonetheless, there are different methods for working with data. You can work with query strings, submit form data, or you can use cookies to store data on the client. However, all of those mechanisms are more or less manual and need to be managed by yourself.

If you are an experienced ASP.NET developer, you will be familiar with the concepts of session state and session variables. Those variables are stored on the web server and you can access them during different user requests for having a central place to store and receive data. Session state is ideal for storing user data specific to a session, without the need for permanent persistence.

Note that it is best practice to not store any sensitive data in session variables due to security reasons. Users might not close their browsers; thus, session cookies might not be cleared (also, some browsers keep session cookies alive).



Also, a session might not be restricted to a single user, other users might continue with the same session, which could provide security risks.

ASP.NET Core 2.0 provides session state and session variables by using a dedicated Session Middleware. Basically, there are two distinct types of session providers:


	In-memory session providers (locally to a single server)

	Distributed session providers (shared between multiple servers)



Let's see how to activate the in-memory session provider in the Tic-Tac-Toe application for storing the user interface culture and language:


	Open the layout page in the Views\Shared\_Layout.cshtml file and add a new User Interface Language Drop-Down to the menu after the other menu items. This will allow users to select between English and French:



        <li class="dropdown">
          <a class="dropdown-toggle" data-toggle="dropdown" 
            href="#">Settings<span class="caret"></span></a>
          <ul class="dropdown-menu multi-level">
            <li class="dropdown-submenu">
              <a class="dropdown-toggle" data-toggle="dropdown"
               href="#">Select your language (@ViewBag.Language)
               <span class="caret"></span></a>
              <ul class="dropdown-menu">
                <li @(ViewBag.Language == "EN" ? "active" : "")>
                  <a asp-controller="Home" asp-action="SetCulture"
                   asp-route-culture="EN">English</a></li>
                <li @(ViewBag.Language == "FR" ? "active" : "")>
                  <a asp-controller="Home" asp-action="SetCulture"
                   asp-route-culture="FR">French</a></li>
              </ul>
            </li>
          </ul>
        </li>


	Open the HomeController and add a new method called SetCulture. This will contain the code for storing the user culture settings in a Session Variable:



        public IActionResult SetCulture(string culture) 
        { 
          Request.HttpContext.Session.SetString("culture", culture); 
          return RedirectToAction("Index"); 
        } 


	Update the Index method of HomeController for retrieving the culture from the Culture Session Variable:



        public IActionResult Index() 
        { 
          var culture =
            Request.HttpContext.Session.GetString("culture"); 
          ViewBag.Language = culture; 
          return View(); 
        } 


	Got to the wwwroot/css/site.css file and add some new CSS classes for a more modern look for the User Interface Language Drop-Down:



        .dropdown-submenu { 
          position: relative; 
        } 
 
        .dropdown-submenu > .dropdown-menu { 
          top: 0; 
          left: 100%; 
          margin-top: -6px; 
          margin-left: -1px; 
          -webkit-border-radius: 0 6px 6px 6px; 
          -moz-border-radius: 0 6px 6px; 
          border-radius: 0 6px 6px 6px; 
        } 
 
        .dropdown-submenu:hover > .dropdown-menu { 
          display: block; 
        } 
 
        .dropdown-submenu > a:after { 
          display: block; 
          content: " "; 
          float: right; 
          width: 0; 
          height: 0; 
          border-color: transparent; 
          border-style: solid; 
          border-width: 5px 0 5px 5px; 
          border-left-color: #ccc; 
          margin-top: 5px; 
          margin-right: -10px; 
        } 
 
        .dropdown-submenu:hover > a:after { 
          border-left-color: #fff; 
        } 
 
        .dropdown-submenu.pull-left { 
          float: none; 
        } 
 
        .dropdown-submenu.pull-left > .dropdown-menu { 
          left: -100%; 
          margin-left: 10px; 
          -webkit-border-radius: 6px 0 6px 6px; 
          -moz-border-radius: 6px 0 6px 6px; 
          border-radius: 6px 0 6px 6px; 
        } 


	Add the built-in Session Middleware of ASP.NET Core 2.0 in the ConfigureServices method of the Startup class:



        services.AddSession(o => 
        { 
          o.IdleTimeout = TimeSpan.FromMinutes(30); 
        });


	Activate the Session Middleware in the Configure method of the Startup class by adding it just after the Static Files Middleware:



        app.UseStaticFiles(); 
        app.UseSession(); 


	Update the Index method in the GameInvitationController, set the email session variable:



        [HttpGet] 
        public async Task<IActionResult> Index(string email) 
        { 
            var gameInvitationModel = new GameInvitationModel {
              InvitedBy = email }; 
            HttpContext.Session.SetString("email", email); 
            return View(gameInvitationModel); 
        }


	Start the application by pressing F5. You should see the new User Interface Language Drop-Down with the options to select between English and French:





Good, you have seen how to activate and use session state. However, most of the time you will have multiple web servers, not just one, especially in today's cloud environments. So, how do you store session state out of memory in a distributed cache?

Well, that is easy, you just have to register additional services within the Startup class. These additional services will provide this functionality. Here are some examples:


	Distributed Memory Cache:



        services.AddDistributedMemoryCache(); 


	Distributed SQL Server Cache:



        services.AddDistributedSqlServerCache(o => 
        { 
          o.ConnectionString = _configuration["DatabaseConnection"]; 
          o.SchemaName = "dbo"; 
          o.TableName = "sessions"; 
        }); 


	Distributed Redis Cache:



        services.AddDistributedRedisCache(o => 
        { 
          o.Configuration = _configuration["CacheRedis:Connection"]; 
          o.InstanceName = _configuration["CacheRedis:InstanceName"]; 
        }); 

We have added a new User Interface Language Drop-Down in this section, but you have not yet seen how to handle multiple languages within your applications. There's no time to lose; let's see how to do that and use the drop-down and session variable for changing the user interface language on-the-fly in the following section.



            

            
        
    
        

                            
                    Building once and running on multiple environments

                
            
            
                
After building your applications, you have to think about deploying them to different environments. As you have already seen in the previous section on configuration, you can use configuration files for changing the configuration of your services and even your application.

In the case of multiple environments, you have to duplicate the appsettings.json file for each environment and name it accordingly, appsettings.{EnvironmentName}.json.

ASP.NET Core 2.0 will automatically retrieve the configuration settings in hierarchical order, first from the common appsettings.json file and then from the corresponding appsettings.{EnvironmentName}.json file, while adding or replacing values if necessary.

However, developing conditional code that uses different components based on different deployment environments and configurations, seems to be complicated at first. In traditional applications, you must create a lot of code to handle all of the different cases by yourself and then maintain it.

In ASP.NET Core 2.0, you have a vast number of internal functionalities at your disposal to achieve this goal. You can then simply use environment variables (development, staging, production, and more) for indicating a specific runtime environment, thus configuring your application for that environment.

As you will see during this section, you can use specific method names and even class names to use existing injection and override mechanisms, provided by ASP.NET Core 2.0 out of the box, for configuring your applications.

In the following example, we are adding an environment-specific component to the application (SendGrid), which only has to be used if the application is deployed to a specific production environment (Azure):


	Add the SendGrid NuGet Package to the project. This will be used for future Azure production deployments of the Tic-Tac-Toe application:






	Add a new service called SendGridEmailService within the Services folder. This will be used for sending emails via SendGrid. Have it inherit the IEmailService interface and implement the specific SendEmail method:



        public class SendGridEmailService : IEmailService 
        { 
          private EmailServiceOptions _emailServiceOptions; 
          private ILogger<EmailService> _logger; 
          public SendGridEmailService(IOptions<EmailServiceOptions>
           emailServiceOptions, ILogger<EmailService> logger) 
          { 
            _emailServiceOptions = emailServiceOptions.Value; 
            _logger = logger; 
          } 
 
          public Task SendEmail(string emailTo, string subject,
           string message) 
          { 
            _logger.LogInformation($"##Start## Sending email via 
             SendGrid to :{emailTo} subject:{subject} message:{message}"); 
            var client =
              new SendGrid.SendGridClient(
               _emailServiceOptions.RemoteServerAPI); 
            var sendGridMessage =
              new SendGrid.Helpers.Mail.SendGridMessage 
            { 
              From = new SendGrid.Helpers.Mail.EmailAddress(
               _emailServiceOptions.UserId) 
            }; 
            sendGridMessage.AddTo(emailTo); 
            sendGridMessage.Subject = subject; 
            sendGridMessage.HtmlContent = message; 
            client.SendEmailAsync(sendGridMessage); 
            return Task.CompletedTask; 
          } 
        } 


	Add a new extension method for being able to more easily declare specific Email Services for specific environments. For that, go to the Extensions folder and add a new EmailServiceExtension:



        public static class EmailServiceExtension 
        { 
          public static IServiceCollection AddEmailService(
            this IServiceCollection services, IHostingEnvironment
             hostingEnvironment, IConfiguration configuration) 
          { 
            services.Configure<EmailServiceOptions>
             (configuration.GetSection("Email")); 
            if (hostingEnvironment.IsDevelopment() || 
                hostingEnvironment.IsStaging()) 
            { 
              services.AddSingleton<IEmailService, EmailService>(); 
            } 
            else 
            { 
              services.AddSingleton<IEmailService, SendGridEmailService>(); 
            } 
            return services; 
          } 
        } 


	Update the Startup class to use the created assets from before. For better readability and maintainability, we will go even further and create a dedicated ConfigureServices method for each environment we have to support, remove the existing ConfigureServices method, and add the following environment-specific ConfigureServices methods:



        public IConfiguration _configuration { get; }
        public IHostingEnvironment _hostingEnvironment { get; }
        public Startup(IConfiguration configuration,
         IHostingEnvironment hostingEnvironment)
        {
          _configuration = configuration;
          _hostingEnvironment = hostingEnvironment;
        }
        public void ConfigureCommonServices(IServiceCollection services) 
        { 
          services.AddLocalization(options =>
           options.ResourcesPath = "Localization"); 
          services.AddMvc().AddViewLocalization(
           LanguageViewLocationExpanderFormat.Suffix, options =>  
            options.ResourcesPath = 
             "Localization").AddDataAnnotationsLocalization(); 
          services.AddSingleton<IUserService, UserService>(); 
          services.AddSingleton<IGameInvitationService,
           GameInvitationService>(); 
          services.Configure<EmailServiceOptions>
           (_configuration.GetSection("Email")); 
          services.AddEmailService(_hostingEnvironment, _configuration); 
          services.AddRouting(); 
          services.AddSession(o => 
          { 
            o.IdleTimeout = TimeSpan.FromMinutes(30); 
          });             
        } 
 
        public void ConfigureDevelopmentServices(
         IServiceCollection services) 
        { 
          ConfigureCommonServices(services);             
        } 
 
        public void ConfigureStagingServices(
         IServiceCollection services) 
        { 
          ConfigureCommonServices(services); 
        } 
 
        public void ConfigureProductionServices(
         IServiceCollection services) 
        { 
          ConfigureCommonServices(services); 
        } 

Note that you could also apply the same approach to the Configure method in the Startup class. For that, you just remove the existing Configure method and add new methods for the environments you would like to support, such as ConfigureDevelopment, ConfigureStaging, and ConfigureProduction. The best practice would be to combine all of the common code into a ConfigureCommon method and call it from the other methods, as shown below for the specific ConfigureServices methods.


	Start the application by pressing F5 and verify that everything is still running correctly. You should see that the added methods will automatically be used and that the application is fully functional.



That was easy and straightforward! No specific conditional code for the environments, nothing complicated to evolve and to maintain, just very clear and easy-to-understand methods that contain the environment name they have been developed for. A very clean solution to the problem of building once and running on multiple environments.

But, that is not all! What if we told you that you do not need to have a single Startup class? What if you could have a dedicated Startup class for each environment with only the code applicable to its context? That would be great, right? Well, that is exactly what ASP.NET Core 2.0 provides.

To be able to use dedicated Startup classes for each environment, you just have to update the Program class, the main entry point for ASP.NET Core 2.0 applications. You change a single line in the BuildWebHost method for passing the assembly name .UseStartup("TicTacToe") instead of .UseStartup<Startup>(), and then you can use this fantastic feature:

    public static IWebHost BuildWebHost(string[] args) => 
      WebHost.CreateDefaultBuilder(args) 
        .CaptureStartupErrors(true) 
        .UseStartup("TicTacToe") 
        .PreferHostingUrls(true) 
        .UseUrls("http://localhost:5000") 
        .UseApplicationInsights() 
        .Build(); 
      } 
    }

Now, you can add dedicated Startup classes for the different environments, such as StartupDevelopment, StartupStaging, and StartupProduction. As with the method approach before, they will be automatically used; nothing else needs to be done on your side. Just update the Program class, implement your environment-specific Startup classes, and it works. ASP.NET Core 2.0 really makes our lives much easier by providing these useful features.
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The MVC pattern separates applications into three main layers—models, views, and controllers. One of the benefits of this pattern is the separation of concerns, also called the Single Responsibility Principle (SRP), which makes it possible to develop, debug, and test application features independently.

When using the MVC pattern, a user request is routed to a Controller, which will use a Model for retrieving data and performing actions. The Controller selects a corresponding view for display to the user, while providing it with the necessary data from the Model.

There is less impact if a layer (for example, Views) changes, since it is now loosely coupled to the other layers of your applications (for example, controllers and models).

It is also much easier to test the different layers of your applications. In the end, you will have better maintainability and more robust code by using this pattern:
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A Controller manages the interactions between models and views. It provides the logical behavior and business logic for your applications. It chooses which View has to be rendered for a specific user request.

Generally speaking, since controllers provide the main application entry point, this means that they are controlling how applications should respond to user requests.



            

            
        
    
        

                            
                    Unit tests

                
            
            
                
The main goal of unit tests is to validate the business logic within controllers. Normally, unit tests are put into their own external unit tests projects, while multiple test frameworks are available (XUnit, NUnit, or MSTest).

As described previously, since everything is completely decoupled when using the MVC pattern, you can test your controllers at any point independently from the other parts of your applications by using unit tests.



            

            
        
    
        

                            
                    Using View Components

                
            
            
                
You have seen how to create reusable components by using Partial Views, which can be called from any View Pages within your applications, and applied this concept to the top menu of the Tic-Tac-Toe application. But sometimes, even this feature is not enough.

Sometimes you need something more powerful, something more flexible, that you can use throughout your whole web application and maybe even for multiple web applications. That is where View Components come into play.

View Components are used for complex use cases that require some code running on the server (for example, Login Panel, Tag Cloud, and Shopping Cart), where Partial Views are too limited to be used, and where you need to be able to test functionalities extensively.

You are going to add a View Component for managing game sessions in the following example; you will see that it is very similar to a standard Controller implementation:


	Add a new model called TurnModel to the Models folder:



        public class TurnModel 
        { 
          public Guid Id { get; set; } 
          public Guid UserId { get; set; } 
          public UserModel User { get; set; } 
          public int X { get; set; } 
          public int Y { get; set; } 
        } 


	Add a new model called GameSessionModel to the Models folder:



        public class GameSessionModel 
        { 
          public Guid Id { get; set; } 
          public Guid UserId1 { get; set; } 
          public Guid UserId2 { get; set; } 
          public UserModel User1 { get; set; } 
          public UserModel User2 { get; set; } 
          public IEnumerable<TurnModel> Turns { get; set; } 
          public UserModel Winner { get; set; } 
          public UserModel ActiveUser { get; set; } 
          public Guid WinnerId { get; set; } 
          public Guid ActiveUserId { get; set; } 
          public bool TurnFinished { get; set; } 
        } 


	Add a new service called GameSessionService to the Services folder, implement it, and extract the IGameSessionService interface:



        public class GameSessionService 
        { 
          private static ConcurrentBag<GameSessionModel> _sessions; 
          static GameSessionService() 
          { 
            _sessions = new ConcurrentBag<GameSessionModel>(); 
          } 
 
          public Task<GameSessionModel> GetGameSession(Guid gameSessionId) 
          { 
            return Task.Run(() => _sessions.FirstOrDefault(
             x => x.Id == gameSessionId)); 
          } 
        } 


	Register the GameSessionService within the Startup class, as you have already done with all the other services:



        services.AddSingleton<IGameSessionService, GameSessionService>(); 


	Go to the Solution Explorer, create a new folder called Components, then add a new class called GameSessionViewComponent.cs:



        [ViewComponent(Name = "GameSession")] 
        public class GameSessionViewComponent : ViewComponent 
        { 
          IGameSessionService _gameSessionService; 
          public GameSessionViewComponent(IGameSessionService
           gameSessionService) 
          { 
            _gameSessionService = gameSessionService; 
          } 
 
          public async Task<IViewComponentResult> InvokeAsync(Guid
           gameSessionId) 
          { 
            var session =
              await _gameSessionService.GetGameSession(gameSessionId); 
            return View(session); 
          } 
        } 


	Go to the Solution Explorer and create a new folder called Components within the Views/Shared folder. Within this folder create a new folder called GameSession for the GameSessionViewComponent, then add a new View called default.cshtml:



        @using Microsoft.AspNetCore.Http 
        @model TicTacToe.Models.GameSessionModel 
        @{ 
          var email = Context.Session.GetString("email"); 
        } 
        @if (Model.ActiveUser?.Email == email) 
        { 
          <table> 
            @for (int rows = 0; rows < 3; rows++) 
            { 
              <tr style="height:150px;"> 
                @for (int columns = 0; columns < 3; columns++) 
                { 
                  <td style="width:150px; border:1px solid #808080"> 
                    @{ 
                      var position = Model.Turns?.FirstOrDefault(
                       turn => turn.X == columns && turn.Y == rows); 
 
                      if (position != null) 
                      { 
                        if (position.User?.Email == "Player1") 
                        { 
                          <i class="glyphicon glyphicon-unchecked"
                           style="width:100%;height:100%"></i> 
                        } 
                        else 
                        { 
                          <i class="glyphicon glyphicon-remove-circle"
                           style="width:100%;height:100%"></i> 
                        } 
                      } 
                      else 
                      { 
                        <a asp-action="SetPosition"
                         asp-controller="GameSession"
                         asp-route-id="@Model.Id"
                         asp-route-email="@email"
                         class="btn btn-default"
                         style="width:150px; min-height:150px;"> 
                         &nbsp; 
                        </a> 
                      } 
                  } 
                  </td> 
                } 
              </tr> 
            } 
          </table> 
        } 
        else 
        { 
          <div class="alert"> 
            <i class="glyphicon glyphicon-alert">Please wait until
               the other user has finished his turn.</i> 
          </div> 
        } 

We advise using the following syntax for putting all Partial Views for your View Components in their corresponding folders:

Views\Shared\Components\<ViewComponentName>\<ViewName>


	Update the _ViewImports.cshtml file to use the View Component:



        @addTagHelper *, TicTacToe 


	Create a new folder called GameSession within the Views folder, then add a new View called Index:



        @model TicTacToe.Models.GameSessionModel 
        @section Desktop 
        { 
          <h1>Game Session @Model.Id</h1> 
          <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
          <div class="alert alert-info"> 
            <table class="table"> 
              <tr> 
                <td>User 1:</td> 
                <td>@Model.User1?.Email (<i class="glyphicon
                 glyphicon-unchecked"></i>)</td> 
              </tr> 
              <tr> 
                <td>User 2:</td> 
                <td>@Model.User2?.Email (<i class="glyphicon
                 glyphicon-remove-circle"></i>)</td> 
              </tr> 
            </table> 
          </div> 
        } 
        @section Mobile{ 
          <h1>Game Session @Model.Id</h1> 
          <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
          User 1: @Model.User1?.Email <i class="glyphicon
           glyphicon-unchecked"></i><br /> 
          User 2: @Model.User2?.Email (<i class="glyphicon
           glyphicon-remove-circle"></i>) 
        } 
        <vc:game-session game-session-id="@Model.Id"></vc:game-session> 


	Add a public constructor to the GameSessionService for getting an instance of User Service:



        private IUserService _UserService; 
        public GameSessionService(IUserService userService) 
        { 
          _UserService = userService; 
        } 


	Add a method to the GameSessionService for creating game sessions, and update the Game Session Service Interface:



        public async Task<GameSessionModel> CreateGameSession(
         Guid invitationId, string invitedByEmail,
         string invitedPlayerEmail) 
        { 
          var invitedBy =
           await _UserService.GetUserByEmail(invitedByEmail); 
          var invitedPlayer =
           await _UserService.GetUserByEmail(invitedPlayerEmail); 
 
          GameSessionModel session = new GameSessionModel 
          { 
            User1 = invitedBy, 
            User2 = invitedPlayer, 
            Id = invitationId, 
            ActiveUser = invitedBy 
          }; 
 
          _sessions.Add(session); 
          return session; 
        }


	Add a new Controller called GameSessionController within the Controllers folder, and implement a new Index method:



        public class GameSessionController : Controller 
        { 
          private IGameSessionService _gameSessionService; 
          public GameSessionController(IGameSessionService 
           gameSessionService) 
          { 
            _gameSessionService = gameSessionService; 
          } 
 
          public async Task<IActionResult> Index(Guid id) 
          { 
            var session = await _gameSessionService.GetGameSession(id); 
            if (session == null) 
            { 
              var gameInvitationService =
                Request.HttpContext.RequestServices
                .GetService<IGameInvitationService>(); 
              var invitation = await gameInvitationService.Get(id); 
              session =
                await _gameSessionService.CreateGameSession(
                 invitation.Id,invitation.InvitedBy,
                 invitation.EmailTo); 
            } 
            return View(session); 
          } 
        } 

Note that for calling RequestServices.GetService<T>(); you must also add using Microsoft.Extensions.DependencyInjection; as you have already done in other examples.


	Start the application, register a new user, and invite another user to play a game, wait for the new Game Session page to be displayed:







            

            
        
    
        

                            
                    Dividing web applications into multiple Areas

                
            
            
                
Sometimes, when working with larger web applications, it can be interesting to logically separate them into multiple smaller, functional units. Each unit can then have its own controllers, views, and models, which makes it easier to understand, manage, evolve, and maintain them over time.

ASP.NET Core 2.0 provides some simple mechanisms based on the folder structure for dividing web applications into multiple functional units, also called Areas.

For example, to separate the standard Area from the more advanced administration Area within your applications. The standard Area could then even enable anonymous access on some pages, while asking for authentication and authorization on others, whereas the administration Area would always require authentication and authorization on all pages.

The following conventions and restrictions apply to Areas:


	An Area is a subdirectory under the Areas folder

	An Area contains at least the two subfolders: Controllers and Views

	An Area may contain specific layout pages as well as dedicated _ViewImport.cshtml and _ViewStart.cshtml files

	You have to register a specific route, which enables Areas within its routing definition, to be able to use Areas in your applications

	It is recommended to use the following format for Area URLs: http://<Host>/<AreaName>/<ControllerName>/<ActionName>

	The Tag Helper asp-area can be used for appending an Area to a URL



Let's look at how to create a specific Administration Area for Account Management:


	Open the Solution Explorer and create a new folder called Areas, right-click on the folder and select Add | Area, enter Account as Area name, and click on the Add button:






	Scaffolding will create a dedicated folder structure for the Account Area:






	Add a new route for Areas to the UseMVC declaration within the Configure method of the Startup class:



        app.UseMvc(routes => 
        { 
          routes.MapRoute(name: "areaRoute", 
           template: "{area:exists}/{controller=Home}/{action=Index}"); 
 
          routes.MapRoute(name: "default", 
           template: "{controller=Home}/{action=Index}/{id?}"); 
        }); 


	Right-click on the Controllers folder within the Account Area and add a new Controller called HomeController:



        [Area("Account")]
        public class HomeController : Controller
        {
          private IUserService _userService;
          public HomeController(IUserService userService) {
            _userService = userService;
          }
          public async Task<IActionResult> Index() {
            var email = HttpContext.Session.GetString("email");
            var user = await _userService.GetUserByEmail(email);
            return View(user);
          }
        }


	Add a new folder called Home in the Account/Views folder, and add a View called Index in this new folder:



        @model TicTacToe.Models.UserModel 
        <h3>Account Details</h3> 
        <div class="container"> 
          <div class="row"> 
            <div class="col-xs-12 col-sm-6 col-md-6"> 
              <div class="well well-sm"> 
                <div class="row"> 
                  <div class="col-sm-6 col-md-4"> 
                    <Gravatar email="@Model.Email"></Gravatar> 
                  </div> 
                  <div class="col-sm-6 col-md-8"> 
                    <h4>@($"{Model.FirstName} {Model.LastName}")</h4> 
                    <p> 
                     <i class="glyphicon glyphicon-envelope"></i>&nbsp;
                    <a href="mailto:@Model.Email">@Model.Email</a> 
                    </p> 
                    <p> 
                     <i class="glyphicon glyphicon-calendar">
                     </i>&nbsp;@Model.EmailConfirmationDate 
                    </p> 
                  </div> 
                </div> 
              </div> 
            </div> 
          </div> 
        </div> 


	Update the Account Partial View, and add a link to display the preceding view (just after the existing Log off link):



        <a class="btn btn-default btn-block" asp-action="Index"
           asp-controller="Account">View Details</a> 


	Start the application, register a new user, and call the new Area by clicking on the Account Details link in the account dropdown:





We will stop the implementation of the Administration Area here and come back to it in Chapter 9, Securing ASP.NET Core 2.0 Applications, where you will see how to secure access to it.



            

            
        
    
        

                            
                    Applying advanced concepts

                
            
            
                
Now that we have seen all the basic features of ASP.NET Core 2.0 MVC, let's look at some of the more advanced features, which can help you during your daily work as a developer.

You will also learn how to use Visual Studio 2017 for testing your applications and thus providing better quality for your users.



            

            
        
    
        

                            
                    Adding unit tests

                
            
            
                
Unit tests allow you to individually verify the behavior of your various technical components and ensure that they are working as expected. They also help you to quickly identify regressions and analyze the overall impact of new developments.

Visual Studio 2017 includes powerful features for unit testing. The Test Explorer helps you to run unit tests as well as view and analyze test results. For that, you can either use the built-in Microsoft testing framework or additional frameworks such as NUnit or xUnit.

Furthermore, you can automatically execute unit tests after each build, so developers can react quickly if something is not working as expected.

Refactoring code can be done without fearing regressions, since unit tests ensure that everything is still working as before. No more excuses for not having the best code quality possible!

You could even go further and apply Test Driven Development (TDD), which is where you write unit tests before writing implementations. Additionally, unit tests become some sort of design document and functional specifications in this case.

This book is about ASP.NET Core 2.0, so we will not go into too much detail about unit tests. It is, however, advised to dig deeper and familiarize yourself with all the different unit test concepts for building better applications.

We are now going to see how easy it is to use xUnit, the preferred unit testing framework for ASP.NET Core:


	Add a new project of xUnit Test Project (.NET Core) type called TicTacToe.UnitTests to the TicTacToe Solution:






	Update the xUnit and Microsoft.NET.Test.SDK NuGet packages to the latest versions using the NuGet Package Manager:






	Add references to the TicTacToe and TicTacToe.Logging projects:






	Delete the autogenerated class, add a new class called FileLoggerTests.cs for testing a regular class, and implement a new method called ShouldCreateALogFileAndAddEntry:



        public class FileLoggerTests 
        { 
          [Fact] 
          public void ShouldCreateALogFileAndAddEntry() 
          { 
            var fileLogger = new FileLogger(
              "Test", (category, level) => true,
               Path.Combine(Directory.GetCurrentDirectory(),
              "testlog.log")); 
            var isEnabled = fileLogger.IsEnabled(LogLevel.Information); 
            Assert.True(isEnabled); 
          } 
        } 


	Add another new class called UserServiceTests.cs for testing a service, and implement a new method called ShouldAddUser:



        public class UserServiceTests 
        { 
          [Theory] 
          [InlineData("test@test.com", "test", "test", "test123!")] 
          [InlineData("test1@test.com", "test1", "test1", "test123!")] 
          [InlineData("test2@test.com", "test2", "test2", "test123!")] 
          public async Task ShouldAddUser(string email,
           string firstName, string lastName, string password) 
          { 
            var userModel = new UserModel 
            { 
              Email = email, 
              FirstName = firstName, 
              LastName = lastName, 
              Password = password 
            }; 
 
            var userService = new UserService(); 
            var userAdded = await userService.RegisterUser(userModel); 
            Assert.True(userAdded); 
          } 
        }


	Open Test Explorer via Test | Windows | Test Explorer and then choose to Run All, to ensure that all the tests execute successfully:





Unit tests are great and really important, but also somewhat limited. They only test each technical component separately, which is the main goal of this type of test. The idea behind unit tests is to quickly get a glimpse of the current status of all your technical components, one-by-one, without slowing down the continuous integration process. They do not test applications under real production conditions, since external dependencies are mocked. Instead, they are intended to run quickly and ensure that each method being tested creates no unintended side effects in other methods or classes.

If you stop here, you will not be able to find the maximum bugs possible during the development phase. You have to go even further and test all components together in a real environment; this is where integration tests come into play.



            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, you learned about the MVC pattern, its different components and layers, and how important it is for building great ASP.NET Core 2.0 web applications.

You saw how to use layout pages and the features surrounding it to create device-specific layouts and thus adapting your user interfaces to the devices they will be running on.

Furthermore, you have used View Pages to build the visible part, the presentation layer, of your web applications.

Then we looked at Partial Views, View Components, and Tag Helpers to better encapsulate and reuse your presentation logic throughout the different views of your applications.

At the end, we illustrated advanced concepts such as the View Engine, as well as units tests and integration tests for creating high-quality applications with a low MTTR for your bugs.

In the next chapter, we will talk about the ASP.NET Core 2.0 Web API framework and how to build, test, and deploy Web API applications.



            

            
        
    
        

                            
                    Building RPC-style Web APIs

                
            
            
                
The RPC-style is based on the Remote Procedure Call paradigms, which have existed for a long time now (since the early 1980s). It is based on including an action name in the URL, which therefore makes it very similar to standard MVC actions.

One of the big advantages of ASP.NET Core 2.0 is that you do not need to separate the MVC parts from the Web API parts. Instead, you can use both in your controller implementations.

Controllers are now capable of rendering View results as well as JSON/XML API responses, which enables easy migrations from one to the other. Additionally, you can use a specific route path or the same route path for your MVC actions.

In the following example, you are going to transform a controller action from an MVC View result into an RPC-style Web API:


	Add a new method called ConfirmEmail to the UserRegistrationController; it will be used to confirm the user registration email:



        [HttpGet] 
        public async Task<IActionResult> ConfirmEmail(string email) 
        { 
          var user = await _userService.GetUserByEmail(email); 
          if (user != null) 
          { 
            user.IsEmailConfirmed = true; 
            user.EmailConfirmationDate = DateTime.Now; 
            await _userService.UpdateUser(user); 
            return RedirectToAction("Index", "Home"); 
          } 
          return BadRequest(); 
        } 


	Update the ConfirmGameInvitation method within the GameInvitationController, store the email of the invited user in a session variable and register the new user via the user service:



        [HttpGet] 
        public async Task<IActionResult> ConfirmGameInvitation(Guid id,   
         [FromServices]IGameInvitationService gameInvitationService) 
        { 
          var gameInvitation = await gameInvitationService.Get(id); 
          gameInvitation.IsConfirmed = true; 
          gameInvitation.ConfirmationDate = DateTime.Now; 
          await gameInvitationService.Update(gameInvitation); 
          Request.HttpContext.Session.SetString("email",
           gameInvitation.EmailTo); 
          await _userService.RegisterUser(new UserModel 
          { 
            Email = gameInvitation.EmailTo, EmailConfirmationDate =
             DateTime.Now, IsEmailConfirmed =true 
          }); 
          return RedirectToAction("Index", "GameSession", new { id }); 
        }


	Update the table element in GameSessionViewComponent in the Views/Shared/Components/GameSession/default.cshtml file:



        @using Microsoft.AspNetCore.Http 
        @model TicTacToe.Models.GameSessionModel 
        @{ 
          var email = Context.Session.GetString("email"); 
        } 
        <div id="gameBoard"> 
          <table> 
            @for (int rows = 0; rows < 3; rows++) 
            { 
              <tr style="height:150px;"> 
                @for (int columns = 0; columns < 3; columns++) 
                { 
                  <td style="width:150px; border:1px 
                   solid #808080" id="@($"c_{rows}_{columns}")"> 
                    @{ 
                       var position = Model.Turns?.FirstOrDefault(
                         turn => turn.X == columns && turn.Y == rows); 
                       if (position != null) 
                       { 
                         if (position.User == Model.User1) 
                         { 
                           <i class="glyphicon glyphicon-unchecked"
                              style="width:100%;height:100%"></i> 
                         } 
                         else 
                         { 
                           <i class="glyphicon glyphicon-remove-circle"
                              style="width:100%;height:100%"></i> 
                          } 
                        } 
                        else 
                        { 
                          <a class="btn btn-default btn-SetPosition" 
                             style="width:150px; min-height:150px;"
                             data-X="@columns" data-Y="@rows"> 
                             &nbsp; 
                          </a> 
                        } 
                      } 
                    </td> 
                } 
              </tr> 
            } 
          </table> 
        </div> 
        <div class="alert" id="divAlertWaitTurn"> 
          <i class="glyphicon glyphicon-alert">Please wait until the
             other user has finished his turn.</i> 
        </div>


	Add a new JavaScript file within the wwwroot\app\js folder called GameSession.js; it will be used to call the Web API. Add a temporary alert box for testing purposes:



        function SetGameSession(gdSessionId, strEmail) { 
          window.GameSessionId = gdSessionId; 
          window.EmailPlayer = strEmail; 
        } 
 
        $(document).ready(function () { 
          $(".btn-SetPosition").click(function () { 
            var intX = $(this).attr("data-X"); 
            var intY = $(this).attr("data-Y"); 
            SendPosition(window.GameSessionId, window.EmailPlayer,
             intX, intY); 
          }) 
        }) 
 
        function SendPosition(gdSession, strEmail, intX, intY) { 
          var port = document.location.port ? (":" +
           document.location.port) : ""; 
          var url = document.location.protocol + "//" +
           document.location.hostname + port +
           "/restApi/v1/SetGamePosition/" + gdSession; 
          var obj = { 
            "Email": strEmail, "x": intX, "y": intY 
          }; 
 
          var json = JSON.stringify(obj); 
          $.ajax({ 
            'url': url, 
            'accepts': "application/json; charset=utf-8", 
            'contentType': "application/json", 
            'data': json, 
            'dataType': "json", 
            'type': "POST", 
            'success': function (data) { 
              alert(data); 
            } 
          }); 
        } 


	Add the preceding new JavaScript file to the bundleconfig.json file, for bundling it together with the other files into the site.js file:



        { 
          "outputFileName": "wwwroot/js/site.js", 
          "inputFiles": [ 
            "wwwroot/app/js/scripts1.js", 
            "wwwroot/app/js/scripts2.js", 
            "wwwroot/app/js/GameSession.js" 
          ], 
          "sourceMap": true, 
          "includeInProject": true 
        }, 


	Add a new property called Email to the TurnModel model:



        public string Email { get; set; } 


	Update the SetPosition method within GameSessionController and expose it as a Web API for being able to receive Ajax calls from the JavaScript SendPosition function previously implemented:



        [Produces("application/json")] 
        [HttpPost("/restapi/v1/SetGamePosition/{sessionId}")] 
        public async Task<IActionResult> SetPosition(
         [FromRoute]Guid sessionId) 
        { 
          if (sessionId != Guid.Empty) 
          { 
            using (var reader = new StreamReader(Request.Body,
             Encoding.UTF8, true, 1024, true)) 
            { 
              var bodyString = reader.ReadToEnd(); 
              if (string.IsNullOrEmpty(bodyString)) 
                return BadRequest("Body is empty"); 
 
              var turn =
               JsonConvert.DeserializeObject<TurnModel>(bodyString); 
 
              turn.User =
               await HttpContext.RequestServices.GetService
               <IUserService>().GetUserByEmail(turn.Email); 
              turn.UserId = turn.User.Id; 
              if (turn == null) 
                return BadRequest("You must pass a TurnModel
                 object in your body"); 
 
              var gameSession =
               await _gameSessionService.GetGameSession(sessionId); 
 
              if (gameSession == null) 
                return BadRequest($"Cannot find Game Session {sessionId}"); 
 
              if (gameSession.ActiveUser.Email != turn.User.Email) 
                return BadRequest($"{turn.User.Email} cannot play
                this turn"); 
 
              gameSession =
               await _gameSessionService.AddTurn(
               gameSession.Id, turn.User.Email, turn.X, turn.Y); 
              if (gameSession != null &&
                  gameSession.ActiveUser.Email != turn.User.Email) 
                return Ok(gameSession); 
              else 
                return BadRequest("Cannot save turn"); 
            } 
          } 
          return BadRequest("Id is empty"); 
        }   

Note that it is best practice to prefix Web APIs with a meaningful name and a version number (for example, /restapi/v1) as well as to support JSON and XML.


	Update the Game Session Index View in the Views folder and call the JavaScript SetGameSession function with the corresponding parameters:



        @using Microsoft.AspNetCore.Http 
        @model TicTacToe.Models.GameSessionModel 
        @{ 
          var email = Context.Session.GetString("email"); 
        } 
        @section Desktop 
        { 
          <h1>Game Session @Model.Id</h1> 
          <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
          <div class="alert alert-info"> 
            <table class="table"> 
              <tr> 
                <td>User 1:</td> 
                <td>@Model.User1?.Email (<i class="glyphicon
                 glyphicon-unchecked"></i>)</td> 
              </tr> 
              <tr> 
                <td>User 2:</td> 
                <td>@Model.User2?.Email (<i class="glyphicon
                 glyphicon-remove-circle"></i>)</td> 
              </tr> 
            </table> 
          </div> 
        } 
        @section Mobile{ 
          <h1>Game Session @Model.Id</h1> 
          <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
          User 1: @Model.User1?.Email <i class="glyphicon
           glyphicon-unchecked"></i><br /> 
          User 2: @Model.User2?.Email (<i class="glyphicon
           glyphicon-remove-circle"></i>) 
        } 
        <h3>User Email @email</h3> 
        <h3>Active User <span id="activeUser">
         @Model.ActiveUser?.Email</span></h3>
        <vc:game-session game-session-id="@Model.Id"></vc:game-session> 
        @section Scripts{ 
          <script> 
            SetGameSession("@Model.Id", "@email"); 
          </script> 
        } 


	Update the ProcessEmailConfirmation method for WebSockets in the Communication Middleware:



        public async Task ProcessEmailConfirmation(HttpContext context,
         WebSocket currentSocket, CancellationToken ct, string email) 
        { 
          var user = await _userService.GetUserByEmail(email); 
          while (!ct.IsCancellationRequested &&
           !currentSocket.CloseStatus.HasValue &&
            user?.IsEmailConfirmed == false) 
          { 
            await SendStringAsync(currentSocket,
             "WaitEmailConfirmation", ct); 
            await Task.Delay(500); 
            user = await _userService.GetUserByEmail(email); 
          } 
 
          if (user.IsEmailConfirmed) 
          { 
            await SendStringAsync(currentSocket, "OK", ct); 
          } 
        } 


	Update the ProcessGameInvitationConfirmation method for WebSockets in the Communication Middleware:



        private async Task ProcessGameInvitationConfirmation(
         HttpContext context, WebSocket webSocket,
         CancellationToken ct, string parameters) 
        { 
          var gameInvitationService =
           context.RequestServices.GetService<IGameInvitationService>(); 
          var id = Guid.Parse(parameters); 
          var gameInvitationModel =
           await gameInvitationService.Get(id); 
          while (!ct.IsCancellationRequested &&
                 !webSocket.CloseStatus.HasValue &&
                  gameInvitationModel?.IsConfirmed == false) 
          { 
            await Task.Delay(500); 
            gameInvitationModel = await gameInvitationService.Get(id); 
            await SendStringAsync(webSocket, "WaitForConfirmation", ct); 
          } 
 
          if (gameInvitationModel.IsConfirmed) 
          { 
            await SendStringAsync(webSocket,
             JsonConvert.SerializeObject(new 
            { 
              Result = "OK", 
              Email = gameInvitationModel.InvitedBy, 
              gameInvitationModel.EmailTo, 
              gameInvitationModel.Id 
            }), ct); 
          } 
        } 


	Update the CheckGameInvitationConfirmationStatus method in the scripts2.js JavaScript file; it has to verify the returned data now:



        function CheckGameInvitationConfirmationStatus(id) { 
          $.get("/GameInvitationConfirmation?id=" + id, function (data) { 
            if (data.result === "OK") { 
              if (interval !== null) { 
                clearInterval(interval); 
              } 
              window.location.href = "/GameSession/Index/" + id; 
            } 
          }); 
        }


	Update the Process method in the Gravatar Tag Helper and handle the case where no photo exists correctly:



        public override void Process(TagHelperContext context,
         TagHelperOutput output) 
        { 
          byte[] photo = null; 
          if (CheckIsConnected()) 
          { 
            photo = GetPhoto(Email); 
          } 
          else 
          { 
            string filePath =
             Path.Combine(Directory.GetCurrentDirectory(),
             "wwwroot", "images", "no-photo.jpg"); 
            if (File.Exists(filePath)) 
              photo = File.ReadAllBytes(filePath); 
          } 
 
          if(photo != null && photo.Length > 0) 
          { 
            output.TagName = "img"; 
            output.Attributes.SetAttribute("src",
             $"data:image/jpeg;base64,{Convert.ToBase64String(photo)}"); 
          } 
        } 


	Update the Add method in GameInvitationService:



        public Task<GameInvitationModel> Add(
         GameInvitationModel gameInvitationModel) 
        { 
          _gameInvitations.Add(gameInvitationModel); 
          return Task.FromResult(gameInvitationModel); 
        } 


	Update the Desktop Layout Page and Mobile Layout Page; cleanup by removing the development environment tag containing script1.js and script2.js at the bottom of both pages.

	Update the scripts1.js JavaScript file and clean up by removing all the alert boxes that display whether WebSockets are enabled.




	Start the application, register a new user, start a game session by inviting another user, click on a cell, and you will now see a JavaScript alert box:





Very well; you have seen how to transform the existing GameSessionController action into an RPC-style Web API. Since all the different ASP.NET web frameworks have been centralized into a single framework in ASP.NET Core 2.0, this can be done easily and quickly without re-writing code or changing too much in your existing code.

In the next step, we will see how to add a new method to the RPC-style Web API for checking if the turn for the current user has been finished and thus the next user can start his turn:


	Add a new property called TurnNumber to the GameSessionModel for tracking the current turn number:



        public int TurnNumber { get; set; } 


	Add a new property called IconNumber to the TurnModel for being able to define what icon (X or O) needs to be used for display later:



        public string IconNumber { get; set; } 


	Add a new method called GetGameSession to the GameSessionController; it will be exclusive to Web API calls:



        [Produces("application/json")] 
        [HttpGet("/restapi/v1/GetGameSession/{sessionId}")] 
        public async Task<IActionResult> GetGameSession(Guid sessionId) 
        { 
          if (sessionId != Guid.Empty) 
          { 
            var session =
             await _gameSessionService.GetGameSession(sessionId); 
 
            if (session != null) 
            { 
              return Ok(session); 
            } 
            else 
            { 
              return NotFound($"can not found session {sessionId}"); 
            } 
          } 
          else 
          { 
            return BadRequest("session id is null"); 
          } 
        } 


	Update the AddTurn method in GameSessionService, so that it calculates the IconNumber and TurnNumber:



        public async Task<GameSessionModel> AddTurn(Guid id,
         string email, int x, int y) 
        { 
          List<Models.TurnModel> turns; 
          var gameSession = _sessions.FirstOrDefault(
           session => session.Id == id); 
          if (gameSession.Turns != null && gameSession.Turns.Any()) 
            turns = new List<Models.TurnModel>(gameSession.Turns); 
          else 
            turns = new List<TurnModel>(); 
 
          turns.Add(new TurnModel 
          { 
            User = await _UserService.GetUserByEmail(email), 
             X = x, 
             Y = y, 
             IconNumber = email == gameSession.User1?.Email ? "1" : "2" 
          }); 
 
          gameSession.Turns = turns; 
          gameSession.TurnNumber = gameSession.TurnNumber + 1; 
          if (gameSession.User1?.Email == email) 
            gameSession.ActiveUser = gameSession.User2; 
          else 
            gameSession.ActiveUser = gameSession.User1; 
 
          gameSession.TurnFinished = true; 
          _sessions = new ConcurrentBag<GameSessionModel>
           (_sessions.Where(u => u.Id != id)) 
          { 
            gameSession 
          }; 
          return gameSession; 
        } 


	Update the Game Session Index View, use images, and add the possibility to enable and disable the gameboard:



        @using Microsoft.AspNetCore.Http 
        @model TicTacToe.Models.GameSessionModel 
        @{ 
          var email = Context.Session.GetString("email"); 
        } 
        @section Desktop 
        { 
          <h1>Game Session @Model.Id</h1> 
          <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
          <div class="alert alert-info"> 
          <table class="table"> 
            <tr> 
              <td>User 1:</td> 
              <td>@Model.User1?.Email (<i class="glyphicon
               glyphicon-unchecked"></i>)</td> 
            </tr> 
            <tr> 
              <td>User 2:</td> 
              <td>@Model.User2?.Email (<i class="glyphicon
               glyphicon-remove-circle"></i>)</td> 
            </tr> 
          </table> 
          </div> 
 
        } 
        @section Mobile{ 
         <h1>Game Session @Model.Id</h1> 
         <h2>Started at @(DateTime.Now.ToShortTimeString())</h2> 
         User 1: @Model.User1 <i class="glyphicon
          glyphicon-unchecked"></i><br /> 
         User 2: @Model.User2 (<i class="glyphicon
          glyphicon-remove-circle"></i>) 
        } 
        <h3>User Email @email</h3> 
        <h3>Active User <span id="activeUser">
         @Model.ActiveUser?.Email</span></h3> 
        <vc:game-session game-session-id="@Model.Id"></vc:game-session> 
        @section Scripts{ 
          <script> 
          SetGameSession("@Model.Id", "@email"); 
          EnableCheckTurnIsFinished(); 
          @if(email != Model.ActiveUser?.Email) 
          { 
            <text>DisableBoard(@Model.TurnNumber);</text> 
          } 
          else 
          { 
            <text>EnableBoard(@Model.TurnNumber);</text> 
          } 
          </script> 
        } 


	Add a new JavaScript file called CheckTurnIsFinished.js to the wwwroot\app\js folder; update the bundleconfig.json file accordingly:



        function EnableCheckTurnIsFinished() { 
          interval = setInterval(() => { 
            CheckTurnIsFinished(); 
          }, 2000); 
        } 
 
        function CheckTurnIsFinished() { 
          var port = document.location.port ? (":" +
           document.location.port) : ""; 
          var url = document.location.protocol + "//" +
           document.location.hostname + port +
           "/restapi/v1/GetGameSession/" + window.GameSessionId; 
 
          $.get(url, function (data) { 
            if (data.turnFinished === true &&
             data.turnNumber >= window.TurnNumber) { 
              CheckGameSessionIsFinished(); 
              ChangeTurn(data); 
            } 
          }); 
        } 
 
        function ChangeTurn(data) { 
          var turn = data.turns[data.turnNumber-1]; 
          DisplayImageTurn(turn); 
 
          $("#activeUser").text(data.activeUser.email); 
          if (data.activeUser.email !== window.EmailPlayer) { 
            DisableBoard(data.turnNumber); 
          }  
          else { 
            EnableBoard(data.turnNumber); 
          } 
        } 
 
        function DisableBoard(turnNumber) { 
          var divBoard = $("#gameBoard"); 
          divBoard.hide(); 
          $("#divAlertWaitTurn").show(); 
          window.TurnNumber = turnNumber; 
        } 
 
        function EnableBoard(turnNumber) { 
          var divBoard = $("#gameBoard"); 
          divBoard.show(); 
          $("#divAlertWaitTurn").hide(); 
          window.TurnNumber = turnNumber; 
        } 
 
        function DisplayImageTurn(turn) { 
          var c = $("#c_" + turn.y + "_" + turn.x); 
          var css; 
 
          if (turn.iconNumber === "1") { 
          css = 'glyphicon glyphicon-unchecked'; 
        } 
        else { 
          css = 'glyphicon glyphicon-remove-circle'; 
        } 
 
        c.html('<i class="' + css + '"></i>'); 
      } 


	Update the SetGameSession method in the GameSession.js JavaScript file; set the TurnNumber to zero by default:



        function SetGameSession(gdSessionId, strEmail) { 
          window.GameSessionId = gdSessionId; 
          window.EmailPlayer = strEmail; 
          window.TurnNumber = 0; 
        } 


	Update the SendPosition method in the GameSession.js JavaScript file and remove the temporary testing alert box added before; we don't need it anymore, and the game will be fully functional at the end of this section:



        function SendPosition(gdSession, strEmail, intX, intY) { 
          var port = document.location.port ? (":" + 
           document.location.port) : ""; 
          var url = document.location.protocol + "//" +
           document.location.hostname + port +
           "/restApi/v1/SetGamePosition/" + gdSession; 
          var obj = { 
            "Email": strEmail, "x": intX, "y": intY 
          }; 
 
          var json = JSON.stringify(obj); 
          $.ajax({ 
            'url': url, 
            'accepts': "application/json; charset=utf-8", 
            'contentType': "application/json", 
            'data': json, 
            'dataType': "json", 
            'type': "POST" 
          }); 
        }


	Add two new methods to the GameSessionController, the first one called CheckGameSessionIsFinished and the second one called CheckIfUserHasWon:



        [Produces("application/json")] 
        [HttpGet("/restapi/v1/CheckGameSessionIsFinished/{sessionId}")] 
        public async Task<IActionResult> CheckGameSessionIsFinished(
         Guid sessionId) 
        { 
          if (sessionId != Guid.Empty) 
          { 
            var session =
             await _gameSessionService.GetGameSession(sessionId); 
            if (session != null) 
            { 
              if (session.Turns.Count() == 9) 
                return Ok("The game was a draw."); 
 
              var userTurns = session.Turns.Where(
                x => x.User == session.User1).ToList(); 
              var user1Won = CheckIfUserHasWon(session.User1?.Email,
                userTurns); 
 
              if (user1Won) 
              { 
                return Ok($"{session.User1.Email} has won the game."); 
              } 
              else 
              { 
                userTurns = session.Turns.Where(
                  x => x.User == session.User2).ToList(); 
                var user2Won = CheckIfUserHasWon(session.User2?.Email,
                  userTurns); 
 
                if (user2Won) 
                  return Ok($"{session.User2.Email} has won the game."); 
                else 
                  return Ok(""); 
              } 
            } 
            else 
            { 
              return NotFound($"Cannot find session {sessionId}."); 
            } 
          } 
          else 
          { 
            return BadRequest("SessionId is null."); 
          } 
        } 
 
        private bool CheckIfUserHasWon(string email,
         List<TurnModel> userTurns) 
        { 
          if (userTurns.Any(x => x.X == 0 && x.Y == 0) &&
            userTurns.Any(x => x.X == 1 && x.Y == 0) &&
            userTurns.Any(x => x.X == 2 && x.Y == 0)) 
           return true; 
          else if (userTurns.Any(x => x.X == 0 && x.Y == 1) &&
            userTurns.Any(x => x.X == 1 && x.Y == 1) &&
            userTurns.Any(x => x.X == 2 && x.Y == 1)) 
           return true; 
          else if (userTurns.Any(x => x.X == 0 && x.Y == 2) &&
            userTurns.Any(x => x.X == 1 && x.Y == 2) &&
            userTurns.Any(x => x.X == 2 && x.Y == 2)) 
           return true; 
          else if (userTurns.Any(x => x.X == 0 && x.Y == 0) &&
            userTurns.Any(x => x.X == 0 && x.Y == 1) &&
            userTurns.Any(x => x.X == 0 && x.Y == 2)) 
           return true; 
          else if (userTurns.Any(x => x.X == 1 && x.Y == 0) &&
            userTurns.Any(x => x.X == 1 && x.Y == 1) &&
            userTurns.Any(x => x.X == 1 && x.Y == 2)) 
           return true; 
          else if (userTurns.Any(x => x.X == 2 && x.Y == 0) &&
            userTurns.Any(x => x.X == 2 && x.Y == 1) &&
            userTurns.Any(x => x.X == 2 && x.Y == 2)) 
           return true; 
          else if (userTurns.Any(x => x.X == 0 && x.Y == 0) && 
            userTurns.Any(x => x.X == 1 && x.Y == 1) &&
            userTurns.Any(x => x.X == 2 && x.Y == 2)) 
           return true; 
          else if (userTurns.Any(x => x.X == 2 && x.Y == 0) &&
            userTurns.Any(x => x.X == 1 && x.Y == 1) &&
            userTurns.Any(x => x.X == 0 && x.Y == 2)) 
           return true; 
          else 
            return false; 
        }  


	Add a new JavaScript file called CheckGameSessionIsFinished.js to the wwwroot\app\js folder and update the bundleconfig.json file accordingly:



        function CheckGameSessionIsFinished() { 
          var port = document.location.port ? (":" + 
           document.location.port) : ""; 
          var url = document.location.protocol + "//" + 
           document.location.hostname + port + 
           "/restapi/v1/CheckGameSessionIsFinished/" + 
           window.GameSessionId; 
 
          $.get(url, function (data) { 
            debugger; 
            if (data.indexOf("won") > 0 || data == "The game
             was a draw.") { 
              alert(data); 
              window.location.href = document.location.protocol +
              "//" + document.location.hostname + port; 
            } 
          }); 
        } 


	Start the game, register a new account, open the confirmation email, confirm it, send a game invitation email, confirm the game invitation, and start playing. Everything should be working now, and you should be able to play the game until a user has won or until the game is a draw:





This has been the RPC-style, which is very close to standard MVC Controller actions. In the next sections, you will see a completely different approach, which is based on resources and resource management.

Congratulations; you have now finished the implementation and created a beautiful, modern, browser-based game, in which two users can play against each other.

Prepare yourself, since you are going to see more advanced techniques and discover how to provide Web APIs for interoperability using two of the most famous API communication styles called REST and HATEOAS.

To play the game, you can either use two separate private browser windows or use two distinct browsers such as Chrome, Edge, or Firefox. For testing your Web APIs, it is advised to install and use Postman, but you could also use any other HTTP REST-compatible client, such as Fiddler, or even Firefox via its advanced features.



            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, you have learned how to build Web APIs for your applications for integration purposes and for loosely coupled application architectures.

We have explored different styles for your Web APIs, such as RPC, REST, and HATEOAS. Each of those styles has specific advantages and use cases. You have to choose carefully, depending on your specific application needs, since there is not one single style that outclasses the others.

You have seen examples of how to transform existing controller actions into RPC-style Web APIs and how to build REST-style and HATEOAS-style Web APIs from the ground up.

We have used Postman to manually test our Web APIs and you have acquired enough knowledge to apply all of these new concepts to your own environments.

In the next chapter, we will talk about how to access data by using Entity Framework Core 2 in your ASP.NET Core 2.0 applications.



            

            
        
    
        

                            
                    Accessing Data using Entity Framework Core 2

                
            
            
                
We have advanced greatly with the implementation of the Tic-Tac-Toe web application, but when you restart the application all the user registration and application data is reset. This is due to the fact that we do not persist any data yet.

To persist data and be able to reload it when the application starts, you have to put it into some kind of persistent storage such as files (XML, JSON, CSV) or databases.

A database would be the best choice, since it provides better performance and more security when compared to simple file storage, which is why we are going to use it in the following examples.

Since ASP.NET 3.0 you can use an ORM framework called Entity Framework for accessing data in databases in a more productive and simple way. ASP.NET Core 2.0 works with a dedicated version of this framework called Entity Framework Core 2.

In this chapter, we will cover the following topics:


	Getting started with Entity Framework Core 2

	Working with Entity Framework Core 2 Data Annotations

	Using Entity Framework Core 2 Migrations

	Creating, reading, updating, and deleting data

	Working with request features





            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, you have learned how to use Entity Framework Core 2 together with ASP.NET Core 2.0 for working with SQL Server databases.

We have seen how to use a Db Context and connection string to connect to an SQL Server database. We have then updated the models in the Tic-Tac-Toe application with primary and foreign key definitions by using Entity Framework Core 2 Data Annotations, as well as overriding the OnModelCreating method within the Db Context.

You have worked with Entity Framework Core 2 Migrations to be able to constantly keep your models in your code consistent with their corresponding database representations.

Furthermore, you have learnt how to insert, update and query data in an easy, productive and efficient way.

In the next chapter, we will talk about how to secure access to your ASP.NET Core 2.0 applications by using the integrated ASP.NET Core 2.0 authorization features.



            

            
        
    
        

                            
                    Securing ASP.NET Core 2.0 Applications

                
            
            
                
In today's world of increasing digital crime and internet fraud, all modern web applications require the implementation of strong security mechanisms for preventing attacks and user identity usurpation.

Until now, we have concentrated on understanding how to build efficient ASP.NET Core 2.0 web applications, without thinking about user authentication, user authorization, or data protection at all, but since the Tic-Tac-Toe application is getting more and more sophisticated, we will have to address security issues before finally deploying it to the public.

Building a web application and not thinking about security would be a big failing and could bring down even the greatest and most famous websites. In the case of security breaches and personal data theft, the negative reputation and user confidence impacts could be tremendous, and nobody would want to work with those applications and—more troublesome—companies anymore.

This is a topic that needs to be taken very seriously. You should work with security companies to make code verifications and intrusion tests to ensure that you comply with best practices and high security standards (OWASP10, for example).

Luckily, ASP.NET Core 2.0 contains everything necessary to help you with this complicated, but important, topic. Most of the built-in features do not even require advanced programming or security skills. You will see that it is very easy to understand and implement secure applications by using the ASP.NET Core 2.0 Identity Framework.

In this chapter, we will cover the following topics:


	Adding basic user form authentication

	Adding external provider authentication

	Adding forgotten password and password reset mechanisms

	Working with two-factor authentication

	Implementing authorization





            

            
        
    
        

                            
                    Adding external provider authentication

                
            
            
                
In the following section, we will showcase external provider authentication by using Facebook as an authentication provider.

Here is an overview of the control flow in this case:


	The user clicks on a dedicated external provider login button.

	The corresponding controller receives a request indicating which provider is needed, then a challenge is initiated with the external provider.

	The external provider sends an HTTP callback (POST or GET) with a provider name, a key, and some user claims for the application.

	The claims are matched with the internal application user.

	If no internal user can be matched with the claims, the user is either redirected to a specific registration form or is rejected.



Note that the implementation steps are the same for all external providers if they support OWIN and ASP.NET Core 2.0 Identity, and that you may even create your own providers and integrate them in the same way.

We are now going to implement external provider authentication via Facebook:


	Update the Login Form, and add a button called Login with Facebook directly after the standard Login Button:



        <a id="btn-fblogin" asp-action="ExternalLogin"
         asp-controller="Account" asp-route-Provider="Facebook" 
         class="btn btn-primary">Login with Facebook</a>


	Update the UserService and User Service Interface, then add three new methods called GetExternalAuthenticationProperties, GetExternalLoginInfoAsync, and ExternalLoginSignInAsync:



        public async Task<AuthenticationProperties>
         GetExternalAuthenticationProperties(string provider,
         string redirectUrl) 
        { 
          return await Task.FromResult(
           _signInManager.ConfigureExternalAuthenticationProperties(
           provider, redirectUrl)); 
        } 
 
        public async Task<ExternalLoginInfo> GetExternalLoginInfoAsync() 
        { 
          return await _signInManager.GetExternalLoginInfoAsync(); 
        } 
 
        public async Task<SignInResult> ExternalLoginSignInAsync(
         string loginProvider, string providerKey, bool isPersistent) 
        { 
          _logger.LogInformation($"Sign in user with external login
           {loginProvider} - {providerKey}"); 
          return await _signInManager.ExternalLoginSignInAsync(
           loginProvider, providerKey, isPersistent); 
        } 


	Update the AccountController, and add two new methods called ExternalLogin and ExternalLoginCallBack:



        [AllowAnonymous] 
        public async Task<ActionResult> ExternalLogin(string provider,
         string ReturnUrl) 
        { 
          var redirectUrl = Url.Action(nameof(ExternalLoginCallBack),
           "Account", new { ReturnUrl = ReturnUrl }, Request.Scheme,
            Request.Host.ToString()); 
          var properties =
            await _userService.GetExternalAuthenticationProperties(
             provider, redirectUrl); 
          ViewBag.ReturnUrl = redirectUrl; 
          return Challenge(properties, provider); 
        }  
 
        [AllowAnonymous] 
        public async Task<IActionResult> ExternalLoginCallBack(
         string returnUrl, string remoteError = null) 
        { 
          if (remoteError != null) 
          { 
            ModelState.AddModelError(string.Empty, $"Error from 
             external provider: {remoteError}"); 
            ViewBag.ReturnUrl = returnUrl; 
            return View("Login"); 
          } 
 
          var info = await _userService.GetExternalLoginInfoAsync(); 
          if (info == null) 
          { 
            return RedirectToAction("Login",
             new { ReturnUrl = returnUrl }); 
          } 
 
          var result =
           await _userService.ExternalLoginSignInAsync(
            info.LoginProvider, info.ProviderKey, isPersistent: false); 
          if (result.Succeeded) 
          { 
            if (!string.IsNullOrEmpty(returnUrl)) 
              return Redirect(returnUrl); 
            else 
              return RedirectToAction("Index", "Home"); 
          } 
          if (result.IsLockedOut) 
          { 
            return View("Lockout"); 
          } 
          else 
          {                 
            return View("NotFound"); 
          } 
        } 


	Register the Facebook Middleware within the Startup class:



        services.AddAuthentication(options => { 
          options.DefaultScheme =
           CookieAuthenticationDefaults.AuthenticationScheme; 
          options.DefaultSignInScheme =
           CookieAuthenticationDefaults.AuthenticationScheme; 
          options.DefaultAuthenticateScheme =
           CookieAuthenticationDefaults.AuthenticationScheme; 
        }).AddCookie().AddFacebook(facebook => 
        { 
          facebook.AppId = "123"; 
          facebook.AppSecret = "123"; 
          facebook.ClientId = "123"; 
          facebook.ClientSecret = "123"; 
        }); 

Note that you must update the Facebook Middleware configuration and register your application in the Facebook developer portal before being able to authenticate logins with a Facebook account.



Please go to http://developer.facebook.com for more information.


	Start the application, click on the Login with Facebook button, sign in with your Facebook credentials, and verify that everything is working as expected:







            

            
        
    
        

                            
                    Adding forgotten password and password reset mechanisms

                
            
            
                
Now that you have seen how to add authentication to your applications, you have to think about how you want to help users to reset their forgotten passwords. Users will forget their passwords, it will happen, so you need to have some mechanisms in place.

The standard way of handling this type of request is to send an email reset link to the user. The user can then update their password, without the risk of sending the password in clear text through email. Sending a user password directly to a user email is not secure and should be avoided at all costs.

You will now see how to add a reset password feature to the Tic-Tac-Toe application:


	Update the Login Form, and add a new link called Reset Password Here directly after the Sign Up Here link:



        <div class="col-md-12 control"> 
          <div style="border-top: 1px solid#888; padding-top:15px;
           font-size:85%"> 
           Don't have an account? 
           <a asp-action="Index"
            asp-controller="UserRegistration">Sign Up Here</a> 
        </div> 
        <div style="font-size: 85%;"> 
          Forgot your password? 
          <a asp-action="ForgotPassword">Reset Password Here</a></div> 
        </div> 


	Add a new Model called ResetPasswordEmailModel to the Models folder:



        public class ResetPasswordEmailModel 
        { 
          public string DisplayName { get; set; } 
          public string Email { get; set; } 
          public string ActionUrl { get; set; } 
        }


	Update the AccountController, and add a new method called ForgotPassword:



        [HttpGet] 
        public async Task<IActionResult> ForgotPassword() 
        { 
          return await Task.Run(() => 
          { 
            return View(); 
          }); 
        } 


	Add a new Model called ResetPasswordModel to the Models folder:



        public class ResetPasswordModel 
        { 
          public string Token { get; set; } 
          public string UserName { get; set; } 
          public string Password { get; set; } 
          public string ConfirmPassword { get; set; } 
        } 


	Add a new View called ForgotPassword to the Views/Account folder:



        @model TicTacToe.Models.ResetPasswordModel 
        @{ 
          ViewData["Title"] = "GameInvitationConfirmation"; 
          Layout = "~/Views/Shared/_Layout.cshtml"; 
        } 
        <div class="form-gap"></div> 
        <div class="container"> 
          <div class="row"> 
            <div class="col-md-4 col-md-offset-4"> 
              <div class="panel panel-default"> 
                <div class="panel-body"> 
                  <div class="text-center"> 
                    <h3><i class="fa fa-lock fa-4x"></i></h3> 
                    <h2 class="text-center">Forgot Password?</h2> 
                    <p>You can reset your password here.</p> 
                    <div class="panel-body"> 
                      <form id="register-form" role="form"
                       autocomplete="off" class="form"
                       method="post" asp-controller="Account"
                       asp-action="SendResetPassword"> 
                        <div class="form-group"> 
                          <div class="input-group"> 
                            <span class="input-group-addon"><i
                             class="glyphicon glyphicon-envelope
                             color-blue"></i></span> 
                            <input id="email" name="UserName" 
                             placeholder="email address" 
                             class="form-control" type="email"> 
                          </div> 
                        </div> 
                        <div class="form-group"> 
                          <input name="recover-submit"
                           class="btn btn-lg btn-primary btn-block" 
                           value="Reset Password" type="submit"> 
                        </div> 
                        <input type="hidden" class="hide" 
                         name="token" id="token" value=""> 
                      </form> 
 
                    </div> 
                  </div> 
                </div> 
              </div> 
            </div> 
          </div> 
        </div> 


	Update the UserService and User Service Interface, and add a new method called GetResetPasswordCode:



        public async Task<string> GetResetPasswordCode(UserModel user) 
        { 
          return await _userManager.GeneratePasswordResetTokenAsync(user); 
        } 


	Add a new View to the View/EmailTemplates folder called ResetPasswordEmail:



        @model TicTacToe.Models.ResetPasswordEmailModel 
        @{ 
          ViewData["Title"] = "View"; 
          Layout = "_LayoutEmail"; 
        } 
        <h1>Welcome @Model.DisplayName</h1> 
        You have requested a password reset, please click <a 
         href="@Model.ActionUrl">here</a> to continue. 


	Update the AccountController, and add a new method called SendResetPassword:



        [HttpPost] 
        public async Task<IActionResult> SendResetPassword(
         string UserName) 
        { 
          var user = await _userService.GetUserByEmail(UserName); 
          var urlAction = new UrlActionContext 
          { 
            Action = "ResetPassword", 
            Controller = "Account", 
            Values = new { email = UserName,
             code = await _userService.GetResetPasswordCode(user) }, 
            Protocol = Request.Scheme, 
            Host = Request.Host.ToString() 
          }; 
 
          var resetPasswordEmailModel = new ResetPasswordEmailModel 
          { 
            DisplayName = $"{user.FirstName} {user.LastName}", 
            Email = UserName, 
            ActionUrl = Url.Action(urlAction) 
          }; 
 
          var emailRenderService = 
            HttpContext.RequestServices.GetService
             <IEmailTemplateRenderService>(); 
          var emailService =
            HttpContext.RequestServices.GetService<IEmailService>(); 
          var message =
            await emailRenderService.RenderTemplate(
             "EmailTemplates/ResetPasswordEmail",
              resetPasswordEmailModel, 
          Request.Host.ToString()); 
 
          try 
          { 
            emailService.SendEmail(UserName,
             "Tic-Tac-Toe Reset Password", message).Wait(); 
          } 
          catch 
          { 
  
          } 
 
          return View("ConfirmResetPasswordRequest",
           resetPasswordEmailModel); 
        }


	Add a new View called ConfirmResetPasswordRequest to the Views/Account folder:



        @model TicTacToe.Models.ResetPasswordEmailModel 
        @{ 
          ViewData["Title"] = "ConfirmResetPasswordRequest"; 
          Layout = "~/Views/Shared/_Layout.cshtml"; 
        } 
        @section Desktop{<h2>@Localizer["DesktopTitle"]</h2>} 
        @section Mobile {<h2>@Localizer["MobileTitle"]</h2>} 
        <h1>@Localizer["You have requested to reset your password,
         an email has been sent to {0}, please click on the provided 
         link to continue.", Model.Email]</h1> 


	Update the AccountController, and add a new method called ResetPassword:



        public async Task<IActionResult> ResetPassword(string email,
         string code) 
        { 
          var user = await _userService.GetUserByEmail(email); 
          ViewBag.Code = code; 
          return View(new ResetPasswordModel { Token = code,
           UserName = email }); 
        } 


	Add a new View to the Views/Account folder called SendResetPassword:



        @model TicTacToe.Models.ResetPasswordEmailModel 
        @{ 
          ViewData["Title"] = "SendResetPassword"; 
          Layout = "~/Views/Shared/_Layout.cshtml"; 
        } 
        @section Desktop{<h2>@Localizer["DesktopTitle"]</h2>} 
        @section Mobile {<h2>@Localizer["MobileTitle"]</h2>} 
        <h1>@Localizer["You have requested a password reset, an email
         has been sent to {0}, please click on the link to continue.",
         Model.Email]</h1> 


	Add a new View called ResetPassword to the Views/Account folder:



        @model TicTacToe.Models.ResetPasswordModel 
        @{ 
          ViewData["Title"] = "ResetPassword"; 
          Layout = "~/Views/Shared/_Layout.cshtml"; 
        } 
        <div class="container"> 
          <div id="loginbox" style="margin-top:50px;" class="mainbox 
           col-md-6 col-md-offset-3 col-sm-8 col-sm-offset-2"> 
            <div class="panel panel-info"> 
              <div class="panel-heading"> 
                <div class="panel-title">Reset your Password</div> 
              </div> 
              <div style="padding-top:30px" class="panel-body"> 
                <div class="text-center"> 
                  <form asp-controller="Account" 
                   asp-action="ResetPassword" method="post"> 
                    <input type="hidden" asp-for="Token" /> 
                    <div asp-validation-summary="All"></div> 
                    <div style="margin-bottom: 25px" class="input-group"> 
                      <span class="input-group-addon"><i 
                       class="glyphicon glyphicon-envelope 
                       color-blue"></i></span> 
                      <input id="email" asp-for="UserName" 
                       placeholder="email address" 
                       class="form-control" type="email"> 
                    </div> 
                    <div style="margin-bottom: 25px" class="input-group"> 
                      <span class="input-group-addon"><i 
                       class="glyphicon glyphicon-lock 
                       color-blue"></i></span> 
                      <input id="password" asp-for="Password" 
                       placeholder="Password" 
                       class="form-control" type="password"> 
                    </div> 
                    <div style="margin-bottom: 25px" class="input-group"> 
                      <span class="input-group-addon"><i 
                       class="glyphicon glyphicon-lock 
                       color-blue"></i></span> 
                      <input id="confirmpassword" 
                       asp-for="ConfirmPassword" 
                       placeholder="Confirm your Password" 
                       class="form-control" type="password"> 
                    </div> 
                    <div style="margin-bottom: 25px" class="input-group"> 
                      <input name="submit" 
                       class="btn btn-lg btn-primary btn-block" 
                       value="Reset Password" type="submit"> 
                    </div> 
                  </form> 
                </div> 
              </div> 
            </div> 
          </div> 
        </div>


	Update the UserService and the User Service Interface, and add a new method called ResetPassword:



        public async Task<IdentityResult> ResetPassword(
         string userName, string password, string token) 
        { 
          var start = DateTime.Now; 
          _logger.LogTrace($"Reset user password {userName}"); 
 
          var stopwatch = new Stopwatch(); 
          stopwatch.Start(); 
 
          try 
          { 
            var user = await _userManager.FindByNameAsync(userName); 
            var result = await _userManager.ResetPasswordAsync(user,
             token, password); 
            return result; 
          } 
          catch (Exception ex) 
          { 
            _logger.LogError($"Cannot reset user password
             {userName} - {ex}"); 
            throw ex; 
          } 
          finally 
          { 
            stopwatch.Stop(); 
            _logger.LogTrace($"Reset user password {userName}
             finished in {stopwatch.Elapsed}"); 
          } 
        } 


	Update the AccountController, and add a new method called ResetPassword:



        [HttpPost] 
        public async Task<IActionResult> ResetPassword(
         ResetPasswordModel reset) 
        { 
          if (ModelState.IsValid) 
          { 
            var result =
              await _userService.ResetPassword(reset.UserName,
               reset.Password, reset.Token); 
 
            if (result.Succeeded) 
              return RedirectToAction("Login"); 
            else 
              ModelState.AddModelError("", "Cannot reset your password"); 
          } 
          return View(); 
        } 


	Start the application and go to the Login page, click on the Reset Password Here link:






	Enter an existing user email on the Forgot Password? page; this will send an email to the user:






	Open the Password Reset Email and click on the provided link:






	On the Password Reset page, enter a new password for the user and click on Reset Password. You should be automatically redirected to the Login page, so sign in with the new password:
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In this chapter, you have learned how to secure ASP.NET Core 2.0 applications, including managing authentication and authorization for your application users.

You have added basic forms authentication, and more advanced external provider authentication via Facebook, to the example application. This should give you some good ideas on how to approach these important topics in your own applications.

Furthermore, you have learned how to add standard reset password mechanisms, because users forget their passwords all the time and you need to respond to this type of request as securely as possible.

We have even talked about two-factor authentication, which can provide an even higher security level for critical applications.

In the end, you have seen how to handle authorizations in multiple ways (basic, roles, policies), so that you can decide which approach is best suited to your specific use case.

In the next chapter, we will talk about the different options you will have when hosting and deploying your ASP.NET Core 2.0 web applications.
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That's it, we are almost at the end of the book, which means that we have nearly finished the entire application development life cycle, and, thus, customers will be able to use your applications soon! Don't be sad; instead, be proud, because after reading and understanding this penultimate chapter of the book, you will have acquired strong skills to create and deploy your own mind-blowing applications with strong technical foundations!


Let's recap, from the beginning of the book until now: you have seen how to set up a development environment, how to use the various features of ASP.NET Core 2.0 to develop modern web applications, how to connect them to a database via Entity Framework Core, and, finally, in the last chapter, how to secure them against any malicious cyber criminals.

Now, we need to talk about the last step in the cycle, which consists of hosting and deploying your applications once they are production ready.

The goal of this chapter will be to explain the different options you have, how to choose the right ones, and how to deploy your ASP.NET Core 2.0 web applications using the most current technologies and cloud providers.

In this chapter, we will cover the following topics:


	Hosting applications

	Deploying applications in Amazon Web Services

	Deploying applications in Microsoft Azure

	Deploying applications into Docker containers
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You can build the best and most useful applications in the world, but if your customers cannot access them easily and from any device, you may not get the success expected. As you can see in the following diagram, applications need to be more and more omnichannel, which means customers need to be able to start on one device and then continue on another:



Your applications need to be deployable to multiple targets and, in some cases, multiple operation systems, to allow a high degree of flexibility and device availability. This is where hosting comes into play.

A host is responsible for application startup and lifetime management, which includes providing and configuring a server and request processing. Depending on how you are hosting your ASP.NET Core 2.0 applications, you can support different devices for your applications. The chosen technology has a significant impact on the possible device and operations system choices.

ASP.NET Core 2.0 fully supports all current hosting mechanisms on multiple platforms and operation systems. It all depends on your specific application context.

Some examples to host your ASP.Net Core 2.0 applications are as follows:


	Host on Windows via IIS

	Host in a Windows service

	Host on Linux using Nginx

	Host on Linux using Apache



During development time, or if you don't need to share your applications with others, it may be interesting to use self-hosting mechanisms or IIS Express, which provide a quick and easy solution for disconnected, proof-of-concept, or test projects.

However, if you start sharing your applications with others, you need some more sophisticated hosting solutions and the corresponding server technologies.

For example, to expose your ASP.NET Core 2.0 applications over the internet, you will need a web server, which is accessible outside of your local network. There are several possible solutions to achieve this goal.

One is using an internet host provider to host your web server. However, you will need to do the sizing and manage the server by yourself, which may be expensive and time-consuming. Another option is using public cloud providers, which offer much more flexibility and scalability, while allowing cost reduction and paying for what you need. The most famous ones are Amazon Web Services and Microsoft Azure which have data centers all around the world.

Furthermore, when using public cloud PaaS offers, you don't even have to manage the OS or the platform anymore. The cloud platform is doing everything for you. Instead, you can access cloud services, which provide web server or database server functionalities with high SLAs. Some examples are AWS Elastic Beanstalk and Microsoft Azure App Services.

After having seen the various hosting options at your disposal, you will be able to decide on your deployment targets. For publicly available web applications, you will want to deploy to a public cloud provider. The next sections will show you how to deploy to the most common and famous public cloud providers, and how to use the most recent technologies to do so.
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	AWS Elastic Beanstalk is a PaaS offering for web-based applications in Amazon Web Services, which includes auto-scaling. In this regard, it is comparable to Microsoft Azure App Services, which you will see in a later section of this chapter.

	It removes the need to manage infrastructure; instead, you only need to be concerned about building and hosting your applications. For a full DevOps approach, it is advised using this PaaS service if you want to work with Amazon Web Services.



For more information on AWS Elastic Beanstalk, check out https://aws.amazon.com/fr/elasticbeanstalk/.

The following examples illustrate step by step how to deploy the Tic-Tac-Toe application in Amazon Web Services Beanstalk.

Let's start with the creation of the AWS Beanstalk application:


	Sign in to AWS and go to the AWS Management Console, enter Beanstalk in the AWS services textbox, and click on the displayed link; you will be redirected to the Beanstalk Welcome Page:






	On the Beanstalk welcome page, select .NET (Windows/IIS) and click on the Launch Now button:





Note that you can change the IIS version and network settings (Network Load Balancer or Single instance) by clicking on the Change platform version link.


	Wait until the Beanstalk application has been created; depending on your internet connection and AWS, this may take a while:





The technical environment needs to be prepared in the next steps, before being able to deploy the Tic-Tac-Toe application and then run it in the end.

As you may have seen in the preceding chapters, the application requires a database to persist user and application data. For this purpose, we will provision an SQL Server PaaS Service called RDS Service in Amazon Web Services, as in the following example:


	Return to the AWS Management Console and click on Elastic Beanstalk within the Recent visited services section:






	On the Beanstalk All Applications page, select the desired environment and then click on Default-Environment:






	On the specific Beanstalk application page, click on Configuration in the left-hand menu:






	Scroll down and click on the create a new RDS database link:






	Select as DB Engine SQL Server Express (sqlserver-ex) and enter a master username and password; leave the rest of the fields at their default values, click on the Apply button at the bottom of the page, and wait for the database creation to be finished:





Note that, depending on your application's needs, the SQL Server Express Edition may not be enough, since it is limited in size, meaning that the Enterprise or Web Editions may be necessary, which will result in higher cloud provider costs. For the Tic-Tac-Toe sample application, it is, however, largely sufficient.


	Go to the AWS Management Console, enter RDS in the AWS services textbox, and click on the displayed link; you will be redirected to the Amazon RDS page, click on Instances in the left menu:






	Click on your instance; the instance dashboard will be displayed. Scroll down to retrieve the endpoint address, which will be used to update the application connection string before deployment:






	Scroll further down on the Amazon RDS Instance Page and click on the Security groups:






	On the Security Group page, click on Inbound in the menu at the bottom of the page, then click on Edit for being able to update the inbound rules for the security group of the database you have just created:






	Click on the Add Rule button, choose All TCP as the type, Anywhere as the source, and enter a meaningful description, then click on the Save button:





Note that you should configure the security group inbound rules stricter in a real production environment and set real IP restrictions. The source Anywhere should not be used for production environments.


	Open SQL Server Object Explorer in Visual Studio 2017; sign in using the endpoint address, username, and password from before, then create a new database called TicTacToe:






	Update the DatabaseConnectionString in the appsettings.json file, and replace the parameters with the corresponding values:



        "Server=<YourEndPoint>;Database=TicTacToe;
          MultipleActiveResultSets=true;
          User id=<YourUser>;pwd=<YourPassword>" 

You have successfully configured the technical environment, which means that you are now able to publish the database schema as well as deploy the web application.

Are you eagerly awaiting to run the application in the cloud? Just stay concentrated and continue a little bit further and you will see your application running in Amazon Web Services very soon.

You have three choices when it comes to publishing the database schema:


	Generate an SQL script to create the database from within Visual Studio 2017 via Entity Framework Migrations.

	Change the default connection string in Data\GameDbContextFactory.cs and execute the Update-Database instruction within the Package Manager Console.

	Run the application to create the database.



The most appropriate solution depends on the type and the size of your application and its database. As a rule of thumb, it is better to generate a script and then create the database for larger applications, while it is acceptable to create the database automatically when the application is running for the first time for smaller applications.

Let's see what needs to be done before you can see the Tic-Tac-Toe application running in Amazon Web Services:


	Open the Package Manager Console in Visual Studio 2017 and execute the Script-Migration instruction as shown here:






	Take the generated script and copy it into a query window for the Amazon RDS database, then execute the script to create the database and the various database objects.

	Download and install the AWS Toolkit for Visual Studio 2017 from https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.AWSToolkitforVisualStudio2017:






	Go to AWS Management Console, enter IAM in the AWS services textbox, and click on the displayed link; you will be redirected to the Amazon Identity and Access Management page:






	On the Amazon Identity and Access Management page, click on Users and then on the Add User button:






	On the Add User page, give the new user a meaningful username and grant him Programmatic access, then click on the Next:Permissions button at the bottom of the page:






	You now have to set the permissions for the new user; for that, click on the Attach existing policies directly button:






	Select AdministratorAccess from the existing policies and click on the Next:Review button at the bottom of the page:






	Verify that the User name and AWS access type as well as the selected policies are correct, then click on the Create user button:






	Wait for the new user to be created; when the success page is displayed, you can then download the .csv file, which we will use to configure Visual Studio 2017 with AWS:






	Open Visual Studio 2017 and display AWS Explorer by going to View | AWS Explorer:






	Click on the New account profile button (the only active button):






	A wizard will be displayed; leave the Profile Name as default and fill the Access Key ID and Secret Access key with the values coming from the .csv file you have downloaded before during the new user creation process on AWS:






	Since AWS is based on IIS as host for .NET Core applications, you now have to add a web.config file to the TicTacToe project:



        <?xml version="1.0" encoding="utf-8"?> 
        <configuration> 
          <system.webServer> 
            <handlers> 
              <add name="aspNetCore" path="*" verb="*"
                modules="AspNetCoreModule" resourceType="Unspecified" /> 
            </handlers> 
            <aspNetCore processPath="dotnet" 
              arguments=".\TicTacToe.dll"
              stdoutLogEnabled="true"
              stdoutLogFile=".\logs\stdout" 
              forwardWindowsAuthToken="true" /> 
          </system.webServer> 
        </configuration> 


	You, furthermore, have to enable IIS integration; for that, open the Program.cs file and change the WebHost builder configuration to enable IIS integration, as follows:



        public static IWebHost BuildWebHost(string[] args) => 
          WebHost.CreateDefaultBuilder(args) 
            .UseStartup("TicTacToe") 
            .CaptureStartupErrors(true) 
            .UseApplicationInsights() 
            .UseIISIntegration() 
            .Build(); 


	Right-click on the TicTacToe project and click on Publish to AWS Elastic Beanstalk... in the context menu:






	A wizard will be displayed; click on Redeploy to an existing environment and select the default environment you have created before, then click on the Next button:






	Verify that the Framework version is set to netcoreapp2.0; leave all default values and click on the Next button:






	Select Generate AWSDeploy configuration, which will allow you to redeploy a copy of your application with AWS, then click on the Deploy button:






	The deployment will start; you can see the advancement of the deployment process by going to Output | Amazon Web Services:






	When the application is deployed, you can use the AWS Explorer to get the URL of the application, as follows:






	Open a browser and go to the application URL in Amazon Web Services, start the application and try to register a new user.



Note that the application is not working as expected, you will get a 404 Not Found HTTP response. Everything is working locally and the deployment in Amazon Web Services was successful, but something is wrong. You will see in the next chapter, which is about logging and monitoring, how to analyze, diagnose, understand and fix this problem.

Congratulations, you have successfully deployed your first application in the public cloud. It is now available to the outside world and users can connect to it and start working with it.

This concludes the examples for Amazon Web Services. However, we still have some compelling content, since we will explore how to deploy to other targets such as Microsoft Azure and Docker containers in the next sections; so, stay sharp and continue reading the following sections.
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Microsoft Azure is a public cloud computing platform provided by Microsoft for building, testing, deploying, and managing applications and services within globally available Microsoft data centers all around the world. It supports many different programming languages, tools, and frameworks, including Microsoft-specific, third-party, and open source software and systems.

When deploying web applications in Microsoft Azure, you basically have four choices:


	Azure App Services

	Azure Service Fabric

	Azure Container Services

	Azure Virtual Machines



However, before you can start deploying your applications in Microsoft Azure, you need to sign up for a subscription; so, let's do that right now:


	You need a Microsoft account to be able to sign up for a Microsoft Azure subscription. You can use the same you have used for your Visual Studio Team Services (VSTS) subscription, but if you do not have one yet, create it by going to http://www.live.com and clicking on the Create one! link:






	Go to https://portal.azure.com and log in with your Microsoft account; you will be asked if you want to take a tour. Select Maybe later (you should really take the tour later, though!) and you will be redirected to the Microsoft Azure Management Portal:






	Click on More Services at the bottom of the left-hand menu, then click on the Subscriptions button:






	Click on the Add button:






	Click on the Free Trial button and fill in the different forms until you have created your Microsoft Azure subscription:





Exciting! You are now ready to provision the technical environment and, then, deploy your ASP.NET Core 2.0 web applications to the Microsoft Azure data center all around the world!
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Azure App Services is a PaaS offering for web-based applications in Microsoft Azure, which includes auto-scaling. In this regard, it is comparable to AWS Beanstalk, which you may have already seen in the section on AWS before.

It removes the need for managing infrastructure; instead, you only need to be concerned about building and hosting your applications. For a full DevOps approach, it is advisable to use this PaaS service if you want to work with Microsoft Azure.

For more information on Microsoft Azure App Services, check out https://docs.microsoft.com/en-us/azure/app-service/app-service-web-overview.

The following examples illustrate how to deploy the Tic-Tac-Toe application to Azure App Services step by step:


	Go to the Microsoft Azure Management Portal, click on App Services in the left-hand menu, and then click on the Add button:






	Click on the Web App + SQL button in the Web Apps section:






	Read the service details and click on the Create button:






	If you did not sign up for your Microsoft Azure subscription before, you can do that now by clicking on the Sign up for a new subscription link; you will be redirected to the same forms as you have seen at the beginning of the section:






	Choose a name for the application and a Resource Group, and click on the SQL Database button to configure the database options:






	Click on Create Database and choose a database name. Leave the other options with their default values and click on Target server:






	Enter some values for Server name, Server admin login, and Password, then click on the Select button, as shown here:






	Click on the Select buttons for the new database server, the new database, and then finally on the Create button for the App Service; wait until it has been provisioned:






	You need to allow access to the SQL Database to execute the database generation scripts for the TicTacToe application; in the left-hand menu, click on SQL databases and select the TicTacToe database:






	Click on Set server firewall to be able to add a new rule to allow access to the SQL Database from your IP:






	Click on Add client IP, verify your IP, and click on Save to add the new rule:






	Click on Connection strings to retrieve the connection string for the TicTacToe Azure database you have created before:






	Open Visual Studio 2017, go to the SQL Server Object Explorer and add a new SQL Server using the connection information from the TicTacToe Azure database connection string.

	Add a new database to the Azure SQL Server, as you would have done in the Amazon Web Services example; it will be used to execute the TicTacToe database generation scripts:






	If you have not done it in the Amazon Web Services example before, open the Package Manager Console in Visual Studio 2017 and execute the Script-Migration instruction; otherwise, you can reuse the same scripts.

	Take the generated script and copy it into a query window for the Azure TicTacToe database, then execute the script to create the database and the various database objects.



Now that the technical foundations have been provisioned and initialized in Microsoft Azure, everything is ready for the next step, which consists of deploying the sample application.

So, let's do exactly that—prepare the application and deploy it via Visual Studio 2017 into the Microsoft App Service you have created before:


	Since App Services are based on IIS as the host for .NET Core applications, you now have to add a web.config file to the TicTacToe project; you should, however, already have done that if you have followed the Amazon Web Services example from before:



        <?xml version="1.0" encoding="utf-8"?> 
        <configuration> 
          <system.webServer> 
            <handlers> 
              <add name="aspNetCore" path="*"
               verb="*" modules="AspNetCoreModule"
               resourceType="Unspecified" /> 
            </handlers> 
            <aspNetCore processPath="dotnet"
             arguments=".\TicTacToe.dll"
             stdoutLogEnabled="true"
             stdoutLogFile=".\logs\stdout"
             forwardWindowsAuthToken="true" /> 
          </system.webServer> 
        </configuration> 


	Furthermore, you have to enable IIS integration; for that, open the Program.cs file and change the WebHost builder configuration to enable IIS integration. You should, however, already have done that if you have followed the Amazon Web Services example from before:



        public static IWebHost BuildWebHost(string[] args) => 
          WebHost.CreateDefaultBuilder(args) 
           .UseStartup("TicTacToe") 
           .CaptureStartupErrors(true) 
           .UseApplicationInsights() 
           .UseIISIntegration() 
           .Build(); 


	Go to the Microsoft Azure Management Portal and click on App Services in the left-hand menu, select the TicTacToe application you have created before, click on Get publish profile, and download the Azure App Service Publish profile:






	Right-click on the TicTacToe project, click on Publish in the context menu, then click on the Import Profile button, as shown here:






	Select the downloaded Azure App Service Publish profile and the publish process should start automatically:






	You can see the publish process in the Web Publish Activity view:






	Open a browser and go to the application URL in Microsoft Azure, start the application and try to register a new user.



Note that the application is not working as expected, you will get a 404 Not Found HTTP response. Everything is working locally and the deployment in Microsoft Azure was successful, but something is wrong. You will see in the next chapter, which is about logging and monitoring, how to analyze, diagnose, understand and fix this problem.

This concludes the examples for Microsoft Azure. The next sections will explain how to deploy your application into Docker containers.
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After having finished the development life cycle, we could have stopped there. However, this last chapter has been added to underline the importance of a thorough DevOps approach.

For now, we have only talked about the Development (Dev) side, but you should also embrace the Operations (Ops) side in DevOps, which consists of managing and supervising your applications during runtime.

This very important subject is often underestimated and sometimes, even worse, completely left aside. Developers tend to think that it is not a part of their job. They often say things like, But it works on my machine and This is your problem not mine. This is also commonly called the Wall of confusion. Agile methodologies and DevOps aim to avoid this kind of thinking, and this chapter will give you some advice and examples on how to better address those issues within your ASP.NET Core 2.0 applications.

The success of your application will be depending on how you can help IT Operations understand what is happening during runtime. This means providing them with means to manage and supervise applications quickly and efficiently.

Only then will you be able to provide high-quality applications with a low Mean Time To Repair (MTTR) for bugs, which can make the whole difference to becoming a future market leader within your specific markets.

Furthermore, it is easy for you to address these subjects when using ASP.NET Core 2.0, since, most of the time, you can take advantage of integrated or provided features without any bigger code changes.

In this chapter, we will cover the following topics:


	Logging in ASP.NET Core 2.0 applications

	Monitoring ASP.NET Core 2.0 applications
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In the previous section, you saw how to generate and analyze application logs for your ASP.NET Core 2.0 web applications, which will help you better understand unexpected behavior and application bugs. This will help IT Operations after an event has occurred to trace the different steps until the root cause of a problem has been found.

However, it will not help them to constantly monitor and supervise applications, since using logging mechanisms for this case will result in bad performances and negative overall application impacts. Logging is not the right solution for continuous monitoring!

The goal of monitoring is to analyze and supervise a large number of application metrics in real time, and to automatically detect application anomalies. The metrics need to have a very low message footprint for this to work efficiently.

The most commonly known monitoring frameworks for ASP.NET Core 2.0 are listed here:


	EventSource with ETW, which is very fast, and strongly typed, was introduced with .NET 4 and works only on Windows

	DiagnosticSource, which is very similar to EventSource, works cross-platform, like EventSource with ETW for Windows and like LTTNG for Linux



For more information on ETW, go to the following website:

https://msdn.microsoft.com/en-us/library/windows/desktop/aa363668(v=vs.85).aspx


 For more information on LTTNG, go to the following website:

http://lttng.org

On top of these frameworks, most public cloud providers supply their own monitoring solutions. For Microsoft Azure, it is recommended to use Azure Application Insights for instance, while you should use CloudWatch for Amazon Web Services. These two monitoring solutions are fully SaaS and much more integrated with the respective public cloud provider portals.
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There are no standard monitoring solutions for on-premises and Docker environments as such, but there are some community-approved monitoring frameworks, such as EventSource or DiagnosticSource, which you can use to implement your own solutions.

Since these frameworks respect market standards such as ETW, IT Operations will be able to connect your ASP.NET Core 2.0 web applications using their standard monitoring tools, and they will like that very much!

An example would be Perfmon on Windows, which can receive ETW events and generate diagrams for monitoring purposes.

When using DiagnosticSource, you start by creating a listener. This listener receives application events and provides event names and parameters. The easiest way to create a listener is to create a POCO class, which contains methods that needs to be decorated with the [DiagnosticName] decorator, and is designed to accept parameters of the appropriate types.

The following example explains how to use DiagnosticSource to add monitoring to your ASP.NET Core 2.0 applications in on-premises and Docker environments:


	Open Tic-Tac-Toe Web Project in Visual Studio 2017, and add a new folder called Monitoring; in this folder, add a new class called ApplicationDiagnosticListener as follows:



        public class ApplicationDiagnosticListener 
        { 
          [DiagnosticName("TicTacToe.MiddlewareStarting")] 
          public virtual void OnMiddlewareStarting(
           HttpContext httpContext) 
          { 
            Console.WriteLine($"TicTacToe Middleware Starting,
             path: {httpContext.Request.Path}"); 
          } 
 
          [DiagnosticName("TicTacToe.NewUserRegistration")] 
          public virtual void NewUserRegistration(string name) 
          { 
            Console.WriteLine($"New User Registration {name}"); 
          } 
        } 


	Update the Configure method in the Startup class, add a DiagnosticListener, and subscribe to the ApplicationDiagnosticListener as shown here:



        public void Configure(IApplicationBuilder app,
         IHostingEnvironment env, DiagnosticListener diagnosticListener) 
        { 
          var listener = new ApplicationDiagnosticListener(); 
          diagnosticListener.SubscribeWithAdapter(listener); 
          ... 
        } 


	Update Communication Middleware, add a new private member called _diagnosticSource, and update the constructor as follows:



        private readonly RequestDelegate _next; 
        private DiagnosticSource _diagnosticSource; 
        public CommunicationMiddleware(RequestDelegate next,
         DiagnosticSource diagnosticSource) 
        { 
          _next = next; 
          _diagnosticSource = diagnosticSource; 
        } 


	Update the Invoke method in Communication Middleware, and write an event if the diagnostic source is enabled:



        public async Task Invoke(HttpContext context) 
        { 
          if (context.WebSockets.IsWebSocketRequest) 
          { 
            if (_diagnosticSource.IsEnabled(
              "TicTacToe.MiddlewareStarting")) 
            { 
              _diagnosticSource.Write("TicTacToe.MiddlewareStarting", 
              new 
              { 
                httpContext = context 
              }); 
            } 
            ... 


	Change the debugging settings in Visual Studio 2017 and set the project and emulator to TicTacToe:






	Start the application in Debug mode by pressing F5. A console will be opened automatically; register a new user and check the console output; you will see the TicTacToe Middleware Starting message, as shown here:





As already mentioned, sending logging and monitoring data to the console is a possible solution for on-premises environments, and a recommended solution for Docker environments.



            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we discussed how to manage and supervise your ASP.NET Core 2.0 web applications to help IT Operations to better understand what is happening during runtime before and after errors occur.

We talked about the concepts of logging, and how it can help reduce the time to understand and fix bugs. We illustrated different logging solutions on-premises, in Microsoft Azure, in Amazon Web Services, and in Docker.

You experienced how to configure logging in a Microsoft Azure environment using Azure AppServices and Azure Application Service Diagnostic, as well as the Azure Web Site Log Browser Extension for log file analysis in a detailed example.

You then saw how to do the same in Amazon Web Services by accessing and downloading application logs using Amazon Web Services CloudWatch.

We then introduced the concepts of monitoring and explained how to add monitoring in on-premises and Docker environments.

You configured Azure Application insights to monitor your ASP.NET Core 2.0 web applications in real time. You were even able to understand and solve the mystery behind the 404 Not Found problem.

In the last step, we showed you how to work with monitoring in an Amazon Web Services environment using Amazon Web Services CloudWatch.

In the next chapter, we will…well, there is no next chapter. You have seen everything this book has to offer. We hope that you liked it and that you found some value in understanding and assimilating the numerous examples we have given.

It is now up to you to make your own experiences and to further improve your ASP.NET Core 2.0 skills.

You can now start your journey as a veteran, as Nicolas Clerc (Cloud Architect, Microsoft France) has stated in his Foreword at the beginning of this book.

Good luck with that, and thank you for having taken the time to read the different chapters, and for having stayed with us for so long!
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bce2fbcaseea: Already exists

bebsedacbo3o: Already exists

d13fFF5d417b: Already exists

cb2173F96615: Pull complete

2036e6362b4: Pull complete

7d50d100495F: Pull complete

8cf343cfofoa: Pull complete

Fdf7d607983: Pull complete

a791d6caagfa: Pull complete

3d5c8856ab68: Pull complete

44F7bbecadce: Pull complete

bc8126d6396: Pull complete

eelcflazsazd: Pull complete

4f6d33aferc8: Pull complete

1adgd6f179F9: Pull complete

freee70276e8: Pull complete

bagsc38fal143: Pull complete

Digest: sha256:61123abde3ae16a23e7C53ef7402042F0C68FObaSFC1d562a32255C7C92c03
Status: Downloaded newer image for microsoft/aspnetcore-build:latest

:\>docker images

REPOSTTORY ThG HAGE D CREATED s1zE
microsoft/aspnetcore-build latest 8d95b2016e4C 4 days ago 2.7368
microsoft/aspnetcore latest 8ebscFf7ag0e 4 days ago 1.2468
microsoft/mssql-server-windows-express  latest 60a5c1c6ba00 2 weeks ago 11.668

>
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Installing — Visual Studio Community 2017 Preview — 15.3.0 Preview 3.0

Workloads

Individual components

Windows (3)

]

Universal Windows Platform development
Create applications for the Universal Windows Platform
with C2, VB, JavaScript, or optionally C++

Desktop development with C++
Build classic Windows-based applications using the power
of the Visual C++ toolset, ATL, and optional features like.

Web & Cloud (7)

©
=]

Location

ASPNET and web development
Build web applications using ASP.NET, ASP.NET Core,
HTML, JavaScript, and container development tools.

Python development
Editing, debugging, interactive development and source
control for Python.

CiProgram Files (x86)\Microsoft Visual Studio\Preview\Community

By continuing, you agree to the license for the Visual Studio edition you selected. W also offer the abilty to download other software with Visual Studio, This software

Language packs

NET desktop development
Build WPF, Windows Forms, and console applications using
C#, Visual Basic, and F#,

Azure development
‘Azure SDK, tools, and projects for developing cloud 2pps
and creating resources.

Nodejs development
Build scalable network applications using Nodejs, an
‘asynchronous event-driven JavaScript runtime.

Installation nickname:

2

is licensed separately, as set out i the 3rd Party Notices or in its accompanying license. By continuing, you also agre to those licenses.

Summary

> Visual Studio core editor
v NET desktop development
Included
v NET desktop development tools
v NET Framework 4.6.1 development tools
v C# and Visual 8asic

Optional
NET Framework 4 - 45 development tools
Blend for Visual Studio
Entity Framework 6 tools
NET profiling tools
F# language support
Pregmptive Protection - Dotfuscator
NET Framework 4.6.2 development tools
NET Framework 4.7 development tools
Windows Communication Foundation
SQL Server Express 2016 LocalDg
NET Core 1.0 - 1.1 development tools

v .NET Core cross-platform development
Included
v NET Core 1.0 - 1.1 development tools

Total install size: 4GB

Install
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© O @ ¥ | & | search Work items (Ctrl+)
Changes | Leaming ASP.NET Core 2.0

Branch: master

gitattributes and gitignord

Commit Staged | ¥ Actions +

4 Related Work Items
Drag work items here to link them to the commit.

4 Staged Changes (2)
4 &l C:\Dev\Repos\Learning ASP.NET Core 2.0
[ gitattributes [add]
[ gitignore [add]
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© ™ jason@ubuntu-asp-core: ~/Documents/aspnetcoremvcsample

Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

NuGet.Frameworks 4.0.0.

Microsoft.Build 15.3.0-preview-000388-01.
Systen.Diagnostics.TraceSource 4.0.0.
Microsoft.Build.Framework 15.3.0-preview-000388-01.
Microsoft.Build.Tasks.Core 15.3.0-preview-000388-01.
Microsoft.Build.Utilities.Core 15.3.0-preview-000388-01.
Systen.Text.Encoding.CodePages 4.0.1.
System.Diagnostics.Contracts 4.0.1.
systen.Collections.Inmutable 1.2.0.
Systen.Collections.NonGeneric 4.0.1.
System.Diagnostics.FileversionInfo 4.0.0.
System.Diagnostics.Process 4.1.0.

Restore completed in 2.66 sec for /home/jason/Documents/aspnetcoremvcsanple/a
spnetcoremvcsample.csproj.

Restore succeeded.

jason@ubuntu-

asp-core:~/Documents/aspnetcorenvcsamples dotnet run

Hosting environment: Production

Content root

path: /home/jason/Documents/aspnetcorenvcsanple

Now listening on: http://localhost:5000
Application started. Press Ctrl+C to shut down.
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I
Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, third-party packages. Some packages may include
dependencies which are governed by additional licenses. Follow the package source (feed) URL to determine any dependencies.

Package soure: Al <88 | Defulprjec: TicTacToe

Package Manager Console Host Version 4.4.0.4431

Type ‘'get-help NuGet' to see all available NuGet commands.

PM> Add-Migration InitialDbSchema

189% -
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8/3/2017 8:15:10 PM 1
ModelState is Valid

8/3/2017 8:15:10 PM 1
8/3/2017 8:15:10 PM 2
03/08/2017 20:15:10 2
03/08/2017 20:15:10 1
8/3/2017 8:15:10 PM 1
(example@example. com)
8/3/2017 8:15:10 PM @
8/3/2017 8:15:10 PM @

Information

Information
Information
Information
Information
Information

Executing action method TicTacToe.Controllers.UserRegistrationController.Index (TicTacToe) with arguments (TicTacToe.Models.UserModel) -

Executing RedirectResult, redirecting to /UserRegistration/EmailConfirmation?Enail-example@example. con.
Executed action TicTacToe.Controllers.UserRegistrationController.Index (TicTacToe) in 3.0544ms

Request finished in 5.779ms 302

Request starting HTTP/1.1 GET http://localhost:52872/UserRegistration/EmailConfirmation?Enail-exanplegexanple. con
Executing action method TicTacToe.Controllers.UserRegistrationController.EmailConfirmation (TicTacToe) with arguments

- ModelState is Valid

Information
Information

##Start## Enail confirmation process for example@example.com
##Start## Sending email to :example@example.com subject:Tic-Tac-Toe Email Confirmation message:Thank you for your registration on our

web site, please click here to confirm your email HTTP/1.1://localhost:52872/UserRegistration/ConfirnEmail?email-exanplegexanple . con

8/3/2017 8:15:11 PM @ Error ##Failed## Sending email to example@exemple.com failed, reason:System.Net.Mail.SmtpException: Failure sending mail.
System.Net. Internals. SocketExceptionFactory+ExtendedSocketExceptior

>
No connection could be made because the target machine actively refused it 127.0.0.1:25

at System.Net.Sockets. Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress socketAddress)
at System.Net.Sockets. Socket.Connect(EndPoint remoteEP)
at System.Net.Sockets.TcpClient.Connect(IPEndPoint remoteEP)
at System.Net.Sockets.TcpClient.Connect(String hostname, Int32 port)

--- End of stack trace from previous location where exception was thrown ---
at System.Runtime.ExceptionServices.ExceptionDispatchInfo. Throw()
at System.Net.Sockets.TcpClient.Connect(String hostname, Int32 port)
at System.Net.Mail.SmtpConnection.GetConnection(String host, Int32 port)
at System.Net.Mail.SmtpTransport.GetConnection(String host, Int32 port)
at System.Net.Mail.SmtpClient.GetConnection()
at System.Net.Mail.SmtpClient.Send(MailMessage message)

End of inner exception stack trace -

at System.Net.Mail.SmtpClient.Send(MailMessage message)

at TicTacToe.Services.EmailService.SendEnail(String emailTo, String subject, String message) in C:\Users\Jason.DeOliveira\Source\Repos\lLearning ASP.NET Core
2.0\TicTacToe\TicTacToe\Services\EnailService.cs: line 65
8/3/2017 8:15:11 PM @ Information ##End## Sending email to :example@example.com subject:Tic-Tac-Toe Email Confirmation message:Thank you for your registration on our web
site, please click here to confirm your email HTTP/1.1://localhost:52872/UserRegistration/ConfirmEnail?enail-example@exanple. com

8/3/2017 8:15:11 PM 1
8/3/2017 8:15:11 PM 2
03/68/2017 20:15:11 2
03/68/2017 20:15:13 1
03/68/2017 20:15:13 2

Information
Information
Information
Information
Information

Executing ViewResult, running view at path /Views/UserRegistration/EmailConfirmation.cshtml.
Executed action TicTacToe.Controllers.UserRegistrationController. EmailConfirmation (TicTacToe) in 1047.9871ms
Request finished in 1051.5675ms 200 text/html; charset-utf-8

Request starting HTTP/1.1 GET http://localhost:52872/GameInvitationConfirmation

Request finished in 3.10@dms 101
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VSIX Installer X

‘Scheduled tasks for Microsoft Visual Studio Community 2017:

Install
Bundler & Minifier License
Digital Signature: None Release Notes
By clicking "Modify". you agree with the

‘above license terms (if any) and the
installation of any prerequisites.
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