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[ ] @ Wireshark - Packet 640 Comment

[This TCP packet has Spurious Retransmission.Follow this
TCP stream to troubleshoot further.
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( N N J Wireshark - Packet 286 - -

Frame 286: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface -, id @
Ethernet II, Src: 0c:96:24:29:00:00 (0c:96:24:29:00:00), Dst: Oc:db:b6:e1:00:00 (@c:db:b6::
Internet Protocol Version 6, Src: 2001:db8:12::2, Dst: 2001:db8:12::1
Internet Control Message Protocol v6
Type: Neighbor Advertisement (136)
Code: @
Checksum: @xdb7d [correct]
[Checksum Status: Good]
v Flags: 0xe@000000, Router, Solicited, Override
leee sose sose suse sass sass seas = Router: Set
elee teee sese sase sase sass sees = Solicited: Set
S = Override: Set
...0 0000 0000 0000 0000 0000 0000 = Reserved: 0
Target Address: 2001:db8:12::2

v | I

Type: Target link-layer address (2)
Length: 1 (8 bytes)
Link-layer address: 0c:96:24:29:00:00 (0c:96:24:29:00:00)

No.: 286 - Time: 2021-11-22 09:55:11.685008 - Source: : u 1 (rtr,solovr) Is at 0¢:96:24:29:00:00

o ciose
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TCP.pcapng

ADAG mERBE QJe2EFIE E QAaaal

88.099435

88.111225
88.122346
88.127487

88.13:

3195

88.151074
88.360083
88.725407
88.726353

<)
| Source
.168.122.2
.168.122.3
.168.122.2
.168.122.3
.168.122.2
192.168.122.2
192.168.122.3
192.168.122.2
192.168.122.2
192.168.122.3
192.168.122.2
192.168.122.2
192.168.122.3
192.168.122.2
192.168.122.3
192.168.122.3

| Destination | Protocol
.168.122.3
.168.122.2
.168.122.3
.168.122.2
.168.122.3
.168.122.3
192.168.122.2
192.168.122.3
192.168.122.3
192.168.122.2
192.168.122.3
.168.122.3
.168.122.2
.168.122.3
.168.122.2
.168.122.2

| Length

118 Client: Encrypted packet (len=64)
Encrypted packet (len=64)

102 Client: Encrypted packet (len=48)
Encrypted packet (len=48)

118 Client: Encrypted packet (len=64)

7@ Encrypted packet (len=16)[Malformed Packet

118 Client: Encrypted packet (len=64)
86 Encrypted packet (len=32)[Malformed Packet
102 Server: Encrypted packet (len=48)

230 Server: Encrypted packet (len=176:

54 12641 - 22 [ACK] Seq=1269 Ack=1660 Win=3952 Len=0
1514 Server: Encrypted packet (len=1460

322 Server: Encrypted packet (len=268)

> Frame 102: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface -, id @

> Ethernet II, Src: Oc:3e:72:31:d8:01 (@c 2:31:d8:01), Dst: Oc:3e:72:84:9d:07 (Oc:3e:72:84:9d:07)
> Internet Protocol Version 4, Src: 192.168.122.2, Dst: 192.168.122.3
v Transmission Control Protocol, Src Port: 12641, Dst Port: 22, Seq: 1205, Ack: 1424, Len: ©

Source Port:
Destination Port: 22
[Strean index: 0]

[TCP Segment Len: 0]

Sequence Number: 1205
Sequence Number (raw):

12641

[Next Sequence Number: 1205
Acknowledgment Number: 1424

Acknowledgment number

(relative sequence number)
926588672

(relative sequence number)]
(relative ack number)

(raw): 4227541880

0101 .... = Header Length: 20 bytes (5
> Flags: 0x010 (ACK)
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[ N X J Wireshark - Packet 285 - -

> Frame 285: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface -, i

> Internet Protocol Version 6, Src: 2001:db8:12::1, Dst: ff02::1:1f00:2
v Internet Control Message Protocol v6
Type: Neighbor Solicitation (135)
Code: 0
Checksum: 0x5a47 [correct]
[Checksum Status: Good]
Reserved: 00000000
Target Address: 2001:db8:12::2
v ICMPv6 Option (Source link-layer address : @c:db:b6:e1:00:00)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: @c:db:b6:e1:00:00 (@c:db:b6:e1:00:00)

No.: 285 - Time: 2021-11-22 09:655:11.683246 - Source:

Help
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R [Apply a display filter ...<3¢/> B+
No. ]Time | Source | Destination |Pmtocol JLengtN Info

e 42 2021-08-29 04:26:53.708373 192.168.1.1 192.168.1.7 DNS 130 Standa rd query response oxf4e!

Frame 42: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface en®, id @
Ethernet II, Src: Shanghai_64:44:58 (f8:c4:f3:64:44:58), Dst: Apple_2f:87:b8 (88:66:5a:2f:87:b8)

0100 .... = Version: 4

«... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 116

Identification: 0x303c (12348)

Flags: 0x00

Fragment Offset: 0

Time to Live: 30

Protocol: UDP (17)

Header Checksum: Oxe8e4 [validation disabled]
[Header checksum status: Unverified]

Source Address: 192.168.1.1

Destination Address: 192.168.1.7

User Datagram Protocol, Src Port: 53, Dst Port: 62804
> Domain Name System (response)

0000 88 66 Sa 2f 87 b8 f8c4 'f3 64 44 58 08 00 45 00  -fZ/ -dnx E:
0010 00 74 30 3c 00 00 le 11 e8 ed cO a8 01 01 cO a8  -to<: -
0020 01 07 00 35 f5 54 00 60 9d d7 f4 e8 81 83 00 01 5T






OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig2_HTML.png
Preamble

SFD

Destination Address

Source Address

Length

Data

CRC

7-Bytes

1-Byte

6-Bytes

6-Bytes

2-Bytes

46 — 1500 Bytes

4-Bytes






OEBPS/images/504247_1_En_2_Chapter/504247_1_En_2_Fig2_HTML.jpg
v Appearance
Columns
Font and Colors

Capture

Expert

Filter Buttons
Name Resolution
Protocols

RSA Keys
Statistics
Advanced

Wireshark -

2
3

Pane 1:

@® Packet List
Packet Details
Packet Bytes
Packet Diagram
None

Packet List settings:

Preferences

12

Pane 2:

_ Packet List
@® Packet Details
Packet Bytes
Packet Diagram
_ None

. Show packet separator
¥ Show column definition in column context menu

Status Bar settings:

Show selected packet number

3 1/2]|3

Pane 3:
_ Packet List
Packet Details
@® Packet Bytes
Packet Diagram
_ None






OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig12_HTML.jpg
0 8 16

Type | Code | Checksum

Content






OEBPS/images/504247_1_En_2_Chapter/504247_1_En_2_Fig16_HTML.jpg
o0 Wireshark - Packet 640 - Wi-Fi: en1 and Loopback: 100

Packet comments
I This TCP packet has Spurious Retransmission. Follow this TCP stream to troubleshoot further.

[This TCP packet has Spurious Retransmission. Follow this TCP stream to troubleshoot further.]

[Severity level: Comment]

[Group: Comment]
> Frame 640: 1466 bytes on wire (11728 bits), 1466 bytes captured (11728 bits) on interface enl, id @
Ethernet II, Src: Shenzhen_80:e5:40 (30:df:8d:80:e5:40), Dst: Apple_el:2d:8b (4c:20:b8:el:2d:8b)
Internet Protocol Version 4, Src: 73.42.224.102, Dst: 192.168.1.82

v v

0000 4c 20 b8 el 2d 8b 30 df 8d 80 e5 40 08 00 45 00 L --—-@1 4 @ ‘E-
0010 05 ac c5 4b 00 00 70 06 94 75 49 2a €@ 66 cO a8 - K- :p- -ulx-f:-
0020 01 52 1a d8 c4 fb 8f @4 74 df 26 22 f6 63 50 18 R« t-&"-cP-
0030 04 @1 38 50 00 00 97 €9 ce ed a7 75 ed 3c f6 92
0040 fc 45 e7 7e bf d1 06 a8 c9 @a e7 f4 bd 46 d8 c3
0050 13 f4 6a 66 73 2b ce 72 e5 b2 55 bf 5a ab 25 96
0060 4a @e bl db 3a 1c f3 d9 22 99 25 8b 15 89 la 12
0070 dc 88 05 ad 3f bb 7b 82 53 77 fb 8f d6 @b a9 69
0080 04 28 @c 95 45 1f @4 7c 66 8a 75 f@ 09 eb ab f4
0090 81 87 bf f2 13 5d 16 3c 59 92 44 a6 5c f5 d5 59
0020 16 86 32 35 83 fa ea 17 f5 77 cf @6 6a 32 89 1b
00b@ fc dc e3 @a le 8d @3 38 44 25 cO 00 al 54 09 02
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XX - —R1Gi1to R2 Gi1

ADA mBARRE Re>xEF IR E Al

IL] | Apply a display filter ...<38/> B+
No. | Time | Source | Destination | Protocol | Lengtt| Info

8 20 9.4 48 P 4 o (ping ep

> Frame 47: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface -, id @
> Ethernet II, Src: @c:db:b6:e1:00:00 (@c:db:b6:e1:00:00), Dst: ©c:96:24:29:00:00 (0c:96:24:29:00:00)
> Internet Protocol Version 4, Src: 1.1.1.1, Dst: 3.3.3.3

<

Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @

Checksum: @x0717 [correct]

[Checksum Status: Good]

Identifier (BE): @ (0x0000)

Identifier (LE): @ (0x0000)

Sequence Number (BE): 2 (@x0002)

Sequence Number (LE): 512 (0x0200)

[Response frame: 48

v Data (32 bytes)

Data: 1595¢ b b b b b
[Length: 32]
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The Wireshark Network Analyzer

A [Apply a dic
— L]

ic | Link-layer Header

= Ethernet

= Ethernet

i BSD loopback

= Ethernet

“ Ethernet

= BSD loopback

= BSD loopback

= BSD loopback

— BSD loopback
Ethernet

= Ethernet

¥ Enable promiscuous mode on all interfaces

Capture filter for selected interfaces: |l |Enter a capture filter ...

| Help
utun0
ap1
Wi-Fi ent
utun1
utun2
utund
Loopback: 00
anoi0

Learn

User's Guide - Wiki - Questi
You are running Wireshark 3.4.8 (

® [ Roadytoload or capture

Wireshark - Capture Options
(input  Output  Options

| Promisci| Snaplen (B)| Buffer (MB) | Monitor | Capture Fitter |

@ defaut 2

&  defaut 2

@  default 2 2021083001652 (9920 Bytes)
4 default 2 .20210830011540 (44 KB)
2 default 2 (] 641KB)

¥ default 2 1305 KB)

2 default 2

@ defaut 2

@ defaut 2

@ defaut 2

“ default 2

Manage Capture Filters

Ethernet address ether host =
Ethernet type 0x0808 (ARP): ether proto 0x0808 =
No Broadcast and no Multicast: not broadcast and not multicast =
No ARP: not arp =
1Pv4 only: ip =
1Pva address 192.0.2.1: host 192.0.2.1 =
1PV6 only: ip6 =
1Pv6 address 2001:db8::1: host 2001:db8::1 -
TCP only: tcp.

UDP only: udp

Non-DNS: not port 53

TCP or UDP port 80 (HTTP): port 80

HTTP TCP port (80): tep port http

No ARP and no DNS: not arp and port not 63
Non-HTTP and non-SMTP toffrom wwwawireshark.or

: not port 80 and not port 26 and host www.wiresh.

No Packets

Profile:

ietwork Profile
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AOD A0 mERR QeEex>EFIHEE AaQaaE

R [Apply a display filter ...<3¢/>
No. | Time | Source | Destination | Protocol | Lengtt| Info

> Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface en@, id @
v |Ethernet II, Src: Shanghai_64:44:58 (f8:c4:f3:64:44:58), Dst: Apple_2f:87:b8 (88:66:5a:2f:87:b8)
v Destination: Apple_2f:87:b8 (88:66:5a:2f:87:b8)

Address: Apple_2f:87:b8 (88:66:5a:2f:87:b8)

sees ss@s coee seee sess ees LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)
v Source: Shanghai_64:44:58 (f8:c4:13:64:44:58)

Address: Shanghai_64:44:58 (f8:c4:f3:64:44:58)

LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

R T

. P
Type: IPv4 (0x0800)
> Internet Protocol Version 4, Src: 64.100.34.101, Dst: 192.168.1.7
> Transmission Control Protocol, Src Port: 4287, Dst Port: 60192, Seq: 1, Ack: 1, Len: @

0oee 88 66 5a 2f 87 b8 f8 c4 3 64 44 58 08 00 45 20 fz/ dDX- -E
0010 00 40 60 d4 40 00 2f 06 c6 4b 40 64 22 65 cO a8 ‘@ '@/ -‘Ked"e: -
0020 01 07 1@ bf eb 20 4f 63 a9 11 61 41 25 4 bo 10 A Oc - -aA%:

0030 ©Oc bo ec 82 00 00 01 01 @8 @a e5 9f 7a c2 44 f2 ] 3 QT
0040 eb ed 01 01 05 Qa 61 41 27 e8 61 41 2b do aA '-aA+
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Frame 5: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface enl, id @
Ethernet II, Src: Apple_el:2d:8b (4c:20:b8:e1:2d:8b), Dst: Shenzhen_80:e5:40 (30:df:8d:80:e5:40)
Internet Protocol Version 4, Src: 192.168.1.82, Dst: 192.168.1.254

0100 .... = Version: 4

.... 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: @x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 56

Fld

Fri (€ e Sut

Tir  Expand All

Pr¢  Collapse All

disabled]

Hez
[He Apply as Column ]

Sou

De: Prepare as Filter

Conversation Filter
Colorize with Filter

Not Selected
Follow = Sk

VAV VAV

Copy

\ £

Show Packet Bytes...

Export Packet Bytes... n 08 00 45 00

. a8 01 52 co a8
Wiki Protocol Page 00 00 8d ea 6

Filter Field Reference a8 01 52 00 35
Protocol Preferences

Decode As...
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XX - —R2 Gi2 to R3 Gi2

AN A0 mBARR J3eEFIHEE QQQHE

n lApply a display filter ...<38/> =+

No. ~ | Time | Source | Destination | Protc| Lengtt | Info

2021-11-14 07:08:03.126613
2021-11-14 07:08:03.126633

4 IP.. 1514 Fragmented IP protocol
5

6 2021-11-14 07:08:03.126675

7,

8

9

3.3.3.3

3.3.3.3 IP.. 1514 Fragmented IP protocol
3.3.3.3 IP.. 1514 Fragmented IP protocol
3.3.3.3
3.3.3.3

3 3

2021-11-14 07:08:03.126694
2021-11-14 07:08:03.126714
2021-11-14 8:03.126741

IP.. 1514 Fragmented IP protocol
1514 Fragmented IP protocol

Echo (ping) request
10 2021-11-14 07:08:03.127462 1.1.1.1 1514 Fraamented IP protocol ——

v Internet Protocol Version 4, Src: 1.1.1.1, Dst: 3.3.3.3
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1500
Identification: @x0014 (20)
v Flags: 0x2@, More fragments
Q... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
«+l. .... = More fragments: Set
Fragment Offset: @
Time to Live: 254
Protocol: ICMP (1)
Header Checksum: @x8f@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1.1.1.1
Destination Address: 3.3.3.3
[Reassembled IPv4 in frame: 9]

J000 Oc 94 fd c6 90 01 @c 96 24 29 00 01 08 00 45 00 J $): (=

v

[ ] E wireshark_-FJSVC1.pcapng Packets: 162 - Displayed: 162 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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AODO A0 mRR QexEFIEE QAQQHE
e

No. tcpanalyﬂs Zero, wmeWJrobe itination | Protocol | Lengtt| Info

~  tcpanalysis.zero_window_probe_ack 1.168.1.82 155 Standard query response 9xb3d7 HTTPS smoot-search
tcp.bogus_header _length : Who has 192.168.1.827 Tell 192.168.1.254
Iﬁﬂiﬂiﬁtiﬂm 192.168.1.82 is at 4c:20:b8:el:2d:8b
tcp.checksum.status . 1. Standard query response 0xb3d7 HTTPS smoot-search
tcp.checksum_bad.expert e 1. Destination unreachable (Port unreachable)
tep.checksum_calculated B 5 Standard query response @xb3d7 HTTPS smoot-searc!
tep.connection.fin 1.168.1.254 Destination unreachable (Port unreachable)
Lcp.copnection fat TLSv1. Application Data

tcp.connection.syn .
tcp.connection.synack .72.231.10 TCP 49286 - 443 [ACK] Seg=1 5 Win=2048 Len=0

tcp.continuation_to .72.231.10 TLSV1.. Application Data
ftepdstport

Fr tcp.fin_retransmission s), 155 bytes captured (1240 bits) on interface enl, id @
Et tcp.flags (30:df:8d:80:e5:40), Dst: Apple_el:2d:8b (4c:20:b8:el:2d:8b)
In top-flags.ack 12.168.1.254, Dst: 192.168.1.82

tep.flags.cwr ¥ .
S tcp.flags.ecn i, Dst Port: 60792

DO tcp.flags.fin

4c 20 b8 el 2d 8b 30 df 8d 80 e5 40 08 00 45 00 L -0

00 8d ea e3 40 00 40 11 ca db c® a8 01 fe c@ a8 @

@1 52 00 35 ed 78 00 79 db a6 b3 d7 81 80 00 01 ‘R:5:xy s

00 00 00 01 @0 00 14 73 6d 6f 6f 74 2d 73 65 61 *s moot-sea
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[ ) Wireshark - Capture Options

(Input  Output  Options

Interface | Traffic | Link-layer Header | Promisci| Snaplen (8)| Buffer (MB) | Monito
> awdI0 e (V5T ) v default 2
> liwo - Unknown default 2
> utun0 - Unknown default 2
ap1 e = lUnimown default 2
> utunl - Unknown default 2
> utun2 P— 1,1 ) default 2
> utun3 PE— L default 2
> Loopback: o0 s s et e YTV OWT) default 2
> anpi0 - Unknown default 2
Ethernet: en0 - Unknown default 2
¥ Enable promiscuous mode on all interfaces \j ~Manage Interfaces...
Capture filter for selected interfaces: |l [Enter a capture filter ... -] Compile BPFs

Holo Cse st
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1P-10.002
Host 1 4-_': ‘:|,> Host 3
IP-10.0.0.1 : Bl IP-10.0.0.3
] ARP Request
: Src IP - 10.0.0.1 !
i Src MAC - 01.01.01.01.01.01 |
: DstIP - 10.0.0.2 :
i Dst MAC - 00.00.00.00.00.00 | Host 4

IP-10.0.04
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A A0 mBRRE Qe2EFINE QAQaAME

N[ Apply a display filter ...<3¢/> =+
No. | Time | Source | Destination | Protocol | Lengtt| Info

4669 P o (ping) request id=oxo{ [

v Internet Protocol Version 4, Src: 3.3.3.3, Dst: 1.1.1.1

0100 .... = Version: 4
«ss. 1111 = Header Length: 60 bytes (15)

> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 100
Identification: @xeee3 (3)

> Flags: 0x00
Fragment Offset: @
Time to Live: 254
Protocol: ICMP (1)

[Header checksum status: Unverified]
Source Address: 3.3.3.3
Destination Address: 1.1.1.1
v Options: (40 bytes), Record Route
v IP Option - Record Route (39 bytes)
> Type: 7
Length: 39
Pointer: 20
Recorded Route: 1
Recorded Route: 10.2.3.
Recorded Route: 3.3.3.3
Recorded Route: 10.1.2.2
Empty Route: 0.0.0.0 <- (next)
Empty Route: 0.0.0.0
Empty Route: 0.0.0.0
Empty Route: 0.0.0.0
Empty Route: 0.0.0.0
v~ IP Option - End of Options List (EOL)
v Type: @
@... .... = Copy on fragmentation: No
+00. .... = Class: Control (0)
...0 0000 = Number: End of Option List (EOL) (@)

0000 @c db b6 el 80 @0 Oc 96 24 29 00 00 08 00 4f 00 - - - $)--0
® [ wireshark_-MHUBD1.pcapng Packets: 3343 - Displayed: 3343 (100.0%) - Dropped: 0 (0.0%)  Profil
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o000 Capturing from - — R1 Gi1 to R2 Gi1

ADAdG mBRRE Qe EFIHEE QQQAE

N[ Apply a display filter
No | Time | Source | Destination

| Proto;ol | Lengtlr\ Info

9 2021-11-14 23:58:25.750643 (ping)
2021-11-14 23:58:25.751351 2001:db8:10:12:: :db8:10: (ping)
2021-11-14 23:58:25.751798 2001:db! : :10: (ping)
2021-11-14 23:58:25.752117 11 : (ping)
2021-11-14 23:58:25.753649 : 2001:db8:10:12 (ping)
2021-11-14 23:58:25.754404 :db8:10:12: : 2001:db8:10:12 i

> Frame 9: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface -, id @
> Ethernet II, Src: @c:db:b6:e1:00:00 (@c:db:b6:e1:00:00), Dst: 0c:96:24:29:00:00 (0c:96:24:29:00:00)
v Internet Protocol Version 6, Src: 2001:db8:10:12::1, Dst: 2001:db8:10:12::2

0110 .... = Version: 6

> aee. 0000 0000 ... iiie wess seen oan = Traffic Class: 0x@@ (DSCP: CS®, ECN: Not-ECT)

sres ssees a... 0000 0000 0000 0000 0000 = Flow Label: 0x00000

Payload Length: 60

Next Header: ICMPv6 (58)

Hop Limit: 64

Source Address: 2001:db8:10:1.

Destination Address: 2001:db8:
> Internet Control Message Protocol v6

@c 96 24 29 0@ 00 0c db b6 el 00 00 86 dd 60 00 $) N
90 00 00 3c 3a 40 20 01 @d b8 00 10 00 12 00 00 <:@
00 00 00 00 00 01 20 01 @d b8 00 10 00 12 00 00
00 00 00 00 00 02 80 00 6b e4 11 2a 00 01 01 02 keo*x
0040 @3 04 05 06 07 @8 @9 6a @b Oc @d Qe Of 10 11 12
© 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 22 g

B Readyto load or capture Packets: 22 - Displayed: 22 (100.0%) Profile: Default
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Topic / Item

v Packet Lengths
0-19
20-39
40-79
80-159
160-319
320-639
640-1279
1280-2559
2560-5119

Wireshark - Packet Lengths - Wi-Fi: en0

v | Count | Average |Min Val | Max Val | Rate (ms)

792 648.27
0 =
0 =

65.98
90 111.31
49 235.47
30 449.87
16 794.81
305 1461.42
0 &

5120 and greater 0 -

Display filter:

54

54
88
161
334
659
1287

1464

7£)

302
602

0.0873
0.0000
0.0000
0.0333
0.0099
0.0054
0.0033
0.0018
0.0336
0.0000
0.0000

| Percent | Burst Rate | Burst Start

100%
0.00%
0.00%
38.13%
11.36%
6.19%
3.79%
2.02%
38.51%
0.00%
0.00%

21700

0.4600
0.1500
0.0700
0.0600
0.0500
1.6200

6.367
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(X X ) £ ch2-1.pcapng

AODO A mERE J3«e2EF I N

E QQaaQMl

|udp.dstport == 63
Save this filter

Manage Display Filters
Filter Button Preferences...

Ethernet address 00:00:5e:00:53:00: eth.addr == 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP): eth.typ x0806

Ethernet broadcast: eth.addr == ff:ff:ff:ff:ff:ff

No ARP: not arp

IPv4 only: ip

IPv4 address 192.0.2.1: ip.addr == 192.0.2.1

IPv4 address isn't 192.0.2.1 (don't use != for this!): !(ip.addr == 192.0.2.1)
IPv6 only: ipvé

IPv6 address 2001:db8::1: ipv6.addr == 2001:db8::1

TCP only: tcp

UDP only: udp

Non-DNS: !(udp.port == 53 || tcp.port == 53)

TCP or UDP port is 80 (HTTP): tcp.port == 80 || udp.port == 80

HTTP: http

No ARP and no DNS: not arp and !(udp.port == 53)

Non-HTTP and non-SMTP to/from 192.0.2.1: ip.addr == 192.0.2.1 and not tcp.port in {80 25}

30 df 8d 80 e5 40 4c 20 b8 el 2d 8b @8 00 45 00
00 3d 42 40 00 00 40 11 b3 cf c@ a8 @1 52 c@ a8
01 fe d5 38 00 35 00 29 ce 9e a@ 7b 01 00 00 01
00 00 00 00 00 00 @3 77 77 77 @7 67 73 74 61 74 “oow ww-gstat

0xa07b A www.gstatic.com

0x4452 AAAA www.gstatic.com

@x7ccf AAAA www.gstatic.com

@xc643 A content-autofill.googleapis.com
0x7f98 AAAA content-autofill.googleapis.
ox6fcc A safebrowsing.googleapis.com
0xb@1d AAAA safebrowsing.googleapis.com
0xd856 A adservice.google.com

0x5e2d AAAA adservice.google.com

.nterface enl, id @
140 (30:df:8d:80:e5:40)
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Layer 7 — Application Layer
|
Layer 6 — Presentation Layer
I
Layer 5 — Session Layer
I
Layer 4 — Transport Layer
I
Layer 3 — Network Layer
I
Layer 2 — Data Link Layer
|
Layer 1 — Physical Layer
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LN X £ ARP.pcapng — R1 Gi1 to R2 Gi1

AOD A mEARR SesEF IR E QA al

[Apply a display filter ...<3/>

No. | Time | Source | Destination | Protocol | Lengtt| Info
%) 4 %) 80 (%) 96 4 9:00:00 0 db:b6:e 00:00 AR (1% 2.0.0
> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface -, id @
v Ethernet II, Src: @c:db:b6:e1:00:00 (@c:db:b6:e1:00:00), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:ff)
> Source: 0c:db:b6:e1:00:00 (0c:db:b6:e1:00:00)
Type: ARP (0x0806)
Padding:
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: @c:db:b6:e1:00:00 (@c:db:b6:e1:00:00)
Sender IP address: 10.0.0.1
Target MAC address: @0 00_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.0.0.2
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A

- —R1Gi1to R2 Gi1

A0 mBRRE JI¢22EFIEE & Q QR

'l [Apply a display filter ...<3¢/> =B+

No.

| Time | Source | Destination | Protocol | Lengtt| Info

> Frame 48: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface -, id @
> Ethernet II, Src: ©c:96:24:29:00:00 (0c:96:24:29:00:00), Dst: @c:db:b6:e1:00:00 (0c:db:b6:e1:00:00)
> Internet Protocol Version 4, Src: 3.3.3.3, Dst: 1.1.1.1

<

Internet Control Message Protocol
Type: @ (Echo (ping) reply)
Code: 0

Checksum: @x@f17 [correct]
[Checksum Status: Good]
Identifier (BE): 0 (0x0000)
Identifier (LE): 0 (0x0000)
Sequence Number (BE): 2 (0x0002)
Sequence Number (LE): 512 (@x@200)
[Request frame: 47]
[Response time: 1.37@ ms]

v Data (32 bytes)

DEYEH 1595c b b b b
Length: 32
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000

A A0 mBARR J3enEFIHEE QqQal

- —R2 Gi2 to R3 Gi2

[] lApply a display filter ...<38/> [= IS

No. ~ | Time | Source | Destination | Protc| Lengtt| Info

. 3 2021-11-14 07:08:03.126535 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol —.

. 4 2021-11-14 07:08:03.126613 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol

. 5 2021-11-14 07:08:03.126633 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol

. 6 2021-11-14 07:08:03.126675 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol

. 7 2021-11-14 07:08:03.126694 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol

. 8 2021-11-14 07:08:03.126714 1.1.1.1 3.3.3.3 IP.. 1514 Fragmented IP protocol ——
10 2021-11-14 07:08:03.127462 3.3.3.3 1.1.1.1 IP.. 1514 Fraamented IP protocol ——

Internet Protocol Version 4, Src: 1.1.1.1, Dst: 3.3.3.3

0100 .... = Version: 4

.... 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: @x@00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 260

v

Identification: @x@014 (20)
v Flags: 0x04
Q... .... = Reserved bit: Not set
«0.. .... = Don't fragment: Not set
..0. .... = More fragments: Not set
Fragment Offset: 8880

Time to Live: 254

Protocol: ICMP (1)

Header Checksum: @xaf87 [validation disabled]
[Header checksum status: Unverified]

Source Address: 1.1.1.1

Destination Address: 3.3.3.3

> [7 IPv4 Fragments (9120 bytes): #3(1480), #4(1480), #5(1480), #6(1480), #7(1480), #8(1480), #9(240)]

Frame (274 bytes) Reassembled IPv4 (9120 bytes)

L3 l wireshark_-FJSVC1.pcapng Packets: 162 - Displayed: 162 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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enve Wireshark - Preferences

v Appearance
Columns
Font and Colors
Layout

Capture

Expert

Filter Buttons
Name Resolution
Protocols

RSA Keys
Statistics
Advanced
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6 2021-08-29
7 2021-08-29

10 2021-08-29 Shanghal 64 44:58
11 2021-08-29 Shanghai_64:44:58
13 2021-08-29 04 6:53.190384 Shanghai_64:44:58

£ capl.pcapng

QReEEFIE E AaaqQal

| Destination
Broadcas’

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

| Pmtocol | Lengﬂ'| Info

[Ma 1fo rmed
[Malformed
[Malformed
[Malformed
[Malformed
[Malformed
[Malformed

> Frame 8: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface en®, id @
v Ethernet II, Src: Shanghai_64:44:58 (f8:c4:73:64:44:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

> Destination: Broadcast (ff:ff:ff:ff:ff:ff)
> Source: Shanghai_64:44:58 (f8:c4:f3:64:44:58)
Type: ARP (0x0806)
Frame check sequence: @xc0a80105 [unverified]
[FCS Status: Unverified]
> Address Resolution Protocol
>

0000 ff ff ff ff ff ff f8 ¢4 3 64 44 58 08 06 00 01
@8 00 06 04 00 01 f8 c4 f3 64 44 58 c0 a8 01 01
@0 00 00 00 00 00 cO a8 01 05

Packet]
Packet]

Packet]
Packet]
Packet]
Packet]
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o000 Wireshark - Packet 1- -

> Frame 1: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface -, id @
> Ethernet II, Src: ©c:59:00:00:1b:08 (0c:59:00:00:1b:08), Dst: 0c:c1:00:00:1b:08 (0c:c1:00:0¢

0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
v Differentiated Services Field: @xc@® (DSCP: CS6, ECN: Not-ECT)
1100 @0.. = Differentiated Services Codepoint: Class Selector 6 (48)
«sss 2.00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 71
Identification: @
> Flags: 0x00
Fragment Offset: @
Qrine to Live: 1 ]
Protocol: TCP (6)
Header Checksum: @x1c8a [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.150.1.2
Destination Address: 10.150.1.1
> Transmission Control Protocol, Src Port: 36614, Dst Port: 179, Seq: 1, Ack: 1, Len: 19
> Border Gateway Protocol - KEEPALIVE Message

No.: 1- Time: 2021-11-25 10:42:08.618962 - Source: 10.150.1.2 - Destination: 10.150.1.1 - Protocol: BGP - Length: 85 - Info: KEEPALIVE Message

e ciose
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Wireshark - Capture Options

Input - Options

Capture to a permanent file

File: ‘sonal Projects/Book/Apress/Network Analysis using Wireshark/packet capturesftesting

Output format: @ pcapng pcap
W Create a new file automatically...
 after 100 Z packets
after 1 kilobytes .
after 2 [seconds ¢

when time is a multiple of 1 C | hours &)

Use a ring buffer with 2 s files

Browse...






OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig13_HTML.jpg
R1 R2 R3
Lo0 - 1.1.1.1/32 Lo0 - 2.2.2.2/32 Lo0 - 3.3.3.3/32





OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig19_HTML.jpg
[ X N Capturing from - — R1 Gi1 to R2 Gi1

AD A m B R QEDDEFIHEE QQAQAE

R [Apply a display filter ...<3¢/>

No. | Time | Source | Destination | Protocol | Lengtt| Info

> Frame 19: 70 bytes on wire (560 bits), 7@ bytes captured (560 bits) on interface -, id @

> Ethernet II, Src: 0c:96:24:29:00:00 (0c:96:24:29:00:00), Dst: @c:db:b6:e1:00:00 (0c:db:b6:e1:00:00)
> Internet Protocol Version 4, Src: 10.1.2.2, Dst: 1.1.1.1

v Internet Control Message Protocol

Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)

Checksum: @xc5de [correct]
[Checksum Status: Good]
Unused: 0000

MTU of next hop: 1400

> Internet Protocol Version 4, Src: 1.1.1.1, Dst: 3.3.3.3
v Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Checksum: 0x299c [unverified] [in ICMP error packet]
[Checksum Status: Unverified]

Identifier (BE): 9 (@x0009)

Identifier (LE): 2304 (0x0900)

Sequence Number (BE): @ (0x0000)

Sequence Number (LE): © (0x0000)

0000 Oc db b6 el @0 00 @c 96 24 29 00 00 08 00 45 00 - e E
0010 00 38 00 00 00 00 ff 01 ad co 0a 01 02 02 01 01 8 . .
0020 01 @1 03 04 c5 de 00 00 @5 78 45 00 05 dc 00 2d . XE: o=

B Ready to load or capture Packets: 123 - Displayed: 123 (100.0%)

Profile: Default






OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig8_HTML.jpg
00 £ ARP.pcapng — R1 Gi1 to R2 Gi1

A A mEAREBE QFe¢2EFIE E QQaH

M [Apply a display filter ...<3/>

No. | Time | Source | Destination | Protocol | Lengtt| Info

> Frame 2: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface -, id @
v Ethernet II, Src: 0c:96:24:29:00:00 (0c:96:24:29:00:00), Dst: @c:db:b6:e1:00:00 (0c:db:b6:e1:00:00)
> Destination: @c:db:b6:e1:00:00 (@c:db:b6:el1:00:00)
> Source: 0c:96:24:29:00:00 (0c:96:24:29:00:00)
Type: ARP (0x0806)
Padding:
v Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: ©0c:96:24:29:00:00 (0c:96:24:29:00:00)
Sender IP address: 10.0.0.2
Target MAC address: Oc:

6:€1:00:00 (0c:db:b6:e1:00:00)






OEBPS/images/504247_1_En_3_Chapter/504247_1_En_3_Fig22_HTML.png
Ver Traffic Class I Flow Label
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X ) Wi-Fi: en0

ADAEe mBENE RIe227 3 E

E Qaqaml

A [Apply a display filter ...<3¢/>

No. | Ti | Source | Destination \Protqcol | Lengtt| Info

6.684430 142.250.194.227 172.20.10.3
6.684431 142.250.193.68 172.20.10.3
6.684432 142.250.193.68 172.20.10.3
6.684434 142.250.193.68 172.20.10.3
6.684435 142.250.206.170 172.20.10.3
6.684480 172.20.10.3 142.250.194.227
6.684493 172.20.10.3 142.250.193.68
6.684508 172.20.10.3 142.250.206.170
6.684535 172.20.10.3 142.250.194.227

Application Data

Application Data

Application Data

Application Data

443 - 50748 [SYN, ACK] Seq=0 Ack=1 Win=

50747 - 443 [ACK] Seq=1298 Ac|

49919 - 443 [ACK] Seq=2483 Acl

50748 - 443 [ACK] Seq=1 Ack=1 Win=13139

[TCP Window Update] 50747 - 443 [ACK] Seq=129:

Frame 1: 282 bytes on wire (2256 bits), 282 bytes captured (2256 bits) on interface en@, id @
Ethernet II, Src: aa:81:7e:70:c3:64 (aa:81:7e:70:c3:64), Dst: Apple_2f:87:b8 (88:66:5a:2f:87:b8)

Internet Protocol Version 4, Src: 208.67.222.222, Dst: 172.20.10.3
User Datagram Protocol, Src Port: 443, Dst Port: 58095
Data (240 bytes)

88 66 5a 2f 87 b8 aa 81 7e 70 c3 64 08 00 45 00
01 Oc ed 7d 00 00 37 11 30 2a do 43 de de ac 14
0a 03 01 bb e2 ef 00 f8 a7 3e 72 36 66 6e 76 57
6a 38 90 4c 68 4d 88 18 2d 17 bc 58 84 11 3f 24






