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APPLICATION FAILED TO START

Description:
Unable to access the URL https://dog.ceo/dog-api/
Action:

Validate the URL and ensure it is accessible
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1. User logs in and creates

an HTTP session Server

2. Server returns the CSRF token
in the HTTP response

4. User accesses the site with session
credentials and the CSRF token

3, User visits the evil site, and it steals the
session credentials through phishing

@ @ 4. Evil site attempts to access

the user account, using the
stored session credentials
but no CSRF token
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: Starting CourseTrackerApplication using Java 17.0.1 on DESKTOP-VBHSP79 with

main] c.m.sbip.cho2.CourseTrackerApplication

main] c.n.sbip.cho2.CourseTrackerApplication : No active profile set, falling back to defavlt profiles: default
main] 0.s.b.u.enbedded. toncat. ToncatilebServer : Tomcat initialized with port(s): 8080 (http)

main] o.apache.catalina.core.Standardservice : Starting service [Toncat]

main] org.apache.catalina.core.StandardEngine : Starting Serviet engine: [Apache Toncat/9.0.56]

main] o.a.c.c.C. [Toncat]. [ocalhost]. [/] Initializing Spring embedded WebApplicationContext

main] w.s.c.ServietilebServerApplicationContext : Root WebApplicationContext: initialization completed in 1905 ms
main] 0.s.b.u.enbedded. toncat. ToncatilebServer : Toncat started on port(s): 8089 (http) with context path '*
main] c.n.sbip.cho2.CourseTrackerApplication : Started CourseTrackerApplication in 3.307 seconds (JVH running for 3.981)
nain] c.n.s.c.connandline. HyConnandLineRunner : MyCommandLineRunner executed as a Spring Component

main] c.n.s.c.c.AnotherConnandLineRunner : AnotherConmandLineRunner executed as a Spring Component

[FaTn] TcationsSEnhancerBySpringCoLTBSS2a07530e T CourseTrackerAppLICation ConmandLineRunner has executed

nain)

ication$$EnhancerBySpringCGLIBS$2ad733de :

ComnandLineRunner_executed as a bean definition with 0 arguments






OEBPS/Images/03-01.png
Persistence providers - .

(hibernate, EclipseLink) ‘

-’






cover.jpeg
Somnath Musib

Foreword by Josh Long

/'I MANNING





OEBPS/Images/04-11.png
"app”: {
‘name": "Spring Boot Actuator Info Application”,
“description”: "Spring Boot application that explores the /info endpoint”,
“version": "1.0.0"

L
build": {

“artifact": "spring-boot-actuator-info-endpoint”,
“name”: "spring-boot-actuator-info-endpoint”,
description’ 'Spring Boot Actuator Info Endpoint",
"version": "0.9.1-SNAPSHOT",

“properties”: {

"java": {

"version": "17.6.1"
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@ localhost8080/actuator/metrics/ X 4
€ 2> C O O localhost:8080/actuator/metrics/
{

“names”: [
“"http.server.requests”,
“jvm.buffer. count”,
jvm.buffer.memory.used",
"jvm.buffer.total.capacity”,

jvm. classes.loaded"”,

vm. classes .unloaded",

jvm.gc.live.data.size”,

“jvm.gc.max.data. size",

“jvm.gc.memory. allocated”,

“jvm. gc.memory . promoted”,

“jvm.gc.pause”,

jvm.memory . committed",

jva. memory . max",

jvm.memory . used” ,

“jvm. threads .daemon",

“jvm. threads.live",

“jvm. threads.peak”,

“jvm. threads. states",

“logback. events”,

"process.cpu.usage”,

“process.start. time",

"process.uptime”,

"system.cpu.count”,

“system.cpu.usage”,

"tomcat.sessions.active.current”,

“tomcat. sessions.active.max",

“tomcat. sessions.alive.max",

"tomcat.sessions.created"”,

"tomcat.sessions.expired”,

"tomcat.sessions.rejected”
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2022-02-26 08:40:22.935
2022-62-26 08:40:23.587
2022-62-26 08:40:23.596
2022-02-26 08:40:24.041
2022-62-26 08:40:24.305
2022-62-26 08:40:25.178

INFO 36700
RO 36700
RO 36700
WARN 36760
R0 36700
R0 36700

main] org.hibernate.dialect.Dialect
main] o.h.e.t.j.p.i.taPlatforaInitiator
main] 3.LocalContainerEntityHanagerFactoryBean

main] 0.5.b.a.u.s.elconePageHandlertapping

[Using generated security

bassword: 2bbéde?4-58ed-4453-520d-915832113818]

2022-62-26 08:40:25.547
2022-62-26 08:40:25.786.
2022-02-26 08:40:25.806

RO 36700
RO 36700
INFO 36700

t main] o.5.s.web.DefaultsecurityFilterchain
i main] o.5.b.w.eabedded. toncat. ToncatlienServer

main] JpaBaseConfiguration$JpaliebConfiguration :

main] .s.s.UserDetailsServiceAutoConfiguration :

t main] m.s.c.CourseTrackerSpringBootApplication :

© HHHOGO400: Using dialec
© HHHO00490: Using JtaPla

Initialized JPA Entityh
spring.jpa.open-in-view
Adding welcone page ten

© WAL secure any request

Toncat started on port(
Started CourseTrackersp
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C:\sbip\repo\cho1\spring-boot-app-demo>nvn spring-boot:run

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Scanning for projects...

con.manning . sbip. chel:spring-boot-app-demo

spring-boot-naven-plugin:2.6.3:run @ spring-boot-app-deno

maven-resources-plugin:3.2.0: resources @ spring-boot-app-deno
Using 'UTF-8' encoding to copy filtered resources.

Using 'UTF-8' encoding to copy filtered properties files.

Copying 1 resource

Copying 0 resource

maven-compiler-plugin:3.8.1:conpile @ spring-boot-app-deno
Nothing to compile - all classes are up to date

maven-resources-plugin:3.2.0: testResources. @ spring-boot-app-deno
Using 'UTF-8' encoding to copy filtered resources.

Using 'UTF-8' encoding to copy filtered properties files.

skip non existing resourceDirectory C:\sbip\repo\chol\spring-boot-app-demo\src\test\resources

maven-compiler-plugin:3.8.1: testConpile @ spring-boot-app-deno
Changes detected - recompiling the module!
Compiling 1 source file to C:\sbip\repo\cho1\spring-boot-app-demo\target\test-classes

spring-boot-naven-plugin::

.6.3:Tun @ spring-boot-app-deno

spring-boot-naven-plugin:2.6.
Attaching agents: [1

@ spring-boot-app-deno
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> vo i = QK 12 &
v TestResults as7ms
v CourseTrackerSpringBootTasksApplicationTests as7ms
+ givenDatasourceAvailableWhenAccessDetailsThenExpectl 57 s

5

@
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@ localhost8080/actuatorfinfo X+

€ > C O O localhost8080/actuator/info

git": {
“comnit
“time' "2021-03-27T11:31:002",

"id": "3fa3efo"

{

b
“branch
b
"build": {
spring-boot-actuator-info-endpoint",
spring-boot -actuator- info-endpoint”,
com.manning. sbip.chea" ,
2021-04-01T06:29:00.2652"
}
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@ localhost:8080/actuator/health/ X 4
€ > C O © localhost8080/actuator/health/
{

"status": "UP",
"components”: {

"diskspace'
"status
"details’

: 111404544000,
hreshold": 10485760,
true

“"https://images.dog. ceo/breeds/entlebucher/n02108000_3594.pg",
"success”
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@ localhost:8080/actuator/info x  +

€ > C O O localhost:8080/actuator/info

{
“courses”: [
{
Rapid Spring Boot Application Development”,
4
b
{
“name": "Getting Started with Spring Security DSL",
“rating": 5
b
{
Getting Started with Spring Cloud Kubernetes”,
3
}
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@ localhost:8080/actuator/metrics/ X 4

€ > C O O® localhost:8080/actuator/metrics/api.courses.creation.time

: "Course creation time",

seconds”,
"measurements”: [
i
"statistic": "COUNT",
"value": 2
),
{
"statistic": "TOTAL_TIME",
"value": ©.0338946
b3
{
"statistic": "MAX",
"value": ©.0319362
}

1
“availableTags": []
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@ localhost:8080/actuator/health X
€ > C O O localhost:8080/actuator/health
{

"status": "UP",
"components”: {

“details": {
“"database": “H2"
“validationQuery": "isValid()"

“details": {
“total": 494767435776,
“free": 111629680640,
“threshold": 10485760,
“exists": true






OEBPS/Images/04-05.png
localhost:8081/sbip/ x o+

> C O O localhost8081/sbip/

*_links": {

"self": {
href": “http://localhost:8081/sbip”,
“templated”:

)

“"health": {
"href": “http://localhost:8081/sbip/apphealth”,
"templated”: false

3,

“"health-path": {
href": “http://localhost:8081/sbip/apphealth/{*path}",

href": “http://localhost:8081/sbip/info",
“templated": false
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Run:

&
&
0
]
&
a

@«

. CounseTrackerApplication =
Port(s): 8080 (REtp) with context path '*

3
.

2022-02-27 17:48:40.390 INFO 12424 --- [ in] c.n.sbip.cho2.CourseTrackerpplication  : Started
CourseTrackerApplication in 2.222 seconds (VM running for 2.703)
2022-02-27 17:48:40.449 ERROR 12424 --- [ in] c.n.sbip.cho2.CourseTrackerApplication  : A constraint

violation has occurred. Violation details: [ConstraintVislationIspl{interpolatedhessage='Course category field can't be
empty’, propertyPath=category, rootBeanClass=class con.manning.sbip.cho2.nodel.Course, messageTemplaty
field can't be empty'}.

2022-02-27 17:48:40.450 ERROR 12424 --- [ main) c.n.sbip.ch02.CourseTrackerApplication : A constraint
violation has occurred. Violation details: [ConstraintViolationIspl{interpolatectessage='Course name field can't be
empty’, propertyPathznane, rootBeanClass=class con.manning.sbip.cho2.model.Course, messageTemplate='Course name field
can't be eapty'}.

2022-02-27 17:48:40.450 ERROR 12424 --- [ main] c.n.sbip.ch02.CourseTrackerApplication : A constraint
violation has accurred. Violation details: [ConstraintViolationIspl{interpolatedhiessage='A course should have a mininun
of 1 rating’, propertyPath=rating, rootBeanClass=class con.manning.sbip.cho2.nodel.Course, messageTemplate='A course
Should have a minimum of 1 rating'}].

2022-02-27 17:48:40.450 ERROR 12626 -=- [ in] c.n.sbip.cho2.CounseTrackerApplication  © A constraint
violation has accurred. Violation details: [ConstraintViolationInpl{interpolatedhessage='Course description field can't
be empty’, propertyPathdescription, rootBeanClass=class con.sanning.sbip.cho2.model.Counse, messageTemplates'Course
description field can't be empty'}.

Counse category
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@ localhost:8080/actuator/ x 4+
€ 2> C O O localhost8080/actuator/
{

“http://localhost:8080/actuator”,
“templated": false

:8080/actuator/beans”,

:8080/actuator/caches/{cache}",

“hre http://localhost:8080/actuator/caches”,
"templated":

false

“href": "http://localhost:8080/actuator/info",
“templated": false

3

"conditions"

{
"href": "http://localhost:8080/actuator/conditions",
“"templated”: false

:8080/actuator/configprops”,

:8080/actuator/env",

: “http://localhost:8080/actuator/env/{toMatch}",
“templated": true

:8080/actuator/loggers”,
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e T
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“version”: "v1.2.1",
“releaseate”: "2021-12-30"
“comnitTag": "a7dzeas”,
“newReleases”: null,

v “bugFixes": [

v{
“itentd": "s81p-123",
“itembescription”: "The name of the matching-strategy property is incorrect in the action message of the failure
18
vi
“itentd": "so1p-124",
“itembescription”: "ErrorpagesecurityFilter prevents deploynent to a Servlet 3.1 conpatible container #26790"
y
1
b
v{

"version”: "V1.2.0",
"releaseDate”: "2021-11-20",
"commitTag": "44047f3",

+ "newReleases”: [

vy

“iteaTd": "SBIP-125",
“itemdescription”: "support both kebab-case and camelCase as spring init CLI Options #28138"

“iteld": "SBIP-126",
“itewdescription”: "Profiles added using @Activeprofiles have different precedence #28724"
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main] c.m.sbip.cho2.CourseTrackerApplication : Starting CourseTrackerApplication using Java 17.6.1 on DESKTOP-VBHSP79 W

main] c.n.sbip.ch02.CourseTrackerApplication : No active profile set, falling back to default profiles: default
main] o.s.b.w.enbedded. toncat . ToncatilebServer : Tomcat initialized with port(s): 8080 (http)

main] o.apache.catalina.core.StandardService : Starting service [Toncat]

main] org.apache.catalina.core.Standardéngine : Starting Serviet engine: [Apache Tomcat/9.0.56]

main] o.a.c.c.C.[Toncat]. [Localhost]. [/] : Initializing Spring embedded WebApplicationContext

main] w.s.c.ServietliebServerApplicationContext : Root WebApplicationContext: initialization completed in 1995 ms
main] 0.s.b.w.embedded. toncat . ToncatilebServer : Tomcat started on port(s): 8980 (http) with context path

main] c.n.sbip.cho2.CourseTrackerApplication : Started CourseTrackerApplication in 3.307 seconds (JVH running for 3.981
ain] c.n.s.c.conmandline.fiyConnandLineRunner : FyCommandLineRuRner executed as a Spring Component
main] c.n.s.c.c.AnotherConnandLineRunner AnotherConnandLineRunner executed as a Spring Component

main] ication$$EnhancerBySpringCoLIBSS2a0733de : CourseTrackerApplication ComnandLineRunner has executed
main] ication$$EnhancerBySpringC6LIBSS2ad733de : CommandLineRunner executed as a bean definition with 0 arguments
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@ localhost:8080/actuator/info x B

€ 2> C O O localhost8080/actuator/info

app”: {
name”: "spring Boot Actuator Info Application”,
“description”: "spring Boot application that explores the /info endpoint”,
“version": "1.0.0"
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@ Plessesignin x4

€ > C 0 O loclhost808/login

Please sign in
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Password

ign in
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@ localhost:8080/actuator/health X 4
€ > C O @ localhost:8080/actuator/health
{

"status": "UP"

%
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@ localhost8080/actuator/metrics. X+

€ 9 C O O localhost:8080/actuator/metrics/jvm.gc.pause

v gc .pause”,
“description”: "Time spent in GC pause”,
"baseunit”: "seconds”,
“measurements”: [

{
"statistic": "COUNT",
“value": 10
b
{
“statistic": "TOTAL_TIME",
“value": ©.031
b
{
"statistic”: "MAX",
“value": ©.003
}
1
“availableTags": [
{
"tag": "cause”,
"values™: [
“61 Evacuation Pause”
]
b
{
“"tag": "action",
“values”: [
“end of minor GC"
]
}
i]
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@ localhost:8080/actuator/info X+

€ > C O O localhost8080/actuator/info

info-endpoint-gradle”,
: “info-endpoint-gradle”,
'2021-05-02T14:08:23.664Z",
"0.0.1-SNAPSHOT",

com.manning. sbip.chea. endpoint”
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“status”: "DOWN",
“components”: {
“diskspace™: {
“status": “UP",
“details": {
“total": 494767435776,
free": 72251588608,
threshold”: 10485760,
exists”: true

L

\"https://dog.ceo/api/breeds/inage/random\": Connection timed out: connect; nested exception is
Java.net.ConnectException: Connection timed out: connect”
]
L
"ping": {
“status": "UP"






OEBPS/Images/05-04.png


OEBPS/Images/01-04.png
APPLICATION FAILED TO START

Description:

web server failed to start. Port 8080 was already in use.

Actior

Identify and stop the process that's listening on port 868 or configure this application to listen on another port.
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@ localhost:8080/actuator/metrics) X =+

€ > C O @ localhost:8080/actuator/metrics/api.courses.rating.distribution.summary

“name": “api.courses.rating.distribution.summary",
“description”: "Rating distribution summary",
“"baseUnit": null,

“measurements”: [

{
“statistic": "COUNT",
“value": 5

3,

{
“statistic": "TOTAL",
“value": 15

b

{
“statistic": "MAX",
"value": 5

}

1
“availableTags": []
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“self": {
“href": “http://localhost:8080/actuator”,
“templated”: false

13

“releaseNotes”: {
“href": “http://localhost:8080/actuator/releaseNiotes” ,
“templated”: false

b

“releaseNotes-version”: {
“href": "http://localhost:8080/actuator/releaseNotes/{version}”,
“templated”: true
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@ = Repository

I

@« CrudRepository
)% save(s) s

(@)% saveAll(iterable<S>) Iterable<S>
(m) % findByld(ID) Optional <T>
)% existsByld(ID) boolean
% findAllQ Iterable<T>
)% findAlIByld(Iterable<ID>) Iterable<T>
% count) long
)% deleteByld(ID) void
)% delete(T) void
)% deleteAll(iterable<? extends T>) void
)% deleteAll) void

I

@ = PagingAndSortingRepository

(@)% findAll(Sort) Iterable<T>
)% findAll(Pageable) Page<T>
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@ localhost:8080/actuator/health X =+
€ > C (O O localhost:8080/actuator/health

{
"status": "UP",
"components”: {
"diskspace":
"status"”
“details": {
total": 494767435776,
free": 111626686464,
threshold”: 10485760,
“exists": true

ping": {
tatus”: "UP"
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http://localhost:8080/actuator

* Default URL

management.endpoints.web.base-path=/sbip

management server.port=8081

Customized URL
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CourseTrackerSpringBootapplication

2022-02-27 17:50:19.776  INFO 11168 -
port(s): 8089 (http) with context path
2022-02-27 17:50:19.790  INFO 11168 -

main)

in)

CourseTrackerSpringBootApplication in 2.583 seconds (VM

2022-02-27 17:50:19.870 ERROR 11168 -
4o not adhere to the password policy
2022-62-27 17:50:19.870 ERROR 11168 -

t

[Password do not adnere to the specified rule].

2022-02-27 17:50:19.872 INFO 11168 -
adnere to the password policy
2022-02-27 17:50:19.874 ERROR 11168 -
violates naxisun repetitive rule
2022-02-27 17:50:19.874 ERROR 11168 -

[Password do not adhere to the specified rule].

27 17:50:19.875 ERROR 11168 -
s special character rule
27 17:50:19.876 ERROR 11168 -

[Password do not adhere to the specified rule].

sain]

main]

sain]

sain]

in]

. WebApplicationContext: initialization completed in 1332 ms

0.5.b..esbedded. toncat. ToncatllebServer
.5.c.CourseTrackerspringBootApplication
running for 3.061)

.5.c.CourseTrackerSpringBootApplication
.5.¢.CourseTrackerSpringBootApplication
n.5.c.CourseTrackerspringBootApplication
.5.c.CourseTrackerSpringBootApplication
n.5.c.CourseTrackerspringBootApplication

n.5.c.CourseTrackerspringBootApplication

n.5.c.CourseTrackerspringBootApplication

: Toncat started on

Started

Passuond for userl

Violation details:

Passuord for user2

Passuond for userd

Violation details:

Passuord for userd

Violation details:
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© Spring Boot : v2.6.3)

27-02-2022 17:42:52.145 28504 [main] [INFO ] c.m.sbip.cho2.CourseTrackerApplication  Starting CourseTrackerApplication usin
27-02-2022 17 28504 [main] [INFO ] c.n.sbip.cho2.CourseTrackerApplication No active profile set, falling back to
27-02-2022 28504 [main] [INFO ] 0.5.b.u.embedded. toncat. ToncathebServer Tomcat initialized with port(s): 8080
27-02-2022 17 28504 [main] [INFO ] o.apache.catalina.core.StandardService  Starting service [Toncat]

27-02-2022 17 28504 [main] [INFO ] org.apache.catalina.core.StandardEngine Starting Serviet engine: [Apache Tomca

27-02-2022 17:.
27-02-2022 17
27-02-2022 17:.
27-02-2022 17

28504 [main] (INFO ] 0.a.c.c.C.[Toncat]. [Locatnost]. (/] Initializing Spring enbedded WebApplic
28504 [main] [INFO ] w.s.c.ServietiiebServerApplicationContext Root WebApplicationContext: initializa
28504 (main] [INFO ] 0.5.b.w.embedded. toncat. ToncatliebServer Tomcat started on port(s): 8080 (http)
28504 [main] [INFO ] c.n.sbip.cho2.CourseTrackerApplication  Started CourseTrackerApplication in 3.
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@ localhost:8080/actuator/metricss X 4

€ > C O O localhost8080/actuator/metrics/api.courses.created.count

courses.created.count”,

jescription”: "Total number of courses created”,
“"baseUnit": null,

"measurement:

1,
“availableTags": []





